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Abstract

The development of the Internet era has brought new challenges to the governance of social vio-
lence. Due to the rampant use of internet technology, serious cases of cyberbullying have arisen in
society. The group nature, anonymous identity, and secrecy of cyber violence make it difficult to
identify the responsible parties. Depending on the different behavior patterns of cyber violence, it
can be categorized into four types: human flesh search, online insult, defamation, and online prov-
ocation. In terms of the identification of the responsible party, the initiators, illegal collectors of
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personal information, and publishers of personal information can be defined as the criminal sub-
jects of cyber vigilantism, while the initiators, spreaders, and providers of network services can be
identified as the criminal subjects of online defamation and slander. Ordinary netizens and the ring-
leaders of online hooligans can be identified as the criminal subjects of online provocation.
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