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Abstract

This article explores the criminal law regulation of online game cheating. Firstly, by analyzing the
operating mechanism of online game cheating, it summarizes the scientific and precise concepts of
online games and three specific classifications. Secondly, the current legal norms and judicial
practices for regulating cheating behavior in online games were reviewed. At the same time, the
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existing problems in the criminal law regulation of cheating behavior in online games were ana-
lyzed one by one, with a focus on the application of the crimes of illegal business operation, pro-
viding intrusion, illegal control of computer information system programs and tools, as well as the
crimes of damaging computer information systems and infringing on copyright. It was proposed to
agree with the theories of crimes related to computer information systems and infringing on cop-
yright. Based on the analysis of 252 cases, the problems in current judicial practice were discussed.
Finally, in response to the aforementioned issues, it is proposed to standardize the definition and
classification of online game cheating concepts at the legal level, improve the selection and sen-
tencing standards for online game cheating charges, strengthen the level of electronic data identi-
fication and hazard assessment, and adhere to the improvement path of lenient punishment for
online game cheating.
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Figure 1. The number of criminal justice cases related to online game cheating and the number of different charges applicable
from 2005 to 2022
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