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Abstract

With the rapid development of information and data, the application of big data and algorithms
has been deep in the civil field. In this context, the protection of personal information is facing new
challenges. In the process of information processing, information processors are in a dominant
position, and personal information has commercial value, resulting in an increasing trend of cases
of infringement of personal information rights and interests in recent years. Before the enactment
of the private letter law, litigation was mainly carried out in the way of infringing the right to pri-
vacy and general personality rights in private interest litigation. After its introduction, the number
of disputes arising from the protection of personal information increased, and the number of cases
for the protection of rights through public interest litigation also began to increase. However, due
to the high cost of litigation, the difficulty of proof and other problems have also emerged. In this
regard, appropriate reference should be made to the EU GDPR burden of proof allocation and the
CPF system of the US CPRA to improve the mechanism for protecting personal information rights
and interests, so that the protection of personal information rights and interests and the circula-
tion and efficient use of personal information can go hand in hand.
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