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Abstract

With the development of human society into the data era, personal privacy and other legitimate
rights and interests have been greatly threatened. Based on the analysis of existing laws and law
enforcement, this paper will summarize the applicability defects of existing laws for privacy pro-
tection in the era of big data, the lack of synergy in administrative law enforcement, and the insuf-
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ficient security of big data technology. In view of the defects in the current law, it is suggested to
redefine the privacy boundary, fully consider the interests of personality and property, and
strengthen supervision and law enforcement based on the extraterritorial privacy protection
practices. In view of the lack of joint force in administrative law enforcement, it is suggested to
speed up the construction of a reasonable and efficient industry self-discipline system, flexible
public management functions, and improve the rights relief mechanism to form a comprehensive
law enforcement joint force. In view of the security risks of big data technology, it is suggested that
on the basis of comprehensively promoting encrypted storage, sensitive information such as citi-
zens’ names and ID numbers should be desensitized by means of keys and algorithms, so as to en-
sure the safe transmission and storage of data. Through these countermeasures and suggestions,
we hope to provide reference for the improvement of the legal system of privacy protection and
the effective implementation of administrative law enforcement.
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