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Abstract

Cyberviolence is a social phenomenon that encompasses online verbal violence, fabrication and
dissemination of online rumors and doxing that infringe on the rights and interests of others. With
the development of information network technology, there has been a blowout trend, which has
greatly damaged the network security environment and seriously infringed on the legitimate
rights and interests of citizens. However, China’s existing legal and regulatory system is slightly
insufficient in dealing with online violence. Legal norms such as civil law and administrative law
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are weak, and the constitutive elements of some crimes in the criminal law are inconsistent with
online violence, making it difficult to criminalize online violence. In order to effectively respond to
the increasingly serious phenomenon of online violence, First, judicial interpretations should be
issued to clarify the constitutive elements and applicable circumstances of online violent
crimes, and include them in the current criminal law system to regulate them; The second is to
improve the procedures for transferring private prosecutions for personal accusations to pub-
lic prosecutions, clarifying the basis and standards for judicial organs to actively intervene,
bridging the shortcomings of the procedures for transferring private prosecutions for personal
accusations to public prosecutions, and effectively protecting the lawful rights and interests of
victims.
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