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Abstract

In the era of digital economy, data crimes in China have shown new development trends, character-
ized by enterprise, large-scale, and openness. The legal interests of data utilization security are re-
lated to the stability of China’s economic market. Only by strengthening the formulation of data
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security rules and complying with the public policy needs of big data anti-monopoly can we trans-
form passive defense into active control. Therefore, this article analyzes in detail the challenges
faced by China’s criminal law regulation of data crimes in the digital economy era from two aspects:
the definition of legal interests in data criminal protection and the constituent elements of data
crimes. It proposes a response path from four aspects: clarifying the connotation of legal interests
protection of data crimes, refining the data classification mode, reinterpreting the elements of crim-
inal behavior, and establishing quantitative standards for results, in order to enhance data utiliza-
tion security and promote long-term social stability and development.
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