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Abstract

While bringing welfare and revolutionary changes to human society, a series of generative artificial
intelligence technologies represented by Sora also have the potential risk of being abused for “deep
fake”. For example, in some cases, criminals may use generative artificial intelligence to carry out
illegal and criminal activities such as face-changing fraud. If so, the emergence of generative artifi-
cial intelligence will have a significant impact on the judicial identification of fraud crimes. Genera-
tive Al developers and network service providers should meet the expectations of society, and while
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enjoying the benefits brought by generative Al, they should bear the relevant responsibilities for
possible fraud risks.
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