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Abstract

In the context of the big data era, the widespread application of online platforms as an important
part of the information society has not only changed the business model, but also posed new chal-
lenges to the protection of users’ rights and interests. The study found that although China has intro-
duced a series of laws and regulations, such as the “Cybersecurity Law” and the “Personal Information
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Protection Law”, in practice, factors such as lagging laws, insufficient supervision and ineffective
implementation have led to frequent problems such as leakage of users’ data and privacy infringe-
ment. In addition, the low transparency of platform algorithms and unfair user agreements further
exacerbate the risk of damage to user rights and interests. The article points out that it is necessary
to improve the relevant legal system, strengthen government supervision and platform self-regula-
tion mechanism, enhance the judicial guarantee and dispute mediation efficiency, broaden the finan-
cial support channels and other means to safeguard the legitimate rights and interests of network
users, through the collaboration of multiple parties, to build a sound user rights and interests protec-
tion system, is the key to the realization of the healthy development of the digital economy.
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