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Abstract

The intangible nature, susceptibility to tampering, and technological dependence of electronic evi-
dence have led to a lack of systematic standards for reviewing its legality in current legislation, making
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the exclusionary rule for illegal evidence difficult to effectively apply to electronic data. With the grow-
ing development of digital rights and the emergence of concepts like digital human rights, electronic
data not only pertains to the effective prosecution of crimes but also involves important rights and
interests of the accused, such as personal and property rights. Therefore, balancing the legality and
authenticity of electronic evidence in this process is crucial. Based on an institutional analysis of
the current legality review and exclusionary rules for electronic evidence in China, this paper ex-
plores their shortcomings in legislation and judicial practice. By comparing international judicial
practices, it suggests incorporating electronic evidence into the exclusionary rule for illegal evi-
dence and improving the standards for reviewing electronic evidence from the perspectives of the
evidence collector and the collection procedure, with the aim of providing a reference for the rule
of law in China’s electronic evidence system.
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