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Abstract

In the era of big data, the rapid development of information technology has promoted social pro-
gress and economic growth. However, citizens’ privacy rights are also atrisk of being leaked. During
the collection, storage and transmission of data, there are significant security risks. Moreover, citi-
zens’ self-protection awareness is weak, and the difficulty of law enforcement and supervision is
high. These current situations have also brought severe challenges to the protection of citizens’ pri-
vacy rights. In order to improve the legal protection of citizens’ privacy rights, this article proposes
corresponding countermeasures to seek a balance between information disclosure and privacy
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protection, thereby building a fair and privacy-respecting social environment.
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