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Abstract

In the context of the digital era, the deep integration of artificial intelligence and the Internet of Things
has enabled enterprise-level intelligent surveillance systems to extensively penetrate labor scenar-
ios, which has posed systemic risks to workers’ privacy rights. The protection of such rights in China
has faced a series of challenges, including fragmented legislation, excessive use of surveillance tech-
nology, and the distortion of the informed consent mechanism. These problems have stemmed from
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the inherent subordination in labor relations, the dual-edged nature of technological development,
and the absence of effective interest-balancing mechanisms. This study has proposed a comprehen-
sive protection path by improving the legislative system, enhancing the remedies for workers’ pri-
vacy rights, and reconstructing the rules of informed consent to ensure workers’ substantive volun-
tariness. The research has offered institutional references for balancing corporate management ef-
ficiency and the protection of individual rights in the digital age.
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