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Abstract

The “informed consent” rule is the cornerstone of the personal information protection legal system,
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and its effectiveness is crucial for safeguarding individuals’ autonomy and privacy in the digital age.
However, in the context of mobile internet applications, this rule is facing severe challenges in prac-
tice, with significant risks of “hollowing out” and “formalism”. This article focuses on the mobile
internet application ecosystem and systematically analyzes the specific practical difficulties in the
“informed” and “consent” stages. Based on this, the article proposes multi-level improvement paths:
at the legal regulation level, it emphasizes the refinement of rules and the enhancement of law en-
forcement deterrence; at the technology empowerment level, it advocates privacy-friendly design,
the development of standardized consent tools, the use of technology to enhance transparency, and
the promotion of privacy-enhancing technologies; at the same time, it is supplemented by industry
self-discipline and standard construction, user education and ability improvement, and the explo-
ration of regulatory innovation and collaborative governance models. This study aims to solve the
practical difficulties of informed consent in mobile scenarios, provide theoretical references and
practical guidance for balancing personal information protection, industrial development and user
experience, and contribute to the construction of a healthy and orderly digital ecosystem.
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1Salgo v. Leland Stanford Jr. University Board of Trustees, 317 P.2d 170, 173 (1957).
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