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Abstract

In the era of big data, web crawler technology, as a core tool for data acquisition, promotes the de-
velopment of the digital economy. However, its abuse also poses a serious threat to data security,
citizens’ rights and interests, and market order. China’s Criminal Law regulates such abuse through
a system of charges, including crimes against computer information systems and crimes of infring-
ing on citizens’ personal information. Nevertheless, judicial practice faces difficulties such as ambi-
guity in distinguishing between technical neutrality and criminal illegality, inconsistent standards
for criminalization, and confusion in the application of charges. Combining typical cases and the
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latest legislative developments, this paper starts from the criminal risk spectrum of online data
crawling activities, analyzes the practical difficulties in current criminal law regulation, proposes
improvement paths, clearly constructs a “three-tier identification standard”, and on this basis in-
terprets relevant concepts such as “relevant national provisions” and “intrusion”, with a view to
balancing data security protection and the development of the information industry.
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