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Abstract

The rapid advancement of big data technology, while enhancing the efficacy of social governance
and fostering the prosperity of the digital economy, poses severe challenges to personal information
security. Frequent incidents involving personal information leakage, misuse, and illegal transac-
tions not only infringe upon the legitimate rights and interests of citizens but also disrupt social
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order. Considering the legal definitional discrepancies in personal information processing and
characteristics such as massive volume, high-speed circulation, and covert collection in the big data
era, this paper systematically analyzes the current challenges in personal information security pro-
tection in China. These include insufficient refinement of legal regulations, lagging oversight of
emerging infringements, security risks throughout the data lifecycle, deficiencies in the accounta-
bility of enterprises and individuals, and inadequate regulatory coordination and technical measures.
To address these challenges, relevant recommendations are proposed: it is necessary to establish a
multi-stakeholder, collaborative protection framework by enhancing citizens’ protective and reme-
dial capabilities, strengthening technical safeguards, refining legal norms, and optimizing adminis-
trative oversight. This approach aims to safeguard the legitimate rights and interests of individuals
while promoting the reasonable utilization of data, thereby contributing to the high-quality devel-
opment of the digital economy and social governance.
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