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Abstract

Propelled by the evolution from Generative Adversarial Networks (GANs) to the latest diffusion
models, Deepfake technology has catalyzed a fundamental paradigm shift in audiovisual materials,
moving from traditional “mechanical recording” to “intelligent generation”. While this technological
dividend reshapes the modes of digital content production, it also poses a structural challenge to
existing legal regulatory frameworks. Characterized by high automation and low barriers to entry,
it creates a dilemma for traditional legal mechanisms regarding the identification of infringing
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parties and the attribution of liability. The associated risks extend beyond the erosion of legitimate
rights—such as personal information interests and intellectual property—to trigger a crisis of pub-
lic trust at the macro level, even compromising the authenticity of judicial evidence. In light of this,
reliance solely on legal regulation has proven insufficient. There is an urgent need to construct a
“full-chain” governance framework that integrates technical defense, legal norms, and social coor-
dination, aiming to seek a dynamic balance between unleashing technological potential and uphold-
ing legal values.
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