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Abstract

As a new form of wealth in the information age, the issue of criminal law protection for virtual prop-
erty has become a major topic that criminal law theory must address. Virtual property, existing in
the form of electromagnetic data, possesses dual attributes of use value and exchange value, which
distinguishes it from traditional tangible objects and general computer data, posing profound chal-
lenges to the existing criminal law system. Currently, the criminal law protection of virtual property
faces three major predicaments: insufficient legislative basis, poor integration with the existing
property crime system, and scattered standards for value assessment. At the legislative level, crim-
inal law does not explicitly define the independent status of virtual property, and neither the crim-
inal law amendments nor judicial interpretations have filled this gap. At the interpretative level,
there is structural tension between virtual property and the traditional property crime system in
terms of criminal objects, calculation of property losses, and application of criminal charges. At the
practical level, there are significant differences in the subjects of value assessment, assessment
methods, determination time points, and evidence rules, leading to frequent judicial chaos where
similar cases receive different judgments. To address these predicaments, it is necessary to start with
a unified definition of legal interests, establish the application sequence of property legal interests
over data legal interests, construct a typological interpretation and differentiated protection rules,
and strengthen the obligations of platforms. On this basis, the application standards of criminal
charges should be refined, the application scopes of theft, fraud, and embezzlement charges should
be reasonably divided, and the rules for determining circumstances and charges should be clarified.
At the same time, the mechanisms for value assessment and recovery of stolen assets should be im-
proved, the procedures for evidence collection should be standardized, the assessment standards
should be unified, and emergency disposal channels should be established to maximize the protec-
tion of victims’ property rights. The improvement of criminal law protection for virtual property is
not only an era requirement for safeguarding citizens’ property rights but also a practical need for
maintaining digital market order and promoting multi-departmental collaborative governance.
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