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Abstract

The principles of necessity and proportionality are the core norms of administrative law to restrict
the operation of public power and protect citizens’ basic constitutional rights. As a new biometric
governance method, face recognition technology has been deeply embedded in the operational fields
of public power, such as government affairs management, public security inspection, grass-roots com-
munity governance, and government service. Administrative organs and entrusted public manage-
ment entities collect, store, and screen citizens’ facial biometric information on a large scale with the
help of this technology. In practice, however, public power subjects have chaotic phenomena such as
generalized abuse of technology, collection beyond legal purposes, and mandatory application with-
out demonstration of alternative schemes, which constantly squeeze the right boundary of citizens’
privacy, personal information rights, and personal freedom. From the dual perspective of administra-
tive law and constitutional right protection, this paper adopts the case analysis method to sort out the
practical cruxes such as abuse chaos, infringement of basic rights, and vague definition of necessity
principle in administrative trial in the application of face recognition in public administration. The
root causes lie in the loose access threshold for the application of face recognition in the public domain,
the lack of administrative legal regulation, the necessity principle, and the unbalanced absence of ad-
ministrative guiding cases. Therefore, from three aspects of improving the detailed administrative
legislation, refining the administrative punishment mechanism and constructing the administra-
tive case guidance system, this paper hierarchically refines the necessity principle applied by public
power in face recognition technology, standardizes administrative discretion, delimits the legal bound-
ary of public power intervening in private information, and realizes the balanced adaptation between
digital intelligent governance and the protection of citizens’ basic rights.
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