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Abstract

With the rapid development of digital campuses, college students’ sensitive personal information is
extensively collected and circulated, leading to a continuous rise in infringement risks. China has
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established a legal system centered on the Civil Code of the People’s Republic of China and the Per-
sonal Information Protection Law of the People’s Republic of China. However, colleges and universi-
ties are confronted with problems such as formalized informed consent, conflicts of dual identities
and ambiguous application criteria for the principle of minimum necessity. Coupled with frequent
infringements by third parties and inadequate legal literacy among students, the protection of per-
sonal information faces numerous challenges. Combining relevant legal provisions and university
practices, this paper analyzes the existing dilemmas and puts forward improvement countermeas-
ures from the perspectives of university management, third-party supervision and legal education,
so as to safeguard college students’ rights and interests of personal information and advance the
modernization of university governance.
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