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Abstract

With the development of the times, people have gradually come to recognize the socioeconomic
value of personal information. With the rapid development of big data and the internet, personal
information is extremely easy for others to obtain and exploit. Without the subject’s personal infor-
mation, unauthorized collection, use, and leakage of others’ personal information occur frequently.
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Incidents such as receiving spam text messages and scam calls due to personal information leaks
are common, posing a significant threat to the personal and property safety of personal information
subjects. Although current laws play an important role in protecting personal information, there is
still room for further discussion in solving specific issues. This article reviews current laws and, in
the first part, analyzes the concept and types of personal information, explaining the determination
and elements of damage; The second part points out shortcomings in the personal information in-
fringement damage compensation system, including difficulties in determining damages, identify-
ing the infringing party, and proving causality; The third part, addressing shortcomings in China’s
personal information infringement damage compensation system and combining domestic and in-
ternational practices and experiences in personal information rights protection, proposes the fol-
lowing suggestions: First, relax the criteria for determining damage; second, standardize the iden-
tification of personal information infringing parties; and third, refine the standards for proving cau-
sality.
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