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Abstract

Generative artificial intelligence (GenAl) technology, with its powerful content-generation capabil-
ities, has rapidly penetrated various data-utilization scenarios and profoundly reshaped the alloca-
tion logic and governance mechanisms of data factors. While unleashing substantial productivity,
its opaque data sources, uncontrollable generation processes, and unreliable output content have
also triggered multi-layered data security risks. Based on the current development of generative
artificial intelligence, this paper systematically examines the diverse origins of its data risks, focus-
ing on the one-sidedness of data sources at the data-utilization layer, the algorithmic hazards at the
model-computation layer, and information distortion at the content-output layer, and provides an
in-depth analysis of risk types such as information inequality, the generation of false information,
and market information pollution. A source-tracing analysis reveals that the generation and diffu-
sion of risks run through the entire process of data collection, model training, and content output,
and that the public attributes and security sensitivity of public data determine that government ad-
ministrative departments must assume the primary regulatory responsibility. On this basis, the pa-
per further proposes the construction of a “two-tier public data market + differentiated data regu-
lation” model, which, from the dimensions of source control in the primary market and full-process
compliance in the secondary market, forms an administrative regulatory system that is highly adap-
tive, highly operable, and forward-looking. This is intended to achieve a paradigm shift in GenAl
data governance from passive response to proactive governance and from single-form regulation
to differentiated and coordinated regulation, thereby ensuring a dynamic balance between lawful
and compliant data utilization and technological innovation, and promoting the sustainable devel-
opment of the artificial intelligence industry.
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