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Abstract

With the widespread adoption of big data technologies, personal information faces various legal
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challenges during its collection, processing, and circulation—such as excessive data collection, the
opacity of algorithmic systems, and the difficulty of providing evidence to safeguard users’ rights.
Although China has enacted laws and regulations—including the Personal Information Protection
Law—significant issues remain, such as the formalization of the “informed consent” principle, the
lack of transparency in automated decision-making, and the high cost for users to assert their rights.
This paper adopts a dual perspective rooted in both jurisprudence and economics to analyze the
current practical challenges and legislative gaps in personal information protection, identifying
three core pain points: mandatory authorization during data collection, algorithmic discrimination
during data processing, and the evidentiary burden in remedies mechanisms. To address these is-
sues, the paper proposes corresponding improvement pathways: restructuring the “informed con-
sent” rule by introducing a tiered consent mechanism; strengthening algorithmic governance and
platform accountability to safeguard users’ right to refuse automated decision-making; and opti-
mizing judicial remedies by implementing a reduced burden-of-proof approach and promoting pub-
lic interest litigation for personal information protection. These measures aim to facilitate the ra-
tional utilization of data as a production factor while ensuring effective legal protection of personal
information.
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