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Abstract

With the continuous advancement of population aging, the elderly population suffers from inade-
quate digital literacy, weak risk identification capabilities, together with unmet emotional needs,
rendering them prime targets of online fraud. Existing governance models mostly focus on criminal
crackdowns, while insufficient attention has been paid to pre-emptive protection mechanisms for
victims. Taking victim prevention theory as the analytical framework, this paper sorts out the char-
acteristics of current online fraud cases involving the elderly and analyzes the formation mecha-
nism of risks faced by elderly victims. Combined with the Anti-Telecom and Online Fraud Law, the
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Law on the Protection of the Rights and Interests of the Elderly, and judicial precedents, it summa-
rizes the existing legal predicaments. Based on the hierarchical protection approach of victim pre-
vention, improvement proposals are put forward from four dimensions to build an integrated legal
guarantee system featuring pre-incident blocking, in-incident intervention and post-incident relief.
This aims to reduce the risk of property losses among the elderly and realize systematic protection
of their property rights and interests for old-age support.
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