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Abstract

In the era of the digital economy, cross-border data flows serve as a vital vehicle for digital trade,
transnational operations and international scientific research cooperation. China has established a
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data outbound regulatory system grounded in the Cybersecurity Law, Data Security Law and Per-
sonal Information Protection Law, supplemented by supporting ministerial rules. Three parallel
compliance routes have been formulated, namely security assessment, standard contracts for out-
bound transfer of personal information, and personal information protection certification. The Pro-
visions on Promoting and Regulating Cross-border Data Flows further elaborates exemption sce-
narios to pursue orderly data flows under security premises. Nevertheless, an examination of pub-
licly available judicial judgments and administrative penalty cases issued by cyberspace and public
security network security authorities reveals practical obstacles in institutional implementation,
including ambiguity over the boundaries of compliance routes, heavy compliance burdens on mar-
ket entities, inadequate cross-border remedy mechanisms for personal information subjects, and
poor alignment with international rules. Taking publicly traceable judicial and regulatory cases as
empirical samples, this paper adopts normative analysis, case-based empirical research and com-
parative law approaches to sort out real conflicts arising from institutional operation. Drawing on
mature governance experience overseas, it proposes improvement measures such as refining rule
interpretation, implementing tiered and classified regulation, perfecting right remedy mechanismes,
and engaging in dialogue on global digital rules, so as to achieve a dynamic balance among multiple
legal interests: national security, protection of personal information rights and interests, and de-
velopment of the digital economy.
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