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Abstract

Due to the characteristics of dense crowd, convenient access, limited ventilation conditions and
relatively closed environment, metro network has become one of the important targets for crimi-
nals to carry out intentional attacks and create injuries. In this paper, the cascading failure simu-
lation of metro network is carried out based on the load capacity model. We set up three scenarios,
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composed of random attacks and deliberate attacks. We get a series of conclusions from the re-
sults of simulation, which are: 1) The resistance of metro network to single-node attack is higher
than that of multi-nodes attack; 2) The attack on the nodes with the highest degree doesn’t always
cause cascading failure in metro network; 3) The attack on the node with the highest betweenness
will cause serious cascading failure; 4) The increase of node capacity can effectively restrain cas-
cading failure of the network.
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Figure 1. Cascading failure Simulation process of metro network
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Figure 2. Hamburger Metro Network
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Table 1. Attack nodes in each scenario

F 1 ERFRPHRETR

b7k Tt 19

(1) Eppendorfer Baum, (2) Hamburger Strafe,
(3) HabichtstraRe, (4) Wandshek Markt,

1
(5) Schlump, (6) Trabrennbahn,
(7) Steinstralie, (8) Hammer Kirche
(1) {HallerstraBe, Landungsbriicken, Rauhes Haus}
(2) {Stephansplatz, Saarlandstrale, Burgstral3e}
) (3) {Fuhlshiittel, Hauptbahnhof Stid, St.Pauli}
an (4) {Alsterdorf, Wandsheker Chaussee, Schlump}
(5) {Stephansplatz, RitterstralRe, Eppendorfer Baum }
(6) {Ohlsdorf, SaarlandstraRe, RauhesHaus}
B (1) Kellinghusenstralie,
5 (2) HauptbahnhofSiid
B4 (1) {KellinghusenstraRe,Schlump, Berliner Tor},

(2) {HauptbahnhofSid, Jungfernstieg, Libecker Strake}

Table 2. Simulation result
%= 2. (HEERS

Yk G TR W IRAHER Z, AL Z, W4 et Z
W 1)~(8) 89.8% 59.2% 0.745

DOI: 10.12677/0jtt.2020.95049 405 BB EEFW/ N


https://doi.org/10.12677/ojtt.2020.95049

IR

Continued
W2 (1)~(6) 83.3% 26.6% 0.549
1) 98.9% 71.4% 0.851
Y53
) 80.4% 19.04% 0.497
1) 96.9% 33.9% 0.654
Y5t 4
) 85.5% 11.8% 0.486

R 3, ASCIRERE AR KellinghusenstraRe A4 K ) %5344 HauptbahnhofSud #4714
i o AN B &5 B AT LIS, 5 423 KellinghusenstraBe A0 S 80 45 (N 238 , A IA &9 EL i R % 71.4%,
BT REFRAE R 2 A @ T, BUEM IR IR BT Ry DA AT, X X2 B B R AT A
BT, JEA—E L AR GRS 3. % HauptbahnhofStid FIX T 51 & 7 7 B IR AL, 35 18 AN A
R M AT 2T BE N 80.4%, TTIAZ U ELSI T 404 19.04%, PIZEHIE I th T 408 0.497, Hitbm]
DAFAN, SO R T e AT BUdbe 22 51 ™ 5 G R

st 4, AR R AT BGE, — 4B S w719 2 KellinghusenstraBe. Schlump
H Berliner Tor. Y%7 s Bd:, FENZ L B AL AEB T4, a1 FE 3 FiR, FERRLL
BIFEAR 33.9%, RWRA 76.1% )32 ToiLiE I Bk M 46 2138 e H B9 . i T KRB R IREH 2 HAh A28 )7
2, HOER 4% F AR P A R R AL

U1

U2

Figure 3. Attack result of Scenario 4(a)
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Figure 4. Sensitivity analysis of capacity coefficient

E 4. BEHERABNREEDN

5. GRS

ARSI EK - BEIIE R 7 IR SR IR R A, B T BEALR T MG BENLE Y S G
ME BB L =R 0730, BT DR BR PO R AT, A A 418

1) BRI ZEAEREAL 2 9 m B N AT SBEAR T T BE AL T

2) MR RORH T AT I, RS BRI  EEYE, BRI B A @ 5, B
BEFFA s S AR R AL

3) WA Hld K T AT B R 2 T B0 SRR AL

4) WEFFPE RN 2 R BEAT SR 2 IR 0 2% (R 1

5) HEHNT AR RE A RN UK AL

£ E&WA
WL E SRR 34 BT B(LQ18G030012), HUH B A\ SCAHRHEE 4 % (18YIC630190) .-
SE WK

(1] BRS2. Redz o 3 P SO W % G M i [D]: [t 08 5], RAR: PRI A IE K%, 2014,

[2] Motter, A.E. and Lai, Y. (2002) Cascade-Based Attacks on Complex Networks. Physical Review E, 66, 1-5.
https://doi.org/10.1103/PhysReVvE.66.065102

[3] Shen, Y., et al. (2020) Model of Node Traffic Recovery Behavior and Cascading Congestion Analysis in Networks.
Physica A: Statistical Mechanics and Its Applications, 545, 1-92. https://doi.org/10.1103/PhysReVE.66.065102

[4] Zhang, L., et al. (2019) A Cascading Failures Model of weighted bus transit route network under Route Failure Pers-
pective Considering Link Prediction Effect. Physica A: Statistical Mechanics and Its Applications, 523, 1315-1330.
https://doi.org/10.1016/j.physa.2019.04.122

[5] ZEIBAE, DK, XIZEAZ. T I A ) 2 IR R AL AT S [0]. R iz, 2020, 42(7): 69-74.
[6] 2. I T B S ) 46 719 sl T B PP AL S B R AP S JE[D): [l 2218 3]. dbat: Jbstsim ks,

2017.
[71  XUEAFH, Bk3, XISz, 25 39T HUIE 308 I8 5 0 45 e R s S e 7 [J]. AC il is i R4 LFE S5 8, 2018,
18(5): 82-87.

[8] Crucitti, P., Latora, V. and Marchiori, M. (2004) Model for Cascading Failures in Complex Networks. Physical Review
E, 69, 1-4. https://doi.org/10.1103/PhysReVvE.69.045104

DOI: 10.12677/0jtt.2020.95049 407 BB EEFW/ N


https://doi.org/10.12677/ojtt.2020.95049
https://doi.org/10.1103/PhysRevE.66.065102
https://doi.org/10.1103/PhysRevE.66.065102
https://doi.org/10.1016/j.physa.2019.04.122
https://doi.org/10.1103/PhysRevE.69.045104

	蓄意攻击下城市地铁网络级联失效仿真
	摘  要
	关键词
	Cascading Failure Simulation of Metro Network under Deliberate Attacks
	Abstract
	Keywords
	1. 引言
	2. 地铁网络级联失效模型
	2.1. 初始负载
	2.2. 节点能力
	2.3. 负载重分配规则
	2.4. 节点失效的判断准则

	3. 地铁网络抗毁性评价指标
	4. 地铁网络级联失效仿真过程
	5. 案例仿真
	5.1. 参数和场景设置
	5.2. 结果分析
	5.3. 灵敏性分析

	5. 结论分析
	基金项目
	参考文献

