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Abstract

To prevent partial nodes or sections in the road network from losing their traffic capacity due to
unexpected events, thus affecting the overall operational efficiency of the network and ensuring
the safe operation of the highway network, this study applies complex network theory to research the
vulnerability of highway networks. Firstly, based on the Space-L method, a journey time-weighted
topological structure of the highway network is constructed, and indicators for measuring the im-
portance of nodes in this weighted network are proposed. Secondly, using node and edge-related
indicators, the vulnerability changes of the highway network under different attack strategies are
simulated through a deletion method. Lastly, combining regional highway network traffic data and
toll data from Shandong Province, the vulnerability of the journey time-weighted highway net-
work is studied. The results show that the journey time-weighted node importance indicators can
comprehensively consider multiple indicators of the highway network, better reflecting the im-
portance of nodes. In terms of the vulnerability of the highway network, whether it is node or edge
attacks, the highway network shows certain vulnerability to different attack strategies. From the
perspective of attack effectiveness, in the intentional node attack strategy, the greedy attack strate-
gy is superior to the initial attack strategy. Moreover, whether under node or edge attack strate-
gies, the greedy weighted betweenness attack strategy outperforms other strategies, revealing a
greater vulnerability of the network.
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Figure 1. Attack strategy flowchart
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Figure 2. Topology map of Shandong Province expressway network
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Table 1. Top 15 nodes in basic importance ranking
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Figure 5. Changes in network performance under a single node attack strategy
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Table 2. Top 12 impact of single node attack strategy on network performance
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Figure 6. Changes in network performance under random attack node strategy
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Figure 7. Changes in network performance under intentional attack node strategy
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Figure 8. Changes in network performance under single edge attack strategy
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Figure 9. Changes in network performance under random attack edge strategy
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Figure 10. Changes in network performance under deliberate attack edge strategy
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