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Abstract

To solve the problems of slow computation speed in the existing SM2 hardware and software im-
plementations under the cost and power constraints of IoT applications, a bottom-up approach
was adopted to optimise the SM2 algorithm hardware hierarchically. Firstly, a single-cycle parallel
256-bit multiplie algorithm KO-5 was proposed based on DSP multiplier, and utilized to design a
two-clock-cycle pipeline version of the 256-bit modular multiplication; then the point operation
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module was designed by through parallelization techniques and pipeline techniques, which greatly
reduced the calculation time. Finally, a fixed-window point multiplication algorithm was used to
improve the efficiency. The experimental results show that the computation time of the optimized
point multiplication module is reduced to 136.68 us only by using 19.59 kKLUTs and 144 DSPs logi-
cal resources, which has advantages of performance and lower resource utilization compared to
similar works, and is suitable for high-performance IoT security scenarios.
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1. 5|8

BEE N TR R KRB SRR RE, NI TP 55 SR I 2 N “ TP EEL” 18 “ T8 Ee”
AR HULFER, 0B A A it R & T IS A2 2 AaPRER (2], PRI 22 42 2 — U5 2% 1 4+¢
SIS, 5B RIS A RORE iR B - AP g b . Forb, DA [R Bh 28 %515 (Elliptic Curve Cryptography,
ECC) NI AN, BAZBIETTREE, 7ERBEEE 2 MBEFL . b7 b8 oo ihis . i
TRE I ANIETT T RFEE EEIER, TN 2 &00R ) B A, AR IRERFEE24e, EX
TN B HE T 2 AL it 4 D SO ) SM2 (3]

SM2 F{I#% Criz B A2 A0 5] h 28 b5 & e (Elliptic Curve Scalar Multiplication), 4% FR A & i £k 25 vk
(Elliptic Curve Point Multiplication, fAiFRsTE). s MLk 200 RS0 B FER KRz
S, s SO A O B 2 R I O e — s RN, FEVIIBC LA, FPGA ARG A Al
DIFEI . L, ASCHBAERFEZRIGO N [4], BB TE: BN SM2 JRZEFIRIREZ
HIZHR, EHHE B2 FIBTRE  $E T 3E T DSP SRIALE I 256 bit IRTEEH VL KO-5, XF A4
A5 3] v 5 R [R] I ROR FAIS 1 SRk S A B K 8 B B A FH 2, IR 45 & DU 2 el SRV S 1 I
BRI, BE S AR EEAL PR ARG . TR BTN € & D EES AT kR )2 A
VTSI T — A RE R BEIR AR ) SM2 sSgfesidl, nf N T LA B I B8 R SR I I Y s
Infgss . &S UAE AR IRINE S 5 .

2.SM2 #5524
2.1. SM2 &%
P £k = B0 GF(p) L WA [ fi 28 22 7R 9 -

Y =x+ax+b (1)

[ 5 B R HEE I SM2 RS HON:

p = FFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 00000000 FFFFFFFF FFFFFFFF

a = FFFFFFFE FFFFFFFF FFFFFFFFFFFFFFFFFFFFFFFF 00000000 FFFFFFFF FFFFFFFC

b =28E9FA9E 9D9F5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92 DDBCBDA41 4D940E93
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2.2. SM2 9457 #h

NHE RS OR BB B BRI ALY SR A IR ST, SM2 Sk IR IR AR
TN

BIREL . BE
Bz AmE.

/ R B ok

Figure 1. Hierarchy of SM2 algorithm
B 1. sM2 HiE S B ERE

FERARREEZ, SN, Bk, SRkERARIEHE, K2 FERERESEINT
T FEE AN AR BRI A Y R L

BRI ML B RGBSR, X QORI AR, BT RS AR R 5 — DR A R AR

BERERBHEEZ, ISR LR AL OIS S, R 2 R A P ORORBAE G B &
15 1 kP b

BUZ R, — oA IR #2807 2 4 505 B M A PIIna E5 .

3. Bt
3.1. BRI

Fisfe T HA RSB S SUGE (5], HIZHEMERMIIFERZ20E SM2 RgilkRe. ok
TR 73y K HIE AL RPN 7o

3.0.1. KEFEMML

FAS N AR (M 5 228 O (n) , B N AR R 2 5N O(nz), P s A 2%
JFE X T REBOR R E[6]. — AT LR Karatsuba-Ofman 3835581, 38 FH A i s idia S0 & 34
NRIEIEHKFIRERL .

B ¥ 1 Karatsuba-Ofman e

BIAN0<x,y<2N /2N NhHi%

Wl p= x*y

1) *,leﬁj\x:xlfv %> y:ylzN Yo

2) Po=%X*Yor Py=X %Y

3) Po :(xl +x0)*(y1 +J’0) 3

4) P=xy 2" +(x1y0 +on’1)2N + XYo

=02 +(Py—po—p)2" + py -

FEHS 1 B0 Dr, KO SRyl HY BE U AR IR A jsi gz AR oy ik i SR T Sleikiz

Ho AL, JEARTENUA N ALK BN N AE I —A N + 1 A3k, AR N 1 #st
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HAPIIFER
Xilinx $2HLHIAE 4 DSP Feikai i i L 2 64 bit, 1 SM2 T2 256 bit kit H . FREPRHZ S
KO BIESLHL, H—2H 64 bit Fikde 5 2 M INEZ A 128 bit Feikdt, 55 - HAEMEEAE EAIRL 256 bit
Feidids, WATFEEZ MENE AN, Bk, ASCHET AT BASR B AT TR RER e 5 A1
KO-5 &%, HARGERTF L 2 Fis.
B 2 KO-5 ik
I x, y//256 bit
i P=x*y//512bit
1) x=x2" +x,2" + 5,2 +x2" +x, ;
y=y 2"y 2 4,22 1y 2% 4y
2) po=xX%kYyr DI=X Y
Dr=X% %Y, Py =X3% Y3 Pa=X %Y,
3) I RS
Po :(xl +x0)*( +yo);poz =(x2 +x0)*(y2 +y0) ’
(x3 +x0)*(y +yo) Doy = (x4 +x0) (y4 +y0) ’
(xz +x1)*(y +y1),p13 =(x3 +x1) (ys +J’1) ’
Xy +x1)*( +YI)§P23 =(x3 +x2)*(y3 +J’2) ’
Doy =(x4 +x2) (Y4 +y2);p34 =(x4 +x3)*(Y4 +y3) ;
4) P=x,*y,2%"

7N
Xy ¥ Y3+ X5 *J’4)2
6N
X * Y, X% Y3+ X, >")’4)2

HXF X *), +X, ¥y X *y4)25N
3N
(X * Y +x, % ), +x1*)’2+xo*J’3)2

N
X * Yo+ X%y + X *y2)2

(
(
(
+(x4 KVt X ¥ Y+ ¥ Y, + X% Y+ X *J’4)24N
(
(
+(x1 *Vo + % *yl)zN
Xo * Vo
= p, 2%
(p34 —Ps— )27N
+(P24 +p;— )26N
+(Poy + Py == Py = Py = )27
+(p13 t Py TP~ Dy— PP~ )24N
(
(

Pt Py—Po—P— P~ p3)23N
+(Po + P =Py = py) 2"
(Pm_po_pl)zN

+Py o

3.1.2. BUREBELR
Feikiz FAF3) 512 bit PG, FTFELIBN 0~Prss. N 1 IRIE SM2 I8 HMERE, ASCRHERT SM2
P Pyse HIPRIEAR 200k 77 v, Qi 3 Fiw.

% S

i
.
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HIE 3 DUl L

HIN a, Py, //a 512 bit, P,s6256 bit
W r=amod Py, //r256bit

1) ai #54 32 bit

2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16) r

iB5

S

S
S
S
s,
S
S
Sq

Sy
Sio
A\
Si,
S
Sia

=(a07||a06||a05||a04(|a03|[a02||a01|[200)

(al5|jal4|ja13|[a12][all]| O [la09]|a08)
(al4]| 0 [lal5|lal4|jal3|| O |lal4|jal3)
(al3[[ 0 [[ O [[ O[O O [al5|lal4)
(al2][ 0[O OO0 0 |al5)
(allllalllfal0]jal5]|al4]| O [lal3|lal2)
(a10||a15||al4||al3||a12\| 0 ||a11|\a10)
(a09] 0 | 0 [209]a08] O [}al0]a09)

—(a08]| 0 ]| 0 || 0 [[al5] O [[al2flall)

(alslfofofofolojolo)
(O 1001010 a4 0] 0)
(O 0000 /al3]olo0)
(O 101000090 0)

)

=01 0000 Iao8] 00

r=(S+8,+8;+8,+8;+5)
+2(8; +85+8, +5,)
(S, +8,+8;+Sy,)

XHREE M Oh MR Z B f, R

BN TR 4L A 8 s SR AT 5 A 512 bit B PR 2495

N T SEm e VRS, RS 1 DI BRI SRR K 512 ARAAAE, O 2 NI B Y L i

ATRRZI0L, Bt ISR AT LR K e BR $i2

3.2. _RIBEMK

T RUSHE, ARSCRHIATHARK RSB ARATRACIR = ERe, IATRICN IM + 1AS 524y, R
—i M (BORZEIM—I% AS (BN, %), HhBiaeEas i Zm A e f , SRBGR K207 it
W T, =4b, WATS R RE7 % 1.

Table 1. The process of point doubling
= 1. ERCERE

B AR

%2 s

LR LR (M) EINIR(AS) TR
1 T,=27,Z, - -
2 T, = XX, - -
3 Ty =aT, - 7z
4 T,=TT, - X?
5 Ts=X,Z, To=T,— T aZ}
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Continued
6 T, =TT, Ty=T,+T; 4bZ}, X} —aZ}
7 T,=TsT, Ty=Ts+Ts X Z, X! +aZ}
8 To=TeTs Ty=Ty+ T, 4bz!, 2( X +aZ})
9 Ty = TsTy T,=T,+T, 4bX,Z;,4( X} +az})
10 -~ Ty=Ts— Ty (X2 -az?) 86,2}
11 - T, =T+ T, 4X,2,(X} +az}),(X? —aZ}) ~8bX,Z;
12 T,=2,2," - 4X,Z, (X} +aZ})+4bZ,

Table 2. The process of point addition
F2. RMEERE

IR Higfe b
1 Ty =X\Z, - -
2 T, = X7, - -
3 Ts=27,2, - X2,
4 T, =X\ X, T,=T-T, X7,
5 Ts=aly T,=T,+T, 21725, X2y — X7,
6 Te=T,T; T,=T,+T, XX, X\ 2, + X7,
7 T=1’ Ty=T,—Ts aZ,Z,
8 T, =TT, - 4bZ,2,, X, X, — aZ,Z,
9 T,=T; - (X,2,-X,Z,)’
10 T, =G,T, - 402,2,(X,Z,+ X,Z,)
11 - T,=T,— T, (X,X,-az,2,)
12 T =27, - G.(X2,-X,2,) (XX, -aZ,Z,) —bZ,Z,(X,Z, + X,Z,)

zz | xx | et || Tn | xz | T || T | T || T |
HEB0: | | | | | | | |
L ‘ T,modP ‘ ‘ T,modP ‘ ‘ TsmodP ‘ ‘ T4modP ‘ ‘ TsmodP } T,modP ‘ ‘ TsmodP ‘ ‘ TemodP l TsmodP ‘
;ﬁ;@%& TETy T | Ty Ts | Ty Ty | TeTor Ty | TeToTy | TeTeTy | T=ToTs |
1 2 3 4 5 6 7 8 9 10 11 12 Clock -
@
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' XiZ || XeZi || ZZ | XX, || ol || T || TN || T || T || GyTi | Lz |
L Dh
HE5EO0: ' ' ' ' L | —-F
BREE ‘ | T
7 ' TumodP | | T,modP | | TsmodP | | TymodP | | TymodP | | TemodP| | TymodP | | T;modP | | TymodP | | TymodP | TumodP
HHEL: T,=T,-T; | TeTo-Ts TT,Ts T T, T,
R RS
1 2 3 4 5 6 7 8 9 0 1 12 Cock
(b)
Figure 2. Point Doubling and Point Addition timing sequence. (a) Point doublingtiming sequence; (b) point addition timing
sequence
E 2. fmfEatERF. (o) ERUERF; (b) fSmitEF

A1 TR IFAT AR BRI R 2 11 AP, R 12 S 35345 2
THEER. BT AR EREO LR Z, IS AR R RO SRS 12 /N B I REAT i S QO
@, EELAT SRR A2 11 AR, BT RR A 2 .

3.3. HEHEHER KL

MF Akl p A, DU E R (Hamming Weight) 2S5 AE 00014 EMETIZ coRia 5, £
RSB RHORE AR D, 0 s 3feis SR A A 2 R I I B & I &, R i ig
BRHEL X256 A —HEHIBEHLEL &, #4401 Double-and-Add HIE (A1 - SUIMBE) DA ZE R 128, ]
128 R iz F.

N T BT R SRR, ASCRIE N ow=4 W E & D5k, € & 1 EIER & DR
HE R AR, TR P R R DU B R R IR 64, mUINIS FIRERAK T 50%, $em 1t
L ] E IR B T R

B 4 [HE w1 e

BN k,n,G(x,y) Ik, n256bit, n F L& B

Wl 0=kG

1) 1=[256/47:

A AR VA INATES | RN AL

3) itH 2G,3G,4G,---,15G ;

4) 0=(k[1)G:

5) for i from I-1t0 0:  //k,[i]€(0~15)

5.1 0=2"0;/MIRAS AHE
5.2if (k,[i]#0):
0=0+(k,[i])G s/ rimit5
53if(Q=c0):  /HBLTETTITE A
53.1 0=(k[i-1])G;
532 i=i-1;
6) &I Q=kG .
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Bk ah, NTEASRIETE S, PR 5.3 TS AT S A BRAIE
4. IMERSxTEE

T BRAIE AT SC TR ) SM2 s IS5, A SCR A Xilink Vivado 18.3 FF R F & #H T ¥ T AT E, HAER
T EL T ZYNQ7020 “F- & % 256 7 248, SM2 3R HEAT 1 LhRE AN B MR L IF
4.1. KBIEESRMILFTEE

3¢ 3 o TARSCHTR BT I FRVE B ARAL T S PERE XS Ehgh SR . 256 bit KEERIES AT H A W
XD, kit R BRI . (H T 57 BT PR KO Fevk, HFRE I 64 A1 128 i3k
LAY IMB IE1S 3 65 LN 129 frdfeikgesh B, UL aIE K, LUT BWIRMEFER .

At )G LUT BRI FEG BT/, DSP BIRAAR, &R, HlF R FEE LAY, F
F FJZE S ER K R

Table 3. The multiplier performance comparison before and after optimization

3. FERMUBIFMHEREXILL

WIR/A B A AER /MHz P A LUTs DSPs T ] fus
AT 40 2 4161 144 5
itk fa 33.3 1 3680 144 3.3

4.2. RIFWITRIEE
224 SR T AR IR UG 5 HAW I T P-256 W) IR g AT .

Table 4. The result comparison of different point multiplication designs

# 4. TR EFRIGITERITEE

LR & 1 TR AE WiE/MHz - WREREBK iR us
[7] Xcku060 P-256 19.09 kLUTs + 288 DSPs 27.0 3.064 110
8] Xc7vx330t P-256 29.88 kLUTSs + 144 DSPs 73.60 16.3 221

A3 Xc72020 P-256 19.59 kLUTs + 144 DSPs 29.4 4.02 136.68

SCHR[7)RH Xcku060 &, fEMEHMNET 64 fir DSP Fevkiese gk KO /AaE, KA
Montgomery s 3R HVEIAT LI INAIGT s i 5, (HE MR EAR, H DSP WEHAED &, AEHTY
I B2 H R A FPGA - 6

HR[SIR A Xc7vx330t ‘&, T 64 £i7 DSP Feykas, MNAPY KO /ALl KRk e:, I
i = MAD (BRI Mgk &) JEAT ik .

PLETAEEH T st fe M A FPGA V&, ACH TR TYB M &5, EERE. 5
FIRE I 5230 P REANZ 45 B2 R FH 22 B AU ARk, DSP BIRAE A 215 ZYNQ7020 1) 65.5%, migfe
TR 4020 BRI, HEAA 136.68 us, EUAYSCHR[ 718900 24.3% 11 E I TR, (HFEK T 50%
() DSP BEISIHFE, AHELIUR/> T 34.4%0 LUT %208, THEE D> T 38.2%. ZREXTHLEITT, A
TEVEREFN TRV AR A BB, (EARALET A A 1R T 2310, DASRAS BE A i) RGeS

>

3
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5. 458

AR T —For Rk SM2 mSREE E N B R BT, B ek sM2 R R I

PEBE RETRIE RS TSR T T DSP Fi 281 256 bit Feik Bk KO-5, KRR/ Feik i1 H ATk defi b
Hpe = R B i o o 3 1 7 2 11 5 % 5 N 1 = K NS VST 8 R B R e bl = R
AT EZ Z A B T — A m P RE A SRV FE I 3R I8 SM2 ST, i AL, ACHH
X TR AR BA T s i Ve R AN AR A SRRV AR, T B T BB e PR Re 7 SR I B o Hdls I 2 . &
H G UER SRS 5.
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