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Abstract

In online rating systems, user reputation is defined as a degree of trust formed based on historical
rating behaviors and serves as a critical indicator to differentiate between genuine and malicious
users. A lack of precise definition for reputation can render the system vulnerable to attacks by ma-
licious entities. Thus, clearly defining user reputation is crucial for effectively excluding malicious
users and accurately assessing the quality of the targets. This article comprehensively reviews
methods for assessing user reputation from the perspective of complex networks, with a particu-
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lar focus on different computational models, including iterative models, group-based models, and
models based on special distributions. Finally, this paper provides a systematic analysis of the ex-
isting literature, illustrates the strengths and limitations of each method, and provides an outlook
on future research directions.
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