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Abstract

This paper investigates the problem of designing a tracking controller for a class
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of linear discrete networks under the influence of deception attacks. The effect of
network attacks during the transmission of measurement signals is considered because
of the openness of the network environment and the susceptibility of the measurement
signals to deception attacks during the transmission process. A tracking controller
is designed and sufficient conditions for the security of the closed-loop system are
obtained using the Lyapunov generalization method and matrix inequality technique.
Finally, the effectiveness of the developed tracking control scheme is verified by a

simulation example.
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=61 =[62] =53] =54  =[55]
=B T B TB T
WT (31)
A,
Eﬁlé—WQM/—mﬂfod}Q,Eg]édMg{ﬂhr—pm——P%,—W@&,
51 & |Bo(A+ NYC) + F¥IC By (A— L+ NYC)+ F¥'C+FfJ
Pl Wy (NC — NYC) Wi (L — NYC) ’
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Figure 1. The trajectory of state z1(k) and its trace value ¢1 (k)
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Figure 2. The trajectory of state x2(k) and its trace value ¢2(k)
Bl 2. R w2 (k)L S IR B E b2 ()

BREINERG(1)MSHERG(10) LS4

1 0.05 0.01 0.005 12 0.32

A= , B= ., E= ., C= ,
0.27 0.26 8.8 —0.001 0.03 0.12
(1.1 0.05 1 —1.6 12 0.32

L= , N= . J=
0.2 0.2 15 2.5 0.03 0.12

DOL: 10.12677/pm.2024.146228 76 B iR


https://doi.org/10.12677/pm.2024.146228

EH

0.15

i Y1k
— Youx

-0.1

0 20 40 60 80 100 120 140 160 180 200
Time(k)

Figure 3. Measured output y1(k) and measured output after deception y,, (x)
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Figure 4. Measured output y2(k) and measured output after deception ¥,, (k)
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+  the time instants of successful deception attacks
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Figure 5. The moment the deception attack succeeds
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