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Abstract: Shell encryption is the most common and safest software encryption technology. The thesis propose new soft-
ware protection model based on shell technology which is based on the integration of software shell protection model, the
so-called “integration” is making the shell program and the original program combined together. When the shell is taken
off by cracker, then the part of the original program was also given away, thus reach the purpose of protection software.
This thesis also puts forward the solution implementing the model which is based on the code-of-unordered mechanism
which means that the original program with shell code are out of order for reaching the goal of integration, at the same
time for defensing static recompilation we will add junk code and use SHE technology for anti-dynamic tracking. Ulti-
mately we will implement packing based on the integration of software shell protection model by this solution. The soft-
ware shell protection model based on the integration has strong software protection ability.
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Figure 1. PE file format overall structure
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Figure 2. External and internal memory image structure
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Figure 4. Execution process of packed PE file

4. T &K PE THRITIRE

207 FEl PE SCHFATRY, Windows 2k &%
Jehn#k PE SCHF R REA N AF S8 A PE SCIFERBIRE R
AN AT ARIZ AT, T N AR FP N 1 bkt R Ak 7
FERF N E ko

SRSEREFAF BIEHRIRL, T Aa A I AT A 5 TR R P
P

FENFESCFRN DL, SEEHIBCE S R,
iR P AR BT -

3.2. ShEinE

1E R PE SCHFE P AT AR T 1038 Dt 2 4b
RIS R

1) TRAFNISHL: SRR 7 TE NI AR i B4 2 A7
B RAARR, SZREP A Rk, ZHRIKE
B, 5B RIRCE LS R .

2) FEGEEAM API Hihl: FHsz b, 4h5EfHR
ETEIANR AP BREL, REEARITS®.
TR LT R EL AP RGBSR, AP SE iR I A B
1) BRI B B2 I 28 I L8 A N BRI 2

3) ff % R P BT A X B (Section) I : — %
INFERE 7 2 4% M — AN X — AN X HGEAT e 4 I 1,

Copyright © 2012 Hanspub

T4 224 Ah SEFE P A 0 X o 7 20 X Bk AT R I
fifes, I HATIX LR AR 2 S 19 B I X R
(15 I S ) Py A7 K A BT

4) WAL IAT: X PE SCHFINSEG, 8 H #h)
J& PE SUAF( AT SRIFATINE 08, | AflgE—
AN, HFHEE PE UMk B MARIGE, ibE
faIiX sk EH ALK . BTLUR PE ST
RIDLALEFFE T RIS

5) HEEf: (B2 Windows 1:1F 2 48 AN REf {14F
UEAT DLL 282U (Bl A5 B P SCA ) 2 k& —FE,
MLTEE “HEei” T, EHEXAWHES T FFE R
BH R “HEEA” MRS, TR AR
EFBITHE,

6) HOOK-API: #h5efeFei & #Ht )5 PE SCIFFE
J¥ ¥ Import Table Z5 5 IMEL 1, SR JE 14475 % Windows
EAE R G BRAU A S5 S 2 Import Table H.. 7E
HEERES, SRR DIERI AR S A\ HOOK-API
ABE Pk, 8 i 3 )22 ) 7 U0 R 8 U AR 17
fry 42 AL

7) BEEEIE PE SCHHRR P B IEA MR B
A A R eAT e G, #R LBk B PE 3¢
PRGN, LR AR R EIR,  AREAT .

3.3. RN tTE#R

3% 1 R 0 T A 5 PR R A F
JESRAPIRAS, FF H R 7% 5 e IR 7. 3
i 5E 07 2o N E BT 5 Fa . BB,
HURAE H B RSB P B 52, (R IITEAR 2 4h5%
B MBI TENL, LAEHT PE SCIRR T AS
TR, BT FRIMSE. SRR A=A
igﬁgﬁ:

1) $RBVFFF I EIEN (R AT “ OEP™):
N7 AMSER) PE SCHEBAT IR, B RigT iR
i, SMERIRAE N R IR RS PE SR RTRT
A AR RIBCE L IR I RR /7, PRk 3 PE S
WIERFE PN O, 7EIXE, 52— Ra — AR
()« FRek”, IXANE R G 19 B IR TN AR N
OEP(Original Entry Point)™., F-#& A\ F1ukmy LLAT Ll
AR

R 5 BER & F 4R P N DUk 4 n 7
7% PE SUHFER BTN IX B, FRAF SN E e AR

49



BT ZEARB RO T

Bl . HAFREFIBATE LR, AL B R AL AR
FeA S £, PrULREARYEES Bt £ 1R S 4K F) OEP.

A5 FH YA U7 17 B R SRR P N Ik 120535
HSLE—MINERNATE, RERAM—PLIRER, 2%
RSB B A7 VT A Wi, i 52 ARSI e R Xt
(N EICPNIiF: 15 =it B ST

2) A N AFHRAR N2« 120 PRl A 1l 2]
() Dump( “BeA7” ). FEFREICE WA R E AL E
PE SCAFBRE, B8 I SO 85 7 A7 TR EF B LT
BEAT Dump SCPFRIIT AR BLAE -3k BIFEFP OEP (I
6%

3) HEE PE XK EHAEXT PE SCAFEAT
INFERIIHE, #EBIAFAEF I Import Table. {1 7E
eseid e, A ET SRR P AR -

FEFFIZATIN, HRPATINERE?, 2 PE SCIFIR
2 Fp B dfe 3R AT M I A 3 AR SR B A7 o AR I AN I
15, A7 B A B R I Se AT i SRR T, i
PlEIX e IR, H BT — € B IR AT BUK R
FBA TS 5L T .

4, FiRIPIER
4.1. ETrEaRERIPER

WRESLIMT, B PR R EEN— DR
B PE SO JERE RN D Uk, SRS INER N A PE 21
PIBUE, EJEFEFE . 1M T 528 PE SCHHEITRE
FEMBA G I T IXFE— AN B B W S G e,
BRI AT 4 Fe i S ER i () AR P N C ik, K5
FRIN AR AN o ROR B AR B I BUE 45 SRR T
A BEAE A X AN 7 AT RRGB. H BB 70
EEF R BB EE 20, SR 8 ORY i Tt Lk B 5 2 B
A3 EII N AT PE SCHFWUS AR B TR U (1 70108 T i
JEFEIT o A LTI AN AR R s . $H
FERLE AR AL PR S, R Uit 2 ik
Hh5EA PE SCHFIRFE PR G7E—RT . PP e fRAF Y
WK 5 fios.

MZAERT LLE e BT, R3] T RFET
ANCht, SRIEIELT PE SCHFAEME, HETFRS
BT, WARMEEE PE SCHERE T . OA— B4
i T, A EREF ) — s it 7, I8 A XML
ARER AR FIC IR T, AN EIA LR ER A0 H 1

50

>~ AR

EXESZ
JRERFX

=~ BB oh X
o RRRF X
EXESCf4 . ::::: >W
R RRF X
nlz ;5 5 }’_’LEX

Figure 5. Software protection model based on integration
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