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Abstract

In recent years, with the improving degree of automation of real-time embedded systems, their
design complexity continues to increase. Concurrent programming methods were widely used in
designing. But due to real-time embedded system interrupts and threads overlap, in the testing
and checking process of real-time embedded system, there is always lack of an effective program
testing tool. So we designed a testing tool for VXWORKS systems dynamic concurrent programs.
We use Labeled Transition Systems as a system of concurrent programming model, and have given
formal definition for common concurrency error, and use of partial order reduction algorithm to
reduce the state space of the program. Finally, we have realized the testing tool which can detect
multi-threaded and multi-interrupt program concurrent errors.
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Figure 1. Framework of concurrent program testing tool
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Table 1. Instruments for shared object
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X NFEESF R X<<Y Instrument_obj_write(&X) i) 42 1 AT A R B L X G i
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1153 BE3E = A A7 malloc malloc()Instrument _obj_reg () 142 PR AT ST 2 R 36 22 N A DX

Table 2. Instruments for interrupt functions
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Figure 2. Hardware design for interrupts generator
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01 :Initially: S.push(sy); H is empty; G is empty
02 :SDPOR(S, H, 6){

03 :if (DETECTAtomicity () exit(S)

04 :let s = S.stop;

05 :if(s € H){

06: let U= {v|3t € s.enable,v is reachable in G from the node £}
07: foreach t € U{

08: if (fid(s). PRI < fid(t).PRI),UPDATEBACKTRACKSETS(S t);
09: return;

10: }

12 :}

13:Add s into H;

14 foreach (t € 5. enable && fid(s). PRI < fid(t). PRI ), UPDATEBACKTRACESET(S,t);
15 :if(3T € Fid: 3t € {s. enable: fid(t) = T and fid(s).PRI < fid(t). PRI}{

16: s.backtrack— {T};

17: s.done— @;

18: while(3q € s. backtrack\s.done){

19: s.done < s.done U {q};

20: s.backtrack— s.backtrack\{g};

21: let t€ 5.enable such that fid(t) = g;

25:  if((Fid(t) € lid And fid(t).IFLAG = enable)or( fid(t € Tid)) }§{
26: let 5' be a state such that § > s';

27: S.push(s');

28: if(Ax € Ss.t.x A s',add a directed edge(xg,tg)to G
29 SDPOR(S,H,G) ;

30: }

31:  S.pop();

32: }

33: }

34:}

Figure 3. The DPOR algorithm
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01 :UPDATEBACKTRACESETS(S, £}

02 : let T be the sequence of transitions associated with S;

03: let t; bethe lasted transition in T that is dependent and may be co_enable with t;
04: if(tg==null) return;

05: led s; be the statein S from which t; is executed;

06: letEbe{q € 54 enable | fid(t) = fid(g).orqinT, t ¢ andthereis 14}

07: if(El=0)

08: choose any g in E, add tid(g) to s4. baktrack;

09: else

10: sg.baktrack « sz baktrack U {tid(q)|s;. enabled}
11}

Figure 4. UPDATEBACKTRACESETS function
[ 4. UPDATEBACKTRACESETS & A

01 : BUGDETECT(s){
02: if(s.enable=0 =)
03: return a deadlock;

04: if (3A: whichis aatomic blook such that state § is a state in a atomic block A){

05: let S :0m be the sequence of state in atomic block A;

06 : let Tyiom be the sequence of transition with Sy 00

07: let OPW be the write operations in Ty;0pm;

08 : let OPR be the read operations in Ty om;

09: for (each t € Tapom )i

10: if(3t':fid(t').PRI = fid(t).PRI and t' isco_enabled at the same state with t){
11: if (op(t") = write and op(t") U OPR + @) return a atom write mistake;

12: if (op(t") = read and op(t") U OPW =+ 0) return a atom read mistake;

13: if (op(t") = write and op(t") U OPW = @) return a atom Dual write mistake;
14: }

15: }

16: }

17: if(At":t’ € s.enable and fid(t"). PRI > fid(s).PRI > 0){

18: iffop(t") = write) return maybe a Witten out of sync;

19: }

20: }

Figure 5. Concurrent error detecting algorithm
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Table 4. The software and hardware for testing tool

4 MAREHTE

WiAFE st S RAM BIERS
FEHIAT 3 Intel 17 4770 8 GB Windows 7
rh R A A S3C6410 512 MB Linux
ARM & Exynos 4412 2GB VxWorks 5.5
PPC ‘I &5 MPC8247 1GB VxWorks 5.5
Table 5. The 1st experimental result
5 ELWER1
¥ DPOR $i% {#1F DPOR #.i%
R WEERL e (LT
PATITR L AT B 1] PATITR AT 8]
ARML1 212 1193 k 4728 236k 89's
ARM2 3/2 2764 k 993s 501 k 294s
ARM3 4/3 8769 k / 1152 k 9578s
PPC1 212 241k 4156's 45k 93s
PPC2 a/4 / / 82 k 860 s
PPC3 6/5 / / 157 k 7985's
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Table 6. The 2nd experimental result
32 6. KWMEER 2

WA Verisoft £k Rl i SRR RS R A TR
Fif ERS BATEE HRRE ERS BITEE HRREE
ARM1 2/2 685 267 s 0 236 k 89s 0
ARM2 3/2 1070 986 s 1 501 k 294 s 1
ARM3 4/3 2970 2898 s 3 1152 k 578 s 2
PPC1 2/2 143 310s 1 45 k 93s 1
PPC2 4/4 347 2987 s 2 82k 860 s 2
PPC3 6/5 465 29,981s 5 157 k 7985 s 4
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