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Abstract

Cloud storage platform, as the third party, its users’ core information is stored in the encrypted
form. Compared to the plaintext, the ciphertext is lack of the structural features which increase
the difficulty of the ciphertext retrieval. On the basis of the existing full-text index and database
index, an efficient index mechanism of ciphertext is designed by using the Luene. A series of expe-
rimental analysis shows that the ciphertext index mechanism has good security and secrecy. Me-
thod will be of great practical value.
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Table 1. Inverted index table
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Table 2. The index structure information table
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Figure 1. The index encryption process
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Figure 2. The document retrieval process
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Figure 3. The files dynamically adding, deleting
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Figure 4. The flow chart of index file construction
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Figure 5. The search flow chart
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Figure 6. Retrieval results
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Figure 7. The comparison of index file building time
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Figure 8. The comparison of retrieval time
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