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Abstract

In this paper, a new method of inferring AS relationship by analyzing the temporal and spatial re-
liability is proposed. Firstly, the method selects the routing tables which originate from different
monitored points in different intervals. Based on the routing strategy and the hierarchical struc-
ture, the AS relationship of different monitored points is inferred in every time window. Moreover,
we define and calculate the value of the temporal and spatial reliability by analyzing the spatial
consistency and time stability. Furthermore, we set a threshold and regard any AS relationship
with reliability value greater than the threshold as trusted relationship. In the meanwhile, we
analyze the number of monitored points and the threshold to infer the influence on AS relation-
ship’s validity. Experiment result shows that the accuracy of AS relationship deduction can be
largely improved by selecting appropriate number of routing monitored points and the threshold
value through our proposed methods.
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1. 5]

Internet +& B — & 41 E ¥G & 45 (Autonomous System, AS)F B (K54, BGP(L AL WS i) [1]1Hhi#E AS
WA ROE, FHRVFEAD AS FLE B I SR DLUE B A E I h BIA B (M4, 2 i HE S AT
BIEEH AS [ RO R AR E LA RE . BEE AU 280 AN BTG N, BB A% I
TEPUR K, (43 AS 126 B SRR Mk Ak, Bz AS MR OC R, (43 AS (A3
ERHAERE RN Fil, AS RO R BN E F L A HURSEAS R EER 2% 5E I
HH AS MK RIEFE R ML S VTP RIS . R 30 28 B o 25 7 T D B AT )48 &
B X SR, BT AS RS R H ISP Z A E, J& T rlALE, H ISP 7E IRR (Internet Routing
Registry)iF M 58 T 26 1 SRS 20 TRRIA, PRk, ASREda AJF rEdE s B3RS AS IR R, X
BT ISP [P AR 22 51 2 AS IR ML OC R ARk, 1Rl AS (8] V58 R AR Bl 14 DL A FLIC N 5 AR {EL Sk
FISERITE . EALPEMAE Pk, #4S AS T R IHERRENTT K T H AR Bk -

2. XTIk

AL N LR AS AR RHEWTTVE[2], MR AR AS BRAERZMAE valley-free
JEN, B — 2B AR 0 M AN P - RAEE (L)L, 0 DER L XA, LA 0 NERE AR -
F(EB) . mALHTH valley-free fB i ST R T HLER H AS [RIFI LR R o msr Bt I EE R EHR
H— 2 B BE R R 1 AS, FFYCNBA I BN AS BXTEE L R

Subramanian 25 A [3]1E UK AS ¢ R AL (Ton)HEWr 4% (L N — AN A AL 1] Bl——MaxToR il @l: 45
E—NH BGP B R =AM B, IR f KN p2e 8L p2p KA (AHE s2s FKAY), {115 valley-free
PRAT IR KA . RIS MaxToR A @& NP-58 4/, JFea it 1 — M@k SARK: AW 2% AS
A ST O AS WEANFEIEE, HNEAREE S 1) AS SEGEEAT LR A A
AS R G R

Di Battista. Erlebach %5 A[4]3ERH T MaxToR [ @i /& NP-5¢ 4 il 8 AN BE A AW H p2p 5 &R, 2
7 MaxToR [m] @ ¥ ff k% BPP fil EHS. BPP BVAEL R AR SLME EAI SARK, EHS ¥4 MaxToR
I R A — N W] A2 e, R B AL A R VT AS TR OR &R

Dimitropoulos 58 A [5]13 T MAX-2-SAT #H | — gl /i X T 5 26 58 R I € A2 5= 107 WHOIS
BN E T, RIGHRK valley-free B4R HIEE AL T/ 2 FHEWIT c2p SRR, W fREIOX iR 2

TC AT ALV ) REAE T AS SR AR
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TP R 27 ) B X BIT 5 5256 %5 45 1) Zhang A1 Oliveira 25 A\ 76 SCER[6]1A0 SCHR[ 7]k 5 i34 1 — 3kt
kA1) AS-level #ME[8]. Bk E SHEWTH Tier-1 Frl &1 AS, X115 Tier-1 19 AS AHIZE I #E
Witk p2c KR, HARN p2p KFR. Zhang 7ECHR[6]H 45 T HEWT Tier-1 1 AS 777, {H Oliveira &
Tier-1 o AS W] DLMGESE FRISREE] . T8 R X R4 AS A REMEE R c2p R REE AW L,
SEUTTVEER 04 p2c 5 RHEWT A p2p < F . Gregori £5 N[91M# H 7 2RMUK T E, X T-45— KBk AR HEKT
HATREI G ARG, BT BRAEMAEGEIFE AS X&K.

R AS A OC RAEWT I HER R RS, A T AR, ABTE BB T R i s
BT, EERRAhil. MR Hotes. Bl E I R AR T AS R R
AR AR DR O, BRIk, ARSCERH T —FhoBE i 25 mI A5 BEHEIT AS RGBT

3. AS EEAK AR K B 1 SR Mg

SH6% EH SR DR 4% A B A I B P — RV U], PEARKFREE LR T AS IR R R, FEAHE
AL E - % 155 R (provider-to-customer, p2c). % 7 - #2343 & (customer-to-provider, c2p). XF%5E% &R
(peer-to-peer, p2p) @Il % & (sibling-to-sibling, s2s). 7 p2c 7, EEHETTUHEACS. BHE,. B
P BN AR B T B0, (RO RER H B IR R RO SRR B s /E c2p ., BB A G
FE R B e  BER A2 E p2p b, XTSRRI AT DU B B CRR T IS B, (AR
TSR AL A X SRR B £ s2s ™, SUSRIRIMT LUK B Oy B RO R S A 1) 6 b i Hh 38
XF 5o

FRAE DAL 32% b SRS s SEHTIE A T [2)7E—4% AS_PATH 42t - & ok W il e i R g R i it -
R IAE L, RS T R R AR - R B . #58 RE p2e LBk s2s 11 AS_PATH i
RIFFIFN THEZ. B R c2p 88 s2s 34 AS_PATH BZRFAIFRN B3R, A, —FE300
AS_PATH B2 AT4 6 FiE, BI—4 B, — & PHBE. — & EWBEin—%& M sgsm. —%
BRI AR A BB AR — SRR N — A IR AR . — AR AR — % PR AR .

4. AS @l x R IR

AS Rk R RIHERT e B B G HARE S, RO B, SRR O R AS KT
H SRS P N A O 4 — I 2B I A BEAT AS RV S RAEHEWT, SEit T pit 25 B AS Rk R i
M, A AS B RN REEAE, RYGHREEDRTER AS FEkR AR,

4.1, SEFTHEEH

BGP TEMIINFHZ W, FEART RS EIEE d 5 B0 2 A inl [ 10], PRIk A N — o] S (R ML SR IE
BB (S R 2, A T DMEE A B2, G HE R, SR Mg s, B,
M Route-Views b SR8 [ BN SCAE % R ik 2200 Ji%k2 %, 1 HMG S BIE ST oG, bR
T LA B 3G B S, X5 A AN R DA O, 4R B HR e s ok 1 RRIOT, L fE49 2% th R Ak
RS . B % R T ) AS-PATH EHEREAT ISR I, 7% AS-PATH 2 —FEf, H2&
MR IRS BARES AR IP HbEAE, XGERAT—ANER, FAFERP N 52 AS-PATH J&ME, #
ek AS-PATH H&E 4/ LAk BIREAL L H AR WX T A AS-PATH &R GH:AF, KILLR
AS-PATH #8412 R A 300 £ 1%, Hh&HRLE AS KIEREHA 200 £ 754, XA KFBAL T % kb e
MdE . RS RIE 300 2 5 kA P A E i 2 TS H, B SFAA AS BURE AS. BHIF, 34
J UL BB 2 NAFEEZ G E AS B E T AS kR, £XTFAA AS BifREE AS, AS-PATH AR HIEI
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RFC1930 5 X HIAA SR K HIR KRGS HIHE, 2015 4E 10 A4 A9 % iR X AR B P2 & B
0.07%; %£FXTEEHE, 7E AS-PATH F35 I Z M HIE AS HEDHEBABEAFIK AS Bror &, XFE
TR 1 OEH I HH IR HE, 2015 4 10 H 4 96 H 38 FOX FE (19 2% B P34 7 LE 0.06%:; &%) 3 AN & BA 18R 2
LB O JE AS AR, 35 5 T 4% FH Ik £ 3R, 2015 4F 10 H 453 1% H 2 X BRI % 748 15 HE 0.06%:
EFGTESEEE AS AR, BHTIEEAEE, ik AB B C MERZIE4E AB C, 2015 4E 10 A1 H
TIPS T3 T 19.64% . SFISKE TCRU 5 EUTE 200/ 4, IR AR S I R AS T &R
FIARAIWT[11] [12], [Rltk, 7EHERT AS TRk o¢ R BT R B HERR TR A 5

4.2. HEBTRODE AS

T AS MAFEE R R R, M1F58 BGP M HA —EMZE k. —Mh, %M AS fEm ik
IR AL B — MK Internet 2 %L E S HRIZFIAGIE . 1200 )5 AS — AN N2 TR S5 Ak i
(IE T BTTERUE Internet FAZ Ly, B ANTIZ IR S5 S AL 7 2 [R)AH B 57 [ 200 55 (p2p) i L BLBOG &, H
ST . HTAE 5 T2 AS BIFHFh R th B K A 1 I A LU R HE R, D T BRI )
T, SCHR[13]4A H— Rz 02 AS HEWT 5%, EHOERE T BE D AR P, HARBERIHE D
AMIIE AS A H M D WK AS BAHIEN, FREAFIEIRZE . ASCERT BB 5 vk A7 itk DLER =%
D2 AS HEBTRHERYE . BN 1%, SRBULLZE AS 4, HTIUZ)E AS AN EEMER R
Gt R M, HATM%Ra%, REEHBLE AS_PATH FAIM A HEAS HBE e g, Hik
¥ AS-PATH R AS R INE G SAEARAL AS AR HIES M EEIZHE, WFLLE AS £4. HIK,
e P AE N L(RIAEE), FHZIESCER[L3 TR AR R 02 AS. FHR, & AS G HiL%)E AS
IS 310 )= AS 2Bk, BUNIAZ R AS AR %GR AS, HIUZEEE 55 AS HUE T 60%.
a, BNHIBER AS 50 %02 R EAEER, MFENEEENIAZLZ.

PA 2015410 H 1 H % 30 H % s 2E47 704, 42 i ER D72 % 0 = AS 3 134N, 43l 2914,
7018. 2828. 174. 209. 1299. 4436. 6453. 1239. 3320. 3257. 3356. 701, H'EAI1#E 1 HZE 30 HY
BAEWT Z 0 JE AS, IR OJE AS SEAHR AR E I .

43. BTz AS B XARFAEEITHE

T MBS, A ISP (B E1E R R, 10 BGP BB e hit . BRATELCL. BX
kR SE AR AS [ R, 2R R TR R AS T FDL R R AT EENE . Dk, AL
JEH — P T I 20 AS RNL R R WAE B THSL i, £ 3 T TR GE vt o dr B DA 8] i S it
BIVPE B — I 22 S P 2 s W R AT 40 B 5 B AS TR R YOG SR EATHENT S5 I, T A () 5 I TR
ARG TS AR A A Q) A(2).

7 _ Z:lVMPi /m’ Z;lVMPi <m )
b1, >V 2 M
szzl”zzi*zi*i/zfz?*i )

PIEAEE HARQ)S H, Hr, nl AN ASREE, Ve FERN 0B L, Vv = 1 RRZERNS
MPi HEWTH T AS Bk R<ASNX, ASNy, R>, X2, Vypi = 0 RRTE MM 5 MPi 35 HEWTH AS Fik e
Z<ASNX, ASNy, R>, FHEFII S ER L, KEBEEA m AL RN SR 75— AS [A]
kS BT HIAELE, BIIAAE AS Bk oe RXHE 23 H) & BSER{E 1.
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BT AS BNLR ARG S AR ()% Y, 32 ZEM 0k 2 () ol 5 BEANALT Bk LB, 457
BITPREE I AS FMEOG R AL I AR K, Tl WA I (A 48 2 _E AR E vl {5 . 45 0E AS RO R AT 5 L I fE
B> #7S>P, WIANXI R AS Bk IC RAEM 2% LR AME R, RZIFR.

4.4. BTAIEEM AS @l X RIEME L

Wl 6 SR AR, R T S RS RERD AS TA) P Ml 5% ZR SVF00Ks WA 0 A5 (0 50 R 5% P 28 R4 A e ) 47
B R 2T AS BN ICRFIWT . B, SRICRAN IR I S B Eh R IRREAT AS B RIS, Bk
BRI 1, HEAR R R

(1) %:PBk as-path & FA A AS BUIREE AS. BEHHIF. 3 KL BB 2 NMAMAZ O ZE AS. & 3R, Bl
7t as-path F1 L Z /> 2 MHHIFE] AS [IER1R, RARSIES:EE AS [ as-path.

(2) BEMZLZE AS EE, HPNAR AS HEZOEZE AS, MHERT ST AR SRR,

(3) 4 AS-PATH & HLZE AS, THENIEE — ML 0E AS RNy E3sit, HAZEARINT
M B AR AS IR R RN - 1R KR BJ5—MELE AS RGN FiE, H
F ARG T IS AT FARAT AN AS IRV 6 RAIREE - B LA,

(4) # AS-PATH A EIZLZE AS, H CAHASAHHAE AS Rk o6 ROt #-% 7 (8l -1 )
KA, JUHER — 2 2 8] AS IR OC RN - B P (R - ) K R

(5) HAEATIZO)ZE AS 1) AS-PATH HfAERILE - KPR R, HHAM AS CRILRA B,
DR T A M AR R - KRR

(6) HIEATIZO)E AS ) AS-PATH HHAFER 7 - fefitE R &R, HIHEM AS SCRIER A Hbrid,
THENT A AR P - A R R

(7) EELIREAE). (4)FI(B), EREA B AS Bl X R4

(8) i IR/ A 1 AS LR REE, HAETEMA ASL 5 AS2 FIRk REENIEHEE - B RARBAR
FUoRREEEOCR, MW N B K R .

SRIG, FERANIEIN A AS e RYDE N R, 3BT AR B Rget, ISEAE—XT AS
PV TS S, # S KT ER B, WA JIE AS Bk RIER 2 ERFEER . A{EH. BAREED
Bk 2, HEEARWNREWT:

(1) F % A% WD ST 2 B, TR I A ) R AT AS B RYEHERT, 45 3%
AS kX RIS TR I 1.

(2) &I TR H1 2%, o aE gk R AT (D) B 1E, 3202 BRI AS Bkk RgiR
% 2,

(3) AKX DM@ THEEA AS ML X RIS, &3F SHEAT B AS BHLL R

5. SEIRHER K AT

ARSI B I HOE SRS T TR A HE 35 5 Route-Views [14], BRI 1 50Hs 58 9 & 4L 1k S 8k, Ha
AN R R AL A 2 AKX AS Wl . BL 2015 4 10 H 1 H B e B A m 3 g 3] 41 AN I A, X 41
AN DN 3 At A R, RT DU A A T B S B IR D (B pR A O, R S 0 R A AR 1 AR I
Route-Views &P 2L[15] 1 H R AL N4, — P Cisco B H A LA “ship bgp” A4 r=AE 1 #E HH
REAE IR, & 2 AN/DNEHRAE— R IR SRS, XA R LGNS, T L e PR R R AT
REZ RS2, T 26 B A8 G247 LA AR H P 2 (1 4 1) 8, T e S 308 i IR 0 0 R 2k S —FlE
BAEE Zebra ORI HEME, Bl MRT #0778k, X Rs 07 (B LA EE, % BdE



Algorithm 1. AS relationship inference of single monitored point

BoE L BN AS Rl Sk BT

BN BRI AR SE A AS_PATH_SET
Hith: AS XJ[2%Z4E Relationship_SET, fEXREHAXT AS Rk R =T <ASN,ASN,R># R, FHrft ASN,ASN, &
AS_PATH_SET H HHEBLAE RN E R BB RS, R Z& ASN 5 ASN, 7L< R (R € {p2p,p2c,c2p,s2s})

1
2)
3)
4
5)

6)

7)

8)

9)

10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)

1& P ﬁ{f%*%%ﬁé, 'Ldj.‘j P= a1a2a3...qi...an(1§i§n)
for ASN,,ASN, in CoreAS_SET
if ASN,,ASN, € CoreAS_SET and ASN, != ASN,
Relationship_SET.add(<ASN,,ASN,,p2p>)
M AS_PATH_SET i It & 1402 AS HIBRAE, S & Core_AS_PATH_SET, HARERIEHI NS
None_Core_AS_PATH_SET
for path in Core_AS_PATH_SET
if path A — Mz 02 AS BJF415 A m
for i in rang(0,m)
Relationship_SET.add(<ASN;,ASN;.1,c2p>)
for j in rang(m,len(path))
Relationship_SET.add(<ASN;,ASN;.1,p2c>)
elif path H HEHAMZ0)Z AS HFS15 4 mn
for i in rang(0,m)
Relationship_SET.add(<ASN;,ASN;.1,c2p>)
for j in rang(n,len(path))
Relationship_SET.add(<ASN;,ASN;.1,p2c>)
while & #H AS Bk R4
for path in None_Core_AS_PATH_SET
if path #1<ASN;,ASN;.1>F1<ASN;,ASN;.>(i<j) 4 customer-provider 5% &
for k in rang(i,j)
Relationship_SET.add(<ASNy,ASN.1,c2p>)
if path H1<ASN;,ASN;.1>F1<ASN;,ASN;..>(i<j)-}y provider-customer 5 5
for k in rang(i,j)
Relationship_SET.add(<ASNy,ASN.1,p2¢>)
if path H1/71E customer-provider(provider-customer)>¢ &, HE/ (4G)M AS 5 ZR A &
HEWTIL 2 (43) M AS SN customer-provider(provider-customer) < &
for x in Relationship_SET
if <ASN,,ASN,,p2c>F1<ASN,,ASN,,c2p>
Relationship_SET.remove(<ASN,,ASN,,p2c>)
Relationship_SET.remove(<ASNy,ASN,,c2p>)
return Relationship_SET

Algorithm 2. AS business relationship inference based on temporal and spatial reliability

Bk 2. BETRISAEERY AS ml ok AR T

HN: BFIE] T P20 M 0 0 R R
Hith: AS kR Z 4 Relationship_SET

1) fortinT

2)  EHUt RIS R

3) BRI AL AS_PATH_SET

4) I SEEATER (A, AR e S AR I SR AR AR 5 1 41 3 mpASPathSetList

5) for mpASPathSet in mpASPathSetList

6)  TRIREE 134T AS B R YIS HERT

7)  BF)EN EAS R R G R

8) BRI L AS Bl kARG K

9) AKX AS FFL R RIS, FEBR ST B AS X R
10) return Relationship SET

Table 1. AS relationship monitoring statistics in space

5z 1. =[EE AS @l kRISt R
AS T3 Ext MP1 MP2 MPI L MPn1
<ASNX,ASNy,R> Vup1 Vvee e Vwei e Vupnt
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15 PR — I, ML —MEE R E B INEE M, s HdEE A MRT #5. R4 Route-Views
2015 45 10 H 1 H% 30 HA H 2 08 i R AR v SEI0Ei 24T AS Rl G RHEWT, FH48it m, B
WA EHE I = AR S5 8, Wl 1 fos.

ME LA BAEH, Y m BRI R HEWTE) AS BlkoC RECE R OURRES, HBEE B HUE R 1Y
K, RZFIRAES AWK ZEEDREE m, B HE R, X T T2 w5 R AS Bl &
HEWTREEA ™A%, RIS O, A TSN AS flk e RECE MM, XA —E R _Er LR
BTl Al R TR ARG SERT AS Bk C R 5B R, Bk dE IR AS flk o /g
07 HH ke i i 2 AR VA SO AT

N T VAR EIEHERTY AS BV OC R BA R I 708 mo B AR AR IO TG R, AR St = A
25 R 10 H 1 H CAIDA $24E1 AS Bk ¢ RBATIZSLIRUE . AN[E m. B EX B AL AS Rk E &
e 2 fros.

HE 2 FTLAE H m. B AE RGN A 20 AS FOG R & LRI AN 2 R A0 I, 76 m i/ T 10 B
iz, #AAERIER S, YHRLE AS Rl R R A A A WA R, X PR T Re 2
p A R TR, BABGHEESIRN, J{EEMEEA AR —De. ks, “Ym=1, B>0.0H,
B 41 AN AR R B AN I A SR B AS B IR HATE BN 1 I Al R AS Bl R R, M
el LR 2 sl DA, BRI R R 1 AS B KRR I %, (HEATE AS Bk &R 5 A 2 i
i, U H P EREAREEEIRN AS SR M m=14, B> 09K, AR AS EIKR N HE
&K, HIEATHE my B AERT DLECRAE AS R OE R HERT 1A 2.

Table 2. AS relationship monitoring statistics in time

%< 2. BYE) E AS Ell xR MEMSH R

I A

AS b Zxt Time_1 Time 2 ... Time_i ... Time_n2
<ASNx, ASNy, R> Z; Z, Zi Zy
100000
80000
60000
40000
20000
0
= N N~ OO =4 MmN N~ O = M n N~ o o
£ £ £ £ ETTTTTOSAYYTNTET DTN
E E E E E E E E E E E E E E E E
B>=0.0 B>=0.1 B>=0.2 B>=0.3 B>=0.4
B>=0.5 B>=0.6 B>=0.7 B>=0.8 (>=0.9

Figure 1. m, B value of impact on the number of AS relationship

1.m. BEXT AS Bl X FEHERIFMN
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Figure 2. m, B value of impact on the ratio of effective AS relationship

2.m. BIEXRAIBI AS kX F& SRS

6. &RIB

AT R P R TC RO B AT R BT S e, BRI TC R BAEM 2% TS AS RiL R R
Wb B AT — e M0, NAE AS R Mo R AEWTHT S R B R o (R AS SO R T
TSR AS ko R AT, JE AT T omy B HUEXT AS REL IR R HEWTECR KA R AS B R G T
I . SEIGSE KR, IEBGE ) my B E AT LA AR AS Rk R HEWMTHOREHESE .

E&WE

B AR A 2 W 2% RS T  E ) BETHRH A R (S5 - 61170285); [ 7 [ X B At i i 1 K
BN RL 5 0 2% 22 T4 PR R S ML A2 Bk 4 (2 5 . 61572514).
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