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Abstract

The verification of the correctness of large programs is an unmanageable but important endeavor.
We are interested in verifying C programs with formal methods; the logic is separation logic, a
Hoare-style program logic. In this paper, we present a simple extension of the syntax of separation
logic assertion on existing verification system in Coq proof assistant to make assertions more ver-
satile and flexible to describe the state of programs. Moreover, we develop several tactics for prov-
ing some related assertions to reduce manual proof as much as possible and improve the efficiency
of verification.
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1. 5|

BEERIE AR, BHRGEMMAHZ 2, HIEMEhEoRmRES, 22 Mmoc1], wlkik
KRUNBATE MK ERG . BT CIETEARFERER. TBHEEGERS, K2R RARIKZENIT
RAEHESRIN  30TE C 25 B IERA I AT R B s 732, 07 il i T A 7, R R R
RYGEATIIR . FFRMBAE—FhHAR. 2T, KA C B HRIE 2 — A4 E X B AR T, A
IR A IE B & — AN AR E M I, BDASTT BASE 4T F SR EGAIE . Rk, 22 FRMTER C F2 5 (9 I
PSR —/MBIF 1

H 20 tHh4 60 FAXLASK, Hoare #2H: (1 Hoare B #H 2 — B 2 M H IR FRAIEEHE R 4%[2], HT
Xof iy A AR P AT HERLSO AR, AP @A 78 e — A Kk R . (R Hoare X T4 A 184 1072
F7 RIS AT SR 3 BB

2002 4F, Reynolds Al O’Hearn ¥ Hoare #4546 &y n] HEBREG UE B AE 2025 20 BE N AE AR 7 1 43 B9 18 4 [ 3]
[4], #E—PkE TRFEERR. - TFER, rEEHCEIRRE Z MR, HARHEEEm Iz,
FERR PP BIE T o5 4 A kbR B L A . S B8 e B TR Y RIA I AR IERE 77, W0 I R AR T BB IE
o RMRIE IR AR 7@, HIEdERE . 7588 R & — N E AR 72,
DAL G A FH 23 5@ SR AGHIE C P27 R FR VA IR B 58 4 F Bk . SR KAL) C BRI IEA 42 2 2%, F3hiEH
MEFREREMANSY I, AMEEBARMES, B AN EHER C B A rT B f .

R 2L, 2058 B BE B 28 Se Bl N o B AR R A IR 2, Hln[s] [6] [7] [8]
[9]. Coq [10]2& —AMlT 32 B I AMLAS B 2 BEE B 9%, HLEEARHES 2 TN A . — 2 [11]
FEALR) Coq SEF SRES MR T2 T 70 B4R I C AT U0 IE, X 4651 5 H 24k (1 SEmE nT DU ST HIF B
JHAS SE AR e C F2 P HUSHIE, Blan, xRS AT 1AT00H 4 AN S (1 10E B A SKIE B 28 3 1) sl
SOFEBEREE, 1 McCreight [ Coq 5 IS [12] 75 2 68 17 400 M Hii], Charge fI5H%[13] 75 % 25 47 105
R, A SCK B R 0 B S AR IN % R SN B IR SR, RS e
BIIE B SRS
2. EFIZEMIERARF
2.1. Hoare 124§

Hoare 12 #H5 f5 FH 7™ A% 1) B L0 A8 HE R B6AIE A & 3URE 7 IE A R (0 I2 8 AR 558, e 8 P I2 BRI 5 R Jliid
FEF IR -
Hoare i 1] #E /R = JC4LRIARE P IOAT N, & Hoare IR 454, HIB (AR
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{Pye{Q}.
Hrlr 5 PORRTE M, WiE Q RIFENM, ¢ BERF. WIEFAMNGE BRI MR IITET ¢ 7
JERIREFRERIWT S . —MERMER =R MRRET ¢ PATHT, WAPREW 2R S P, At
AT IR, PAPIRETERT S Q. HIS UM E /R =Judl:
{x=3} x:=x*2{x>4]},

ERBEARN, BTRT X =x*2 PATHT X BFMEN 3, PAT/E T3 x M1E RN 6, ik x >3 NE.
SR E R E R Z o H I AR, AR S B KM x>5Ax<10, MER=0HN
{x=3} x:=x*2{x>5Ax<10} , B AX=6%Z1% x>5Ax<10, FrPliz@E/R=JcHMEAHM. 2R
X>5AX<10 LT x> 3 HE S e, ERMN T x =602 55—, {§ x=6IXFEM 5 B4 1FIE 5 g
2N E B, R, ST EE R =P c {Q}, M TFHIAM Q) MEA{PIc{Q} HQ
= Q' WIFR Q JxtBiff) PRI ¢ M f i i B2k 1F . 5 B o B AR R AL, it FRTE I P, A t{P'} c {Q},
HP =P, AP NRIFATE KA. EE/REHE A, AN AT DU X R ) 5 J5 B 2 AR

R 55 B AR
{Q[aix]} x:=a {Q} (VBRI )
{PﬁﬁﬁffﬁéfR} (L)
{P}c,{Q} {P}c,{Q} o
{PLIF b THEN ¢, ELSE ¢, {Q} E3iE0)
e, (FRERH)

{P}WHILE b DO ¢ END {P A —b}

Horh QxR s a B Q H x BB EH B I o oAk, HEVRKUI () mT LAbn o mi 8 2% 1 53 ks )
B

P=P {P}c{Q
{P"}c{Q’}
H 1960 Fi2, Hoare i) iz M T & R Pl 5 BIRIE, SR, FERE® A 84 R F
I, FAEBEREA T 22k, REPERYE. 2002 5, A ES@EAENEREEIER, @ T IEEIEH

Q=Q’

2.2. HEIBLE
B2 Hoare B ZXZHEMILRE, 'E5I N T A EERIEEIT /302 0 B A B () R4 B 283 (—+)
AT I LR .

s,h= po* py iff 3hy,hy
hy Lhyandh,-h =hands,h, = p,ands,h = p,
Horps FRk, h FRHME, hy L FoRHE b AR AT, by b FRHE BT (93E4E. [P * Qs h 5%
ANHE N PRI I E 7 b A by, KTy, WiE PO, X TR, WS Q N
s,h p, = p, iff vh'
(h' lhands,h'E po) impliess, h-h'F p,
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WL U, WRMER Y FE b LW S py, HFHWTE poxf hZ BRI, T4 J5 HHE h-h' i 2 b
P

73 B8 R FIA S 70 B R B ] DL AR N R B T SR R R RE, B BRI RIS BE
BRI T R IR, WA TR ISR TAE, Bl A BEA AR R, IR SCRE R HERE, Hy
2 SEVREURTIT I (1 HEE S 0 U A6 45 J5) 041 380 ] DUAR e 3 2 P B2 PP BRiE o %5 LE Hoare 324, 7 B2 HA
ORI RIBRE I SIIERE Sy, BIUb4k Hoare W2 I, 7y BOE AR ACOATE P YRR — Fh B Z 7V,

2.3. Coq iEFABNF

A HAEFIEA T A Coq, NAHATEAMIGIEREE T —ANFE M. Coq IS S /& Galina,
BRI R B E B DL AR R P e, Hoiw 215 5 O vernacular .

W, Cogq & — M RECHUFH ST, JoN ARG - 173 2R (Feit-Thompson) & 22 [ 1IF B,
SEHL T CompCert 4 ¥ 85 [14] LA & VST [11] [15]%% . & BAR & 28 B aUH e BAE B 2%, ANEEIA S 58 4 F sk,
R E A A TR K H E R A K B B ISR B, 16 —Fhd S5 H ANIE IS 135 5, BN Ltac
[16]. AL EEfEH Coq UE BB TR C B 7 I ERaTE, b 1iE B 5emg (6 A Ltac 1 5 SE8
3. HEWEEEE

Or BB IR 5N B A ORI 4y B A S LAY R I S TR R, AT AT DA MR A B A T RS 1A
RTINS B S RRE RGH, ¥R RGNS 1EIL[L7].

N A GRS S SN R E A Rah, E, P REAWSIEEN T

¥ ear:(Asrt) p =
emp|true]false|at— v]e=v]|x0a
Ip*plExx-plpApIPVal(p)
U

¥#%)E (Asrt) p =
emp|true]false|at v]e=v]|x0a

Ip*plp—*pIExx.plpAplpval(p)
7E Coq ', WRINFIET Awand, X RWRAE R 7 B 48 S I E] Asrt B4 5E S
| Awand (P:asrt)(Q:asrt)
W5 E X
Infix °" — "":= Awand.
HEIRE P— Q& (Awand P Q). T2, £ Coq ik s|= P — Q HI& XUT:
exists M1 M2 M,
M=get_mems A MemMod_join M1 M2 M A
(sat(substmem sM1)p — sat(substmem sM)q)
Hrp (satsP) Fixs|=P, EIALF sl WS P. B4, M, M1 FI M2 fREEHE, FFH ST 2.2 [P —
Q] sh K& X, (MemMod.join M1 M2 M) /~x M1 L M2 HH M1-M2=M
IR, AE BTN B4R S B R G AT, RATER AR

4. REE
MATTTTG, FATRAE Coq HiE B T H A5 P AR08 20 2 U0 £ ] S 4 0 A RIE A 1Y A 20 RS 2525 0
oy B AW 1N
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4.1, HEEEFLN
DR T I, 53 BT R RO R0 52
% (RIZAN) % (7233 R AL

T SRR B FL 380 S M 3R T 3 P BN 73 RS 2 2 TRV R 2R, FF HL A b vl DA 5t — R S
o FATIIUA FEATR BTG B AR a o[ #E Coq HERIEAR IERRT . 25 58 T i AOHERT RN, & mT di] R
TR HE L -

emp = (P —P)

BN S I
Theorem awand_emp : forallP, emp=P—*P.
Theorem j& — M4, BER/RIEFPEIEMKIITAR, HAEBR RN L ARSI 46
1subgoal

forall P : asrt, emp=P—*P
Proof. introP.

P:asrt

emp=P—*P
proof /&5 A ZNUE B IIA, 1 intro PO P # AN H AR . X H, FRATAT LS. A A R 4R
apply CURRYING with (Q:=P)(R:=P).
P:-asrt

emp*P=P
apply astar_elim.
astar_elim & —/MiFBEH, HAEZL: WHTH P, emp*P=P %, S astar_elim J5, WATE T HFx,
X IR R O 58 R
Qed.
B JE . Qed AR I A2 75 56 o
R B b TR B PR R0 AT DA R 25— Se A B2, B4 LIXFE— AN B AR e, SR —A
TR R, DUR R ARl s A AC B HLEIE AR F30iE M . i mEFR A sclearwand:

Ltacsclearwand:=
1 matchgoal with ) }
2 ||-?s [= 7A= match find_awand Awith
3 | some ?n=sep_liftn;
4 match goal with
5 H: 7= |-_|A(?B —=*~?B)* ?2C =
6 applyastar_1_aemp_introinH;
7 eapply astar_mono;Jeapply awand_emp |
8 intross"H";exactH" | auto];sclearwand
9 | _=idtac
10 end
11 | _=idtac
12 end
13 | _=fall
end.
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T 2EUUHC HAR R, R BAR R R RIT 28 2 47 n0a, IZESE 3 17h, A find_awand LLEEHE A
O EARIIALE . RS 347, sep lift K AL E A AN, BEJEIERH B AR ES 5~11 /TR fiuk, H
i astar_|_aemp_intro £l astar_mono 4 12 &~ AL -

PP Q=0Q'
P=empxP PxQ=P*Q’

sclearwand ] LA FR(P —* P), ZJ& “emp” BLEIERH HARTHEU e, #ilin:
Goal forall(AB:asrt),A=A*(B-*B).
Proof. intros. sclearwand. Qed.
WAE, 238N R HEFE AU IEAE Coq Hhiik W FL R A € 1k
P=P Q=Q
P—=Q=P — Q
Theorem awand_pro:forallPP"Q Q*, P"=P->Q=Q">P—*Q=P"—Q".
Proof.
intros. simplin*; mytac.
do3eexists; mytac; eauto.
Qed.
mytac #&J5 A R G H T W 5 10 B Sk B g, T bR e SR mytac TER, BB B 2R
CHAR I AN B R
VIREIR 2 KT 3 B 25 & HOHERR RN A0, B3R B A5 W At AT T A T S Ak ik B «

Q* (Q—=P)=P P=Q= (Q —P)

(P*R)=(P* (Q—(Q*R))
P, = (Q 4R) = (R—*S)
P, * P,=(Q—*S)
P=F
Px (P — Q)= Q

4.2. FHEHM

TE[S]HR AL Ay s SR a] A ASE FH — 47 UE B A IE B 3N TR, B “repeat hoare forward; sep pure” ,
Horr repeat Ron EE PAT IR, X HI5E G AT “hoare forward; sep pure” , sep pure A& ilF & 48
WS SRS, 1 hoare forward 7] LLUEBHEE /K —Jud1-{P} ¢ {Q}, JE L iEREF i 1k

hoare forward {5 — 20 & Bt AL I (check_resource), ‘XA I HIT B 2640 & 75 B 8 ) AT BT 7 1045 2.
#ian:

{y>>_}ry=x{x>>_*xy>_}
Forp X o— v R R X FEN ve AR, WH x MERS y FATHE 72 x 1918 XH, resource_check
TERTE AP RARBA X x MELE, TRRE—FH P AGREE, P o] DR A RS SR
ATEZMT, W
{X>> *xy>> ly=x{xX>>_*y>> }
G I AR IAE AT I TALBE— A . SR, REW ik B8 & eawimdmal 2ach, JEHRT
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BT EA RIS R, resource_check IR B4 %y B2 & s R, .
{x>>__ x(x>ov, = y>> )ixi=v;y=v,{y>>V,}

AT BEZ&MERBRGEAEY — _, ELEWIRA . Bk, FATFEEEE resource_check IAMHE1E7 5
2B n] LARE TR I AT DL A I 31 75 ZE S
2 € resource_check HIZHA4: find_match_retV, ‘BRI LLRG “*” , HIGIERB “—=” , WF:

Ltac find_match_retV Hp x:=

1 match Hp with

2 | ?A *?B = match find_match_retV A x with
3 | some?v = constr :(some v)

4 | _= match find_match_retV B x with
5 | some?v = constr:(someVv)

6 | _ = constr:(@None)

7 end

8 end

9 |?A =(C*hoare_tactics.v*)

10 end.

RSN

Ltac find_match_retV" Hp x:=
1 match Hp with

2 | ?A * ?B= match find_match_retV A x with

3 some ?v = constr:(some V)

4 __=match find_match_retV B x with
5 some?v = constr :Ssome V)

6 _ =constr :(@None

7 end

8 end

9 |?C —?D= match find_match_retV C x with

10 some?v = constr:(somev

11 _=(* hoare_tactics.v*

12 match find_match_retV D x with
13 some ?v = constr :(some v)

14 _ =constr:(@None)

15 end

16 end

17 ]|?A=(Choare_tactics.v¥*)

18 end.

# resource_check F11] find_match_retV ## )y find_match_retV'2 J5, Eiky — _EIA g iR5], Fit
hoare forward 7] DL IE % 461817 o

5 — M EERBITF

AT TR R BR R B, FRATTRT AR B RS R3S H &5 70 B9 2 5 (1 T 5 ok i R PP R
sclearwand in #& 1] LAIEBH & 73 B 20 & 0O WT 5 I SKEmS, 9140, sclearwand in 5B T DAIIE B T [ (1) 4iF BH
Hbs:
Goalfo’[all AB I?k E:as*rt),* .
Pgéof_ Dintrgg_ sg Dearwgnd_??\ H. ggd: =
FATOA— A6 B 10451 TSR Ui B B AEFR P SR U R AE L, R s

o v x o-null —ry>>v,)}
x:=null;

y>>v,}
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6.

X H, 1547 “repeat hoare forward; sep pure” J515 5| —A> 1 HFx:

(x> nulEx (x> null—y >V, )) = (Y>> V,)

1547 “sclearwand inH” , %7 HAR R Y, UEB 58 i

S

FATEL AN BAT BRI 2 O RS 0 B EE S AT, R DiZRIERS, JFRM T —

SEAR G B SIIE B SRNG . (EAR T BOZ NS R AR AR, BATIUA SRS A 2 DU D 605 ) B
BRI S BT IR Bk, ROV R B ZhiE W] Sems LR e P Il I RCR
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