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Abstract

Aiming at the security and overhead problems of the traditional Ciphertext Policy Attribute-Based
Encryption (CP-ABE) scheme in the process of cloud storage access control, a CP-ABE access control
scheme based on multi-authorities in cloud storage is proposed. The trust calculation is carried
out on the basis of CP-ABE to judge the credibility of users, global key and attribute key are generat-
ed for the legal users by using multi-authorities, meanwhile, the proxy server is used to undertake
most of the work of decryption calculation and the storage of user's attribute key. The security anal-
ysis shows that the scheme is chosen plaintext attack security and can resist the collusion attack,
and the performance analysis shows that it is efficient and can reduce the overhead of the user.
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TPE LR — R aa, NP REME TS, ISMAEE . BT T2 DL BE i FE e
LI b AT 3RS 1 AP A SR RS IR S5 (2] 2 SR A DReisk o P 5 1 M 0 s K6 = A7 i
BB AT BRI — 3B [3]. RIS ZAAE S B A S IL =S AR T, BRI E — B
W bAE B moui, W2 Rk FH0 BRSO R B R BRI [4] . PRk, S ARl P R B ) 2 4 i)
T 2 1) AR i 8 AR R R A AN 1) FH P AR U ) 2580

T 22 A IR R 7 THAFAE I Pk, 75 BN 2 R OR3P BURE B H R e VAU 7 U 1) $idfs - 2005 4,
Sahai fl1 Waters 1 {32 H! & 115 in 2% (Attribute-Based Encryption, ABE)#L#|[5]. ABE J&—Fui J& P 515 i)
PR SRmE . R A B GBI &, F P W AR T n) ZH A, o AR U7 Il 2 ) SRS i
(1 e 1

ABE HRAE VG M) B HRNAL B FIASE], 1T LA %3 B SR g 14 5L i %% (Key-Policy  Attribute-Based En-
cryption, KP-ABE) [6]F1% < 5 i J& £ 55 111 %% (Ciphertext-Policy Attribute-Based Encryption, CP-ABE) [7].
£ KP-ABE "1, WG 45% ORI @ A 2 5 FH P i 55 B A AR DR IR IR U7 I SRS I, A R i 85 25 3
1M CP-ABE fu VI tfs I 2 18 FH A XK Uy i) &5 K B SR B &5 Bl I A B = b, P R B
TSR B SV ) S5 R A RE VT MBS . BT CP-ABE HAT AP JEME. RIGTE. SCRPUIRLRE U il S5 55,
Rz T B — M R B U i s g R T S [8]

ERIRZ B I EIRE T, SRS H T H 7 S 22 28 B A i af {3 U e) 42 1) LSO HESALH]
P IAIE, TR AR RS 24, IS ot BT SN v PRI e 07 T R ¥R K
HEMMER] [10]. V7 MIZEHIEAR SRR = 22 W@ %G, BT A E4E 5 CP-ABE 454, SC
B A BRI AT 2 A sk RIEAARLEE [ Vs 1) 42 6 8o 2= % 4 1) R B b 2 8
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TRGiEILS, EHfs CP-ABE I RN T 35T, 8% S EVs M fld R i A BRIt 5 17
Tt XA T8 1) R DA S 22 Rl L. R 2280 CP-ABE J7 RAEMFE MY BULAE ¥ MBI B 5, 8
SRR FRIN K B MRS SR BT o 9 7 T RITESRIT A, SCER[1L] [12]48 Hike E 8 o
KA e oy Bod R o8 L 20 1T 5 R S AT VAR DR R4 0 ) A 25 8 B A B 55 2 AR AR 5%
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1 TA7AE AN & PE AU LI (Attribute Authority, AA) 5 HI 7 il i &V Mo 18 1l 25 B it 1 il i, HLG
T2 A KA A1 O AU BB 75 3K o SCER[L3] [LA]HAS A~ rp L AU LAE) (Central Authority,
CARA AR RASHAA P %, IHEH CA B3 K. (B CALEIZT EH R A L8 1)
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P ) 2 PR AR A

N T fEDRIET T, Chase 55 N e AL SCHR[15] H R Y 1 2L CP-ABE 75 %, Bk Z [AI#E4T
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BUHURE 73 5908 BEAN R PR S 2, AA S T BTl (0 Je kv 55 P BROAS AR B0 FE P AT B A E, S
MRS 7 K. BT ARE IR S5 &5 SR PE SR BN 2 18] B 5 TR ey, i s ] o 4 = o
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3.1, WEkiErket

B 1. WEPEMUR[21]: B G R G, #B/EB N ZEL p G EE, g A Gg — MG, e:1Gy xGg > G;
SR A A LA R 4 X0 P

1) Mt xHEEMabez,, He(o%0")=e(g,0)";

2) AEiBME: e(,9) =1, L 1)y G, KA

3) WM LRI 9,0, € Gy, FIEA ML e(0,9) -

3.2. iiElgEHs

SEX 2. VjLERI[22]: BRMAEP = (PP, P}, M HIRIESE AC (P, P, P REES S i1
—ANEE T, W0 ANBERZ A LUE X 2" MR FEBIEEI . Vs T RES (PR, P I
ZEpaE, MT 2R R, TR RNEEAINI L. MTIEES A, HACT, B4 AFHIZRES,
BHIFRA A JERZRLES . & T RR MR, 16 ABE Ziflrh, GAM T Fn—AN@E, 71
SURTTBRZE R, 2 LAY i B A 50 4 14 4V 1) S T 7 R a5 B
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SEX 3. RMEFFHILETTR(LSSS) [23]: ZHHEHEE P LI MEPILETR T, WARHLLT 2
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1) BEASSUARRIRLE BRI Z, B — DA

2) N TENMMEILZITRIT, AAEMEBIEREM (Ixn), MTHEM PREE1T7i=12,1, B
Wp:{12, 1} > PIEM G —TIHEZ 5% p(i), p NRFHERE. BEARV=(5Y,Y,), S€Z,
RILEEH, vy, Y, € Zp BEHUERE AR s, My 2 | MREGAUE RN E, Hf 4 =(Mv)RrS
5% p(i) Friea M s 0.
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(g,ga,gb,gC,R) °
4. RGEREA

AR RSB SR 4525 (Cloud Server, CS). U R4S #4(Proxy Server, PS). J&HAZANLIL
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Figure 1. System model
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1) WIsER B

Setup(2) — (PK,MSK) : #I#afb %t AA 31T, BL22Z 8 A fERMIN, fith R A PK A1
5 MSK.

LA p KRVERE, ¥ g N Gs M —ANBENLERUT, ik p:Gy xGg > G RN MBI,
I LATFWER H {01} > G, . AABENLLHE a,feZ,, EMFRG A PK FILEH MSK:

PK=(GS,g,h=gﬂ,f=9W’e(9vg)a) @

N

MSK =(8,9%) )

2) B

Encrpt(PK,M,T)—CT : %5k DO $U47, LLARZGAH] PK. BISC M AV T /%A, i
H#E S CT.

BER VI T BT AL, H A MART A0 R IR, B 00RO U7 A T B REAN S AL x (BT T35 )
W2 I g, FHX I q, & X Eod, FTTIRE K, SRR d, =k, -1 BELEFRTT AR K2
= g FHE I seZ,, WA g (0)=s. it C=Me(g,0)".C=h*. #x=R, ¥FEFIFIH, H
AT PR 1, (0) = S = O (IneX (X)) A2, Hoftl o, AN R REREBENLA BT 08 T35 4

Y VR T BT T A, BTN F A y <Y ARG C, = g% Cp = H(at(y)").
R

CT =(T.C = Me(g,g)" .C =" wyeY:C, =g¥"c; = H att(y)"") @

3) BTt

AA R F P BT s AT B AR T, P EAEE Tl — =04 T, =[C,1,D] k&R, H
C,1,De[0,1] . XA AA FTEH KB MEIEAT 4338, RIS M IETH RIS Pas SR B AR Na b B AR
Ma =28, SBILH P A B S Us 54 AA FTE BRI 2508 M 52 42 0 0045 B F P 428 08 k3
B BEREEESE 0. ArE R ' bR . B R

n'=U,NPR,| (4)
m'=U, NN, ()
I'=U,NM,| )

HAfE=JC T, =[C,1, D] &, Co 1 D AR AE . HEE. AR EIEEREE . BT R
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; ®)

D N (9)

G

v m’
;a)pk‘l +Zla)nk.1 +za)mk‘x
i= j=

x=1
Koo, o o SRR AAEELNGAEEEE. SR, RO PIAUE,

O Oy By € [0.1].

TS EA R A, AMURH T Lari 21 S, EEEEZ AT M ERZIH AA
ﬁﬁ%%&ﬁoﬁﬁﬁﬁwﬁmﬁﬁﬁ%ﬂ=m¢DL&N%MEEE%R:WJDL,ﬁﬁﬁ%&ﬁ
TR

T, =@ x[C,1,D], +(1-@)x[C,1,D] (10)

t

Hrh o FoRNERT, Hilidoe[01].

4) A R B

AA R G IR (3) b UH S S AT AR P BEAT B AE, & EAEME T, =[C,1,D] i C. 1. D W2
cz%&ué&o<%,Mﬁﬂ%mﬁ,mﬁuTﬁ&oéw,xaﬁo

KeyGen(U;,, PK,S, ) — (UGSK, AA_Key): 8 MGER AA $UT, LIRS MBIRIR Ug. RS
N PK. H P EPELE S FIRREAE o fENHIN, farH H P 04 R %8 UGSK FlE 1 % 5 AA_Key.

P51 UL RIS —AER A, e EEMNAZER T U, AA RS —AN2R
ZHRIR Uigr HPU eUL={12,--,n}, T8 U,, BHEE o BryeZ,, LRAF 2 RE
UGSK LK% H ¢ -

UGSK=(gW”Vﬂgy) (11)

p=9" (12)

N AR EEHRUBLEG AA (i e N) R IR B o, JEXEFTAT B MR ME jes , BIHLYESE A4
ez, , AR AA Key

AA}w:(ﬂeN{AA_mﬂ}{WeS:q:gm”HUYHﬂzgw (13)

i 2 A fF1E Rk PS 176, AA_Key HI-T PS PATHI il B B4, DI P AR T8 S5 1
HIFAS. TP SK AR # 4 UGSK FllE %40 AA_Key 1.
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SK =(UGSK, AA _key)
((g(“”W’, 0" ),(¥ieN,{AA _key})) (14)

- ((g(a”)/ﬂ’ gV),(Vj €S:D, = g(r”)H (j)’J T, = g" ))

5) fRE M

© HMafrE

Decrypt _outsource(PK,AA_Key,CT)— PCT &t L. AMIMRFF LS PS 4T, URGAH PK. J&
PR YT AA_Key. %30 CT NN, i th 5870 %5 % SC PCT.

B O, 24 DU ARE G ) BlEnt, ) PS iR ES RS, PS M CS AR # SC CT A
FFe UL XA P 3T INIE. ZH Uy eUL, PS fERAEEIE % H AA_Key PATHMIMRE TS, 7K4E
KEMRFIZE, I 5% PCT Kik4s DU. B0, &AL, BADENT:

DecryptNode(CT, AA_Key, x) JyiE X HJiE AR EUE 5, 4 i=attr(x), #7158 x 2 T p-
)ﬁﬂl esS, ﬁ“ﬁﬁ[ﬂ:

e( Di ’Cx )
DecryptNode(CT, AA_ Key, x) = —~m o

e(g(”’) xH (i)* ’hQX(O)) (15)

(r+7)ax(0)
= =€(0,9
e(g"i]H (i)qx(o)) (9.9)
WmHieS, NWA: DecryptNode(CT,AA_Key,X)=L. 170 x LUHH T HIEr-745 80 W x
(¥ BT 145 45 2 1A i 3% U5 % 4 DecryptNode (CT, AA_Key, X) , Fe¥tiit HEA N F,, T8 2 PIFT
Ak KBS S MHEAYF, = LB, tHEWF:

|:X — H FZAivS'x(O)

zeSy

- {elo.0) )

zeSy

Ai8(0)

— H (e ( 9,9 )(H?)qparem(z)(mdeX(Z)) j (16)

zeSy

i =index(z),S) = {index(z):z€S,} .
FRTESEA SR VT IR T, PS AT HE S iR BFHRAE JFHE 5000 % 85 S PCT Ri%k%s DU THELAE 4 i

B

A= PCT = DecryptNode(CT, AA_ Key,R)

r+ r+y)s (17)
:e(g,g)( 7)%(0):6(9,9)( 7)

@ Mg
Decrypt _user (PK,PCT,UGSK ) — M : FI i@ & 5%t DU $04T, ARG A PK RIS 53 fif 25 4% SC

PCT, 4 Jm%% UGSK NN, #ith B sC8dE M. 500 3.
B — g(a+r)/ﬁ % g;/ _ g(a+r)/ﬂ+}/ (18)
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6/(e(c.B)/A)=C/[e(n, ")) fe(g,0)""

= Me(g, g)“s/(e(gﬂS,QWH)/ﬂw ))/e(g, g)(r+7)5 (19)
=M
5. REMHH
5.1. REMIEER
B WAREF A EATE 2 W ) 965 K% DBDH 17 @B AG AN ] 208 (I35, S EA A 7 &2 2 ik
PSR 2 A 1

T BATLE T A S DR TT 2GRS & Bk, ik — MBS 4 RIS A H9RE
ﬁ%Kﬂ@%%%%%%%Dmmﬁﬁo

1) WIEAk: BT A Pt — 20 BRI {AA ) AA, , HL AA A A AA RZH,
LA AA AA RIS  Fbl. BT A RIPRER A0 T G T, Bhrh e e Ay

AAMAﬁﬁ%@,m~gﬁﬁm$§ﬁﬂmAA%@°ﬁﬁ%z&ﬁa:zm,bzgf,c:%,
k

HAR BRI d;,dy e dy s ViV Y, Sy 2, o FIRTBELES y BB AJLSALY -e(AB)=e(g,9)", JF
HAs A ISHORIEGEHF A

2) AMFTBL L BT A BEERRATREZ KR IEE Y] AA_Key » MXTNEJRIESE AL A, A #ZA
AA FSTEH, HARBCE NV RIS T. B y SR EEE W R)E, TR B AL R N
HOF ARG, XETHIEIRIE € A, BUUS 7 BV < Z,, HHLD, = AAxH (att(i))' T, = g" .
SRR 7 R L B R P PR IE 4 BT A

3) Bkl BT A FEASPIZR B . mg A1 my G BEIUES . EIUES ¢ BENL AR Ty, AR ST
CT*=(T0,E0 =my><Z,{Ci = g*.c/= H(att(i))qi(o)} )ﬁﬂ%ﬁ‘éwiiiéﬁﬂi A.

icAATO

fi

WEu=0, Z=e(g.0)", WHZ=e(9,0)" =(e(0.0)") =Y*fD, =g*"0", mircT R
BEm A, D REIGARE. BI, WEa=1, Z=e(g.g) . WE =m xe(g.q) .
TzeZ 2 ABEHTER, IrAANECT A AEEKRE, E 2 G il BEHLITE, B CT™ &AL,
REEKT m M5 E.

4) EWHrEB 2. HE N E S A 1 AR,
5) JEI: ECF AR Ay BRIy o R y =y, BHUES y i p =0, R A2 DBDH

fcéﬂe(g,a,B,C,YSO)o WMy =y, BLE 4t p=1, XWEH—ABYLCA (9,8,8,C,.2). 2 u=0,
ﬂ%A@ﬁ—&ﬁﬁ%ymomﬁ%X,ﬂ%AEﬁﬁ%mTwmmm$ﬁzap:ym:qzéwo
%uzwiﬁfﬁAKﬂﬁ7%Eﬁ%E,M&%%m%%:Rhiymzqzahzfm:ﬂzéoﬂﬁ,
HUL 7 76 5P 2 17 RO R 2 R A

Plu=p|p=0]xP[u=0]+P[u=p'|u=1xP[u=1]-Z==Z+¢

11(1 11 1 ¢
2 2\2
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1 RAE DI TAL, 78 DBDH U, W HCE A H0R 3576 2 SR 6] P R R o 2500 & 154 )
7 W00 T R T WS .t 27 SRAEE % RS 1)y T DA ok DBDH I, [R5 54 5
PRI SO R 2 4
5.2. MMARIE

AR, FPEY SK RIS AA Key MIAREH UGSK M. AA KA M4 R %
UGSK = (9", g7 )il % & (it R4 /7 23RV P S BN IS LB 86 ST AR
A, T4 R 5] UGSK BT BENLERE o, B, 1o y SRETIEHI S Z MGt , JE3:H PR Rl 1%
EEIRE . RIS BRI R T AA_Key ST HI/MRE TIE, #H10HR IS5 Sk L AR 3R 1
PRI, A B A AR B 4 R 58] UGSK. AA_Key TEITBENLEESS 1, » KBTIk AA 2 A
i, R e =g BRI S AA 2 I A EEE. B, 407 % A A
VR P AT 25 5 DU B B R R BLAG 2 1R 25 Wl

6. MEBESTHR
6.1. IER T

N T BEIIATT AR AL ORI I 0 TT R S BUA TT RAEATIRREXT L M, AR SR A TR RE S AT A5
THHRTLE AT FAAMZ RO AMUE . Praidod . ESENUE] b BCS s b BUX T <5
JUATTHBEAT 700 I 10 36 2 Bios.

RIS HRRIWT : Co FRTERE Gs NI UORIEIRIE, CoFRIRTERE Gs NREUZS, C  RIRIERE
Gr FHIXLAEE A IS, | Fom Uy ) HEms b Jg PN m 2o Bl 396 A2l i SR R e PRS2

ML FDAER, SHET MW, BT R2E0hO. STaRBGEAEENLE], I Ed s g
PR P HITT A, A5 REE T S AP T S 2 A v RO AR B A 7 I 47 1

Table 1. Comprehensive comparative analysis of each scheme
# 1 ERRESHESH

kS ZRR O AMfiR Piar it AT
SCHR[13] x N N N
SCHR[L7] \ x N x
SCHR[18] \ \ N x
SCHR[20] R X N x
N ES \ RN N RN

Table 2. The comparison of computation cost
= 2. HE TR

UES Tz B e
SCHR[L3] C,+(1+1)C, +3C, 3C, +3C,
TCHR[20] IC,+(31+3)C,+(1+2)C, (2m+2)C, +mC, +(2m+1)C_
A% C,+(21+1)C, +C, 3C, +3C,
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N ITATT TSI, KR M RT7 RS BUA T7 AT, ek 2 PR SRERATIN R 3
FAERAEIRBUS S RIS DL OO A BT, A RO IS AR e T RSB AKIE
SRR PP R R T e B A N A P AR P I SR E

I L3RRI, AT7 S5 SR8 P R B Boh iz BN 3C, + 3C, . EATT REHI 2%
AL rbr0 B e B B 4 R IR R A A U B I AR 0 . STHR[20] holn s Y B S R B B BB SR A R
IC, +(31+3)C, +(1+2)C, #1(2m+2)C, +mC, + (2m+1)C, o A= J5 & 7E 02 Al i s 1o P o g B 22
b SCRR[20]/, RORFE & .

6.2. SEEESMT

N TR AR T R AT AL, AT RSN Inter(R) Core(TM) i5-4210U CPU
@1.70GHz, 4 2.4 GHz, 17 8.00 GB, #:T Windows 7 #4E R 452235 7 Intellid IDEA FREE T 8ETH7 E
SAG . SRIRAE R 2 AN 3 BN, 43 AT A ] AR AR T U B e A i AR IS L, A
75 S5 S0 HR[20]5E4T X6 EL 2 #
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- KR
—o— CHR[20]
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Figure 2. The Comparison of encryption time cost of different number of attributes
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Figure 3. The Comparison of decryption time cost of different number of attributes
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7. &t

AICHH — P A P T 2RI CP-ABE Vs #5177 %o %07 R I 2% 4 B @ M B g A 4
SR, SR SR e, AR TIRIIE WL . RN S S SN, 2RO RYE
WM AR E AT A A S 70 5, 8 FTACEE AR 55 38 30T S 0 s R DA A P B R PR3 80, b I P
FITH ST BRI TT A o I 22 A M RE T UE ] 1 07 R e E M R, RERSAE =TSR Sk
Pz e, R ROREIRLIE 1Y ] 424 o

E&WE

ARSCARB R T AT R 1R H (2019B010139002), ' i RH: 11135 H (201902020006
201902020007 201902010034) (1] ¥ .

SE K

[1] Mell, P. (2010) The NIST Definition of Cloud Computing. Communications of the ACM, 53, 50.
https://doi.org/10.6028/NI1ST.SP.800-145

[21 Wang, S., Zhou, J., Liu, J.K,, et al. (2016) An Efficient File Hierarchy Attribute-Based Encryption Scheme in Cloud
Computing. IEEE Transaction on Information Forensics and Security, 11, 1265-1277.
https://doi.org/10.1109/TIFS.2016.2523941

[3] Sukhodolskiy, I.A. and Zapechnikov, S.V. (2017) An Access Control Model for Cloud Storage Using Attribute-Based
Encryption. IEEE Conference of Russian Young Researchers in Electrical and Electronic Engineering, St. Petersburg,
578-581. https://doi.org/10.1109/EIConRus.2017.7910620

[4] PR, K SR, A A R RSl AR ST I P TR []. 815 54k, 2011, 32(7): 125-132.
[5] Sahai, A. and Waters, B. (2005) Fuzzy ldentity-Based Encryption. In: International Conference on Theory and Appli-
cation of Cryptographic Techniques, Springer Verlag, Berlin, 457-473. https://doi.org/10.1007/11426639 27

[6] Goyal, V., Pandey, O., et al. (2006) Attribute-Based Encryption for Fine-Grained Access Control of Encrypted Data. Pro-
ceedings of the 13th ACM Conference on Computer and Communications Security, Alexandria, VA, October 30-November
32006, 89-98. https://doi.org/10.1145/1180405.1180418

[71 Bethencourt, J., Sahai, A. and Waters, B. (2007) Ciphertext-Policy Attribute-Based Encryption. IEEE Symposium on
Security and Privacy, Berkeley, CA, 20-23 May 2007, 321-334. https://doi.org/10.1109/SP.2007.11

[8] 5, BN, ), J5ige. TR RT7 R S BRI FUERAR ], TR, 2017, 40(7): 1680-1698.

[91 {50, &%, FEME. 2 E PR EMYRF RN HENEAR S K&, 2017, 27(10): 101-105.

[10] Riad, K. (2016) Multi-Authority Trust Access Control for Cloud Storage. 4th International Conference on Cloud
Computing and Intelligence Systems, Beijing, 429-433. https://doi.org/10.1109/CCIS.2016.7790297

[11] Li, J., Huang, X., Li, J., et al. (2014) Securely Outsourcing Attribute-Based Encryption with Check Ability. IEEE
Transactions on Parallel and Distributed Systems, 25, 2201-2210. https://doi.org/10.1109/TPDS.2013.271

[12] Shao, J., Zhu, Y. and Ji, Q. (2017) Efficient Decentralized Attribute Based Encryption with Outsourced Computation
for Mobile Cloud Computing. IEEE International Symposium on Parallel and Distributed Processing with Applica-
tions and 2017 IEEE International Conference on Ubiquitous Computing and Communications (ISPA/IUCC), Guang-
zhou, 417-422. https://doi.org/10.1109/ISPA/IUCC.2017.00067

[13] Zhang, P., Chen, Z., Liu, J.K., Liang, K. and Liu, H. (2016) An Efficient Access Control Scheme with Outsourcing
Capability and Attribute Update for Fog Computing. Future Generation Computing Systems, 12, 753-762.
https://doi.org/10.1016/j.future.2016.12.015

[14] Michalas, A. and Weingarten, N. (2017) HealthShare: Using Attribute-Based Encryption for Secure Data Sharing be-
tween Multiple Clouds. IEEE 30th International Symposium on Computer-Based Medical Systems, Thessaloniki, 22-24
Jun 2017, 811-815. https://doi.org/10.1109/CBMS.2017.30

[15] Chase, M. and Chow, S.S.M. (2009) Improving Privacy and Security in Multi-Authority Attribute-Based Encryption.
Proceedings of the 16th ACM Conference on Computer Communications Security, Chicago, IL, 9-13 November 2009,
121-130. https://doi.org/10.1145/1653662.1653678

[16] WA, 2585, FETHCRmE RSN I 2 B RO s 5 R[] HHEAUSI 7T, 2018, 35(1): 248-252+276.
[17] EpRA, EiAy, EET. T 2380000 CP-ABE BHAEE 7 E[J]. HENL TSR, 2019, 55(13): 78-84.

DOI: 10.12677/s€a.2020.93025 226 Bt TR S N


https://doi.org/10.12677/sea.2020.93025
https://doi.org/10.6028/NIST.SP.800-145
https://doi.org/10.1109/TIFS.2016.2523941
https://doi.org/10.1109/EIConRus.2017.7910620
https://doi.org/10.1007/11426639_27
https://doi.org/10.1145/1180405.1180418
https://doi.org/10.1109/SP.2007.11
https://doi.org/10.1109/CCIS.2016.7790297
https://doi.org/10.1109/TPDS.2013.271
https://doi.org/10.1109/ISPA/IUCC.2017.00067
https://doi.org/10.1016/j.future.2016.12.015
https://doi.org/10.1109/CBMS.2017.30
https://doi.org/10.1145/1653662.1653678

T %

(18]
[19]
[20]
[21]
[22]
[23]

[24]

Sandor, V.K.A,, et al. (2019) Efficient Decentralized Multi-Authority Attribute Based Encryption for Mobile Cloud
Data Storage. Journal of Network and Computer Applications, 129, 25-36. https://doi.org/10.1016/j.jnca.2019.01.003

Wei, J., Liu, W. and Hu, X. (2018) Secure and Efficient Attribute-Based Access Control for Multiauthority Cloud Sto-
rage. |IEEE Systems Journal, 12, 1731-1742. https://doi.org/10.1109/JSYST.2016.2633559

Vaanchig, N., Xiong, H., Chen, W. and Qin, Z. (2018) Achieving Collaborative Cloud Data Storage by Key Escrow
Free Multi-Authority CP-ABE Scheme with Dual Revocation. International Journal of Network Security, 20, 95-109.

Boneh, D. and Franklin, M.K. (2001) Identity-Based Encryption from the Weil Pairing. Siam Journal on Computing,
32, 213-229. https://doi.org/10.1007/3-540-44647-8 13

Josh, B. and Jerry, L. (1990) Generalized Secret Sharing and Monotone Functions. In: Advances in Cryptology
CRYPTQ99, Spnnger-Verlag, Berlin Heidelberg, 27-35. https://doi.org/10.1007/0-387-34799-2_3

Blakley, G.R. (1979) Safeguarding Cryptographic Keys. National Computer Conference, New York, 4-7 June 1979, 313-317.
https://doi.org/10.1109/MARK.1979.8817296

Yacobi, Y.A. (2002) Note on the Bilinear Diffie-Hellman Assumption. lacr Cryptology Eprint Archive, 45-57.

DOI: 10.12677/s€a.2020.93025 227 B TR R


https://doi.org/10.12677/sea.2020.93025
https://doi.org/10.1016/j.jnca.2019.01.003
https://doi.org/10.1109/JSYST.2016.2633559
https://doi.org/10.1007/3-540-44647-8_13
https://doi.org/10.1007/0-387-34799-2_3
https://doi.org/10.1109/MARK.1979.8817296

	CP-ABE Access Control Scheme Based on Multi-Authorities in Cloud Storage
	Abstract
	Keywords
	云存储中基于多授权中心的CP-ABE访问控制方案
	摘  要
	关键词
	1. 引言
	2. 相关工作
	3. 预备知识
	3.1. 双线性映射
	3.2. 访问结构
	3.3. 线性秘密共享方案
	3.4. 判定双线性问题

	4. 系统模型
	方案算法实现

	5. 安全性分析
	5.1. 安全性证明
	5.2. 抵抗合谋攻击

	6. 性能分析
	6.1. 理论分析
	6.2. 实验分析

	7. 结论
	基金项目
	参考文献

