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Abstract

DDoS attack is a major problem in the field of network security. This paper aims to improve the
ability of detection and classification of DDoS attacks, proposes a new improved random forest
algorithm, and on this basis, proposes an improved random forest classification model to detect
DDoS attacks. The experiments show that compared with the random forest algorithm, decision
tree algorithm and support vector machine algorithm, the proposed algorithm shows significant
improvement in accuracy, recall rate and F1 value.
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Figure 1. Frame diagram of random forest classifier
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Figure 2. Structure diagram of improved random forest algorithm
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Figure 3. Data set segmentation graph [7]
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Figure 4. Framework diagram of improved random forest classi-
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Figure 5. Flow chart of detection process
5. NS IERIZE

5. KRWERS R

AT, FRATIE IS SRR IS TEATHE T HTTP-DDoS Zii ki) OPRFM MEBUTEREHIZ . H1al
UL FLAE TS I PR . AT B F AR B B % 1 R

Table 1. Experimental environment configuration

F 1 LEMRERE

A AR
Intel core i7-8750 CPU @2.20GHz Windows10 x64 #:1E &4t
8.0GB RAM Anaconda3
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Table 2. Value of feature |

2. HHE | B
No. Feature |
1 Avg Fwd Segment size 0.067
2 Packet Length Variance 0.065
3 Packet Length Mean 0.056
4 Fwd Packet Length Mean 0.051
5 Min_seg_size_forward 0.047
6 Max Packets Length 0.03
7 Bwd Packet Length Std 0.027
8 Fwd Packet Length Std 0.027
9 Flow Bytes/s 0.026
10 Init_Win_bytes_backward 0.021
11 Fwd Packet Length Min 0.021
12 Fwd Packet Length Max 0.021
13 Avg Bwd Segment Size 0.020
14 Init_Win_bytes_forward 0.019
15 Bwd Packet Length Mean 0.019
16 Subflow Fwd Bytes 0.018
17 Subflow Bwd Packets 0.017
18 Min Packets Length 0.017
19 Total Length of Fwd Packets 0.017
20 Total Backward Packets 0.016
21 Bwd Header Length 0.014
22 Fwd Header Length 0.013
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Table 3. Improved random forest algorithm experiment result table
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Precision Recall F1-score
BENIGN 1 0.99 0.99
DDoS 0.99 0.98 0.97
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Table 4. Performance comparison of each classifier
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Figure 7. Comparison of modeling time of different classifiers
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