Software Engineering and Applications /4 T8 58 FH, 2020, 9(5), 403-411 Hans Y
Published Online October 2020 in Hans. http://www.hanspub.org/journal/sea
https://doi.org/10.12677/sea.2020.95046

2 1D 2 iBEMER BB ER R

¥ W, & B, s, & F, KEERL FAKRY
i PEEEA AR, Jb5

2rit [ RRE B B S BT AT 5 TH S S5 05 BARRE G =, JbaT
SthERRERE RS, JEat

Email: lixu@tca.iscas.ac.cn

«
b
T

Weks . 20204F10H2H: FHER: 20200F10H16H; &4 HIH: 20204F10423H

R

W& LEEEMERZESHET NMA, MR ERH TN AR R e RN T REE R AR
HOR BB IRAR SRR S LEEE PR 2R TAE, 28 T LEEE P4 BERME IR B ARk
i, R TR EEEFEMNERBRBMEREARSEN, MHEPRBRIBM BRI TIZERARET T ER,
HIFRRF R TAEBAT T RE.

KR
Mg dcd, RMER, BRERFEMS, KiERE, ATER

Key Technologies of Threat Intelligence for
Satellite Communication Network

Kun Dong}, Xu Li23*, Yanmei Liul, Yang Li!, Haixia Zhang?, Kezhen Huang?3

!China Satellite Communications Co. Ltd., Beijing

“Trusted Computing and Information Assurance Laboratory, Institute of Software, Chinese Academy of
Sciences, Beijing

3University of Chinese Academy of Sciences, Beijing

Email: lixu@tca.iscas.ac.cn

Received: Oct. 2™, 2020; accepted: Oct. 16", 2020; published: Oct. 23", 2020

Abstract

With the gradual promotion and application of satellite communication networks, how to ensure
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the security of this new type of network environment has become the focus of the industry. This
paper proposes to introduce threat intelligence related technologies into the security protection
work of satellite communication networks, analyzes the technical challenges faced by satellite
communication network threat intelligence, and proposes a threat intelligence technology archi-
tecture for satellite communication networks, conducts analysis and mining technologies of key
threat intelligence, and makes a prospect of the future research work.
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Figure 1. Threat intelligence technology framework for satellite communication network
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