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Abstract

With the deepening of research and exploration in the field of blockchain in recent years, various
applications based on the blockchain technology such as digital currency and commodity tracea-
bility have penetrated into our lives. At the same time, the loopholes in the blockchain network
are also constantly mining by people, even if the blockchain technology theory itself is safe, most
of the applications are based on the blockchain technology to carry out the software system design
by developers. It is difficult for us to guarantee whether developers will introduce the third pack-
age of components when designing software. Vulnerabilities generated by third-party components
are one of the important reasons for software problems. This article will focus on the vulnerability
of blockchain projects related to transaction scenarios in the open source communities, and scan-
ning as well as analyzing the vulnerabilities situations of the project based on Scantist SCA. First of
all, to be able to obtain projects that meet the theme, this article uses a web crawler to search for
blockchain projects in the GitHub community, and establish a screening model through five dimen-
sions to finally determine the project to be scanned. Then, this article analyzes the indicators of
Scantist SCA to understand the capabilities of the SCA tools in vulnerability detection, and analyzes
which indicators the SCA tool uses to help analyze the vulnerabilities. After mastering the help of
SCA in vulnerability analysis, an assessment was made on the current situation of third-party com-
ponent vulnerabilities in blockchain projects in transaction scenarios, mainly the average number
of CVE security vulnerabilities in the community projects under this topic, and the distribution of
security levels, and the public vulnerability situation. Analyze the three aspects, and finally get the
general situation under the theme. Secondly, after analyzing the vulnerability situations, in order
to solve the impact of these vulnerabilities, this article attempts to repair according to the vulne-
rability fix method given by Scantist SCA. After repairing, discuss the safety of the project and re-
pair compatibility issues. Finally, after the above analysis, this article discusses existing vulnera-
bilities, provides a detection plan for the developed code, and proposes a left-shift strategy for se-
curity protection for projects in the early or mid-term development.
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Figure 1. The crawler algorithm implementation process
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Figure 2. Screening model
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Figure 3. Comparison of compiled and uncompiled dependencies
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[root@localhost cryptocurrency-api-master]# npm fund
cryptocurrency-api@e.0.@

s://fgithub.com/cheeriojs/cheerio?sponsor=1

o-select@l.5.0, htmlparser2@6.1.0, css-select@4d.1.3, css-what@5.0.1, domelementtype@?2.2.@
}'T https://github.com/cheeriojs/dom-serializer?sponsor=1
| L— dom-serializer@l.3.2
}—T https://github.com/fb55/demhandler?sponsor=1
] e domhandler@d.2
%‘T https://github.com/fb55/htmlparser22sponsor=1
| - htmlparser2@6.1.8
}‘T https://github.com/fb55/demutils?sponsor=1
| ' domutils@2.8.0
}77 https://github.com/fb55/nth-check?sponsor=1
| L= nth-check@2.8.1
}AT https://github.com/fb55/entities?sponsor=1
| L— entities@2.2.0

}—T https: ncollective.com/nodemon

| —— nodemon@2.8.13

}—T https://github.com/sponsors/lijharb

] L resolve@l.20.0, is-core-module@2.7.0, object.assign@4d.1.2, call-bind@1.8.2, has-symbols@l.8.2, get-intrinsic@l.1.1

Figure 4. Pre-compiled dependency tree
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[root@localhost lapp-demo-master]# cd ../cryptocurrency-api-master/

[root@localhost cryptocurrency-api-master]# npm fund

cryptocurrency-apigé.o.e

[root@localhost cryptocurrency-api-master]# npm install

Figure 5. Uncompiled dependency tree
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HAEFTA T H #RRe i s, 2id sl 4. 15 5 XTERIL, JEAT T 35 (M0 H T LATE AR HY
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[root@localhost fas-frontend-master]# java -jar /opt/project/scantist-bom-detect.jar -working dir /opt/project/batch/bitcoin-payment/javascript/fas-frontend-master/
[INFO ] 2021-10-87 10:22:02.357 main scantist.ci.Application:41 - You can run with --debug® and check scantist report.log for more detail.
[INFO ] 2021-10-07 10:22:02.364 main scantist.ci.PropertyManager:36 - init PropertyManager

[INFO ] 2021-10-87 10:22:02.716 main scantist.ci.ProjectManager:73 - init ProjectManager

[INFO ] 2021-10-87 10:22:02.718 main scantist.ci.ProjectManager:97 - sbd version: 2021/8/25

[INFO ] 2021-10-87 10:22:02.731 main scantist.ci.Proj n:116 - Detect package managers...

[INFO ] 2021-10-07 10:22:@4.202 main scantist.ci.ProjectM :126 - detectBomTool results: [NPM]

[INFO ] 2021-10-87 10:22:04.202 main scantist.ci.ProjectManager:128 - Detect package managers done.

[INFO ] 2021-10-07 10:22:04.203 main scantist.ci.ProjectManager:162 - Scan type: source_code

[INFO ] 2021-10-87 10:22:04.203 main scantist.ci.ProjectManager:174 - start to extract dependency information...

[INFO ] 2021-10-07 10:22:€4.218 main utils.Executable.ExecutableUti Resolved executable npm with file: /usr/local/bin/npm

[INFO ] 2021-10-87 10:22:09.623 main utils.Executable.ExecutableUtil:113 - finish execution with exit code: @

INFO ] 2021-10-07 10:22:09.685 main scantist.ci.ProjectManager:196 - Gather files of interest...

INFO ] 2021-10-07 10:22:11.137 main scantist.ci.ProjectManager:211 - Gathering files of interest - targetedFiles: 6

2021-10-07 10:22:11.145 main scantist.ci.ProjectManager:213 - Gathering files of interest done

[

[

[ N

[INFO ] 2021-10-07 10:22:11.145 main scantist.ci.ProjectManager:217 - generate report
2021-10-87 10:22:11.156 main scantist.ci.ProjectManager:225 - Triggering scantist scan

INFO ] 2021-10-07 10:22:11.156 main scantist.ci.ProjectManager:280 - Post timeout sets to 60 seconds.

INFO ] 2021-10-07 10:22:11.516 main scantist.ci.ProjectManager:454 - Upload to http://119.8.181.73:8237/ci-scan/
INFO ] 2021-10- : 88 main scantist.ci.ProjectManager - Upload success.

INFO ] 2021-10-87 10:22:13.288 main scantist.ci.ProjectManager:473 - scan_id:321

root@localhost fas-frontend-master]#

Figure 6. Pre-compiled scan results
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Table 1. CVSS score sheet
# 1.CVSS EH %

Rating CVSS Score
None 0.0
Low 0.1~3.9

Medium 4.0~6.9
High 7.0~8.9
Critical 9.0~10.0

¥ 154 35 H A H ) 3240 > CVE 224N 2929 A2 4= [ i, #%18 CVSS 1B, #HAT A
GRS, BERESPE 7 s, CVE Z4iRiAadrini 8 fix.
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Figure 7. Safety hazard analysis
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Figure 8. CVE security vulnerability analysis
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Table 2. Common components

2. AHAAH
A4 KGR
Lodash JavaScript S 27 e
Minimist — AT SRR TR
Elliptic SR AR T A AR e
Hosted-git-info PRI 45 2 8] & Ff git EHL URL
Glob-parent AR T B R R R A B AR
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Yargs-parser — IR TURAT
Lni FEAT A B4E Ini A% O PE R4S 2
Yargs-yn — A& 118n AR A
Path-parse PRALERAR R NT ThRE AR 1
Underscore B B U 1 P
Node-fetch ¥ window.fetch #7 E| node.js 1142 B AR
Tar FH T ST 4458 P 4 R 1
Debug FT 1 R e A R
Githubws —™ WebSocket /5 FH #4
Kind-of —R A AR
Brances Bash 4 59 & B I FE 7
Hoek — hapi &4t HISZHL
Fstream TR BN SO PR
Set-value — SR BEE i FH S R RTEAE N R B R I B
Deep-extend FRUR A VAR R R AR LR

2 AR AR AL S, T DUREE A SRR BN R CVE il HEEEME, A
I — AL 2 N 24> CVE i BAARXT NV R R A4 3 Fror .

Table 3. Correspondence table between components and vulnerabilities

3. AR SRENEXFRE

A4 N EE TR fa LR CVSS 14> EARTRE R
CVE-2020-28500 & 5.3
CVE-2019-10744 B v ARG 9.1
- - A

Lodash CVE-2018-16487 EP:r 5.6 a4
CVE-2019-1010266 & 6.5
CVE-2018-3721 Fh&k 6.5
CVE-2020-8203 = 74

Minimist CVE-2020-7598 Eofes 6.8 80

Elliptic CVE-2020-28498 rh f 5.4 76
CVE-2020-13822 ek 6.8

Hosted-git-info CVE-2021-23362 ookt 5.3 61
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Continued
Glob-parent CVE-2020-28469 = 7.5 58
Yargs-parser CVE-2020-7608 HRE 4.6 54
Lni CVE-2020-7788 = 7.3 52
Yargs-yn CVE-2020-7774 = 7.3 50
path-parse CVE-2021-23343 = 7.5 46
Underscore CVE-2021-23358 = 7.2 41
Node-fetch CVE-2020-15168 FRE 5.3 34
Tar CVE-2018-20834 = 7.5 33
Debug CVE-2017-16137 FRE 5.3 33
Githubws CVE-2021-32640 FR& 5.3 30
Kind-of CVE-2019-20149 FR&E 5 30
Brances CVE-2018-1109 FR&E 5.3 29
Hoek CVE-2018-3728 = 8.8 27
Fstream CVE-2019-13173 = 7.5 25
Set-value CVE-2019-10747 HE 9.8 22
Deep-extend CVE-2018-3750 HE 9.8 21
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4.3.1. Scantist SCA #{TimIAHEFIEE

Scantist SCA HA 14 J5 AR B THERRIE R M RE 7, WIS & A IR AR A2 R, FRARTE T
SRIFAT Z A B [7] H AR B AR R 2 00 6 & it , — MR A 24 CVE IR .
Scantist SCA £ LA B s 220 2 A @ AT UL T, s P A6 Bz A M AT B S B A aT AR EIAF
TR AR RRAS, BATTHRHE 2w fd A AR AR 5 e IR A AT XS L, B R AR AT I S
BERRIERE . AEEENE 4 PR, HEEBEERBLNES Pis.
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Table 4. Take the component Lodash as an example
= 4. LUAH Lodash 451

JEA KATH I CVE
4.17.21 20/02/2021 0
4.17.20 14/08/2020 2
4.17.19 09/07/2020 3
417.11 13/09/2018 5
4.17.10 25/04/2018 8
4.17.4 01/01/2017 10
4.16.4 07/10/2016 11

Table 5. Recommended repair

F 5 WEEE

Component Name Sgg?gfﬁ VeFris)i(on Severity Com[;:;:;bility Vulnerabilities Fixed

CVE-2013-0248, CVE-2014-0050,
Commons-File Upload 1.2.1 1.3.3 Critical Medium CVE-2016-3092, SEC-2019-10014,
CVE-2016-1000031

) . ; CVE-2017-15708, CVE-2015-6420,
Commons-Collections 1.0 322 Critical Medium SEC-2019-11294

CVE-2014-0114, CVE-2019-10086,
Commons-BeanUtils 1.9.0 194 Critical High CVE-2017-15708, SEC-2019-11294,
CVE-2015-6420

CVE-2017-12626, SEC-2019-10024,
CVE-2019-12415, CVE-2014-3574,
Poi 3.6 411 Critical Low CVE-2014-9527, CVE-2014-3529,
CVE-2017-5644, CVE-2012-0213,
CVE-2016-5000, CVE-2019-17571

Commons-10 2.0 2.7 MEDIUM Medium CVE-2021-29425

CVE-2015-5262, CVE-2020-13956,

HttpClient 435 45.13 MEDIUM Medium SEC-2019-10019

M A HRESE W, Lodash LPFE R IIRRA S, Fragfeil CVE I, HZR T 4.17.21 iAot
AEWR T, Pl Fizditr, B IERCR ROy 4.17.21, (HR T EERRE, AN ESUE,
S IUANILECH . #E55 5 1 Fix Compatibility & 3niE B HAME. T BEMEE A, &
RIGEEAS NI . WX FEEARAER A, e OB REREF CiEm IR, Frilxt T
PE A, 5 EERAAEAE IR T Ja 50— A FHeA I i A

432 EERBZUSH
BATNATHE I H Fhi BT 10 AN BN 0 B #H1T I FAE 25 AR e 8 P36 E, X LeIm
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H-F3 5 50+ el . fEffLEE i H f5, il Scantist SCA HATHEREEE .

YHES G T H BT 7 EHgmie, WEERENIHESE T UGSEH. 4REH, 9 MEER
R H P IEEME, AZAMHMEE R, RSaRAE. B9 1 MEEE G HIEg ki
GO, BPEAHEE AT

T, X EG N IE AT 0N, RIS E A TRIFAA A S 5 IR A S Z
RKRE, HWRE G BIAMREINS, BONRIRIAMRA R AP KA T2, S EUEH Jolwii b A i 244
Ja, HMILTEERAIL G . MO, R IAS AT EN, O S AR BE A 5 8 I A e s
[8]-

B, FRERBEERERDE, KUAEDH R EAA RS TR RS, HETCUEREMH. &
S3HT, ATLAS iS58, i 3d Scantist SCA XI5 H HEATALAE R M MM IS, AT LUK B — AN H o & IR,
FEHARE A, HATREEE, SAORIEXEEEDH 174,

5. Wig

25 IR AT, FRATR IS A X w1 X B 10 H 882 Bl FR A AE 22 4% In) R [9] o Tl X G it P K )
RIS, H SCA T HAGMZE oA %R, 4 SCA TR A EIER G, 7 LKA 24w
FI0 H A2 A F IR I E o« BEAAFRAT AT D RS R A W e, AT IRIR I, Bt TR, Rk
77 e —Fh T ERN R T, B NG AR, BORAS [F AR 5 =07 A 2B 4l
ZE5E, IRBEIN T AR NS, AR IE T ERAE S AR AT 47 B A

DRI AN )@, FRATT o] DALE T H AT, ok e B AT K, SNSRI — r, sl i 77 02
S P R RS . B R R e B R T REHLES BT R IMAR I R LEinfE I R
TUREI 3], IO 5 s B L 28 — 5 AR T R 5 B B AR R A, 3 mT DAEH SCA #E47 %2 44314,
oA 0] 8P 2EL A 3% 4 SR [R) B3 T 2 4 i) A RROAS o IR FE U DR T st R v 4l I AL AR AR 42 22 42 11
EHF R R B R T E G N ZEAE, T LR G AT 220l , DUORIEREAN I RSB 2 et 2P
LR AN R T FEAR N 28 XUy, 16 A LR AS . IBM BFFE B BB,  FE B FE b vk 224 ) J,  HUAE
SE it SR A R R AR A N A
6. REFMRE
6.1. AXRLE

ASLEE M FT 7 IFIRAL X A XCHRBET H (TR TS L. AR I T —M kT Scantist SCA I
THARETT 5 o ZIRERE T — D EAR: JATXHEESOAR R IR, K RTE mifE BB IR 1 2 4
(HARAR DX T DXCERBEEAT TF A I I H (1 2 A — A R GUE IR AT, JCHR A 5375 T 1 X B
TiH o FAT XL H (2 VR T, ERAEAITFREIH, ks M, ke m Soft
AP ARG, i, FRATTE B T AN 5T AT AT

AT GitHub A1 IX AR IXHUBET H F 8 G Bl M BADEL G55 5 1R I E 5
TSI, JEXTIE i B RS S 1 PP, fE RS T I H A LA IR IR 1 D

FATTHRARIE I B E G TR R, FF i SCA TRXHRNIZATER . XA feisid i
R MR, 2l TRk,

6.2. REIIERE
BRI X P e H A RS IR 1S BL3EAT 108, (ERATARAFAE AN R 2 Ak o RACKEE XA R Z 4L
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JETT I3 2

1) SCA THAZSGW ARk 7 BB Rk IAL, [R5 7 Jim e RSB AT ikt o i i TAE B, JF

RN GFEACIR SR AT (LA S5 R A A TAS AR BE T By 52 el (R MR 14 = B R PR 22— o AT RAEAT BE IR
NI, PAT AR ARSI (1 5 R A BE e 2 BOR LA CAS TS, DA U] S R I L FH AP o

2) JFRN ok B SCA T HE M ER AR KW FIVERE 2 . FREIK, A2 S BRI

PRI R — DI T RE[10], B 7 AT U RNVEE o ST HRATHEAT BT 7T, DOR B ITIRAE X
X BRBETH AR DU E 525 45 AR X 22 PR R BER T H . ARSI RN AR SCA TR
JEAE LI T LA E— 2B 0F T o

E&WE

AW FUAF B E K AR ER S ETUH BE8, TH %50 61972359; 1 EIHITA AR AR &M

T H w8, TH %5 N LY19F020052.
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