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Abstract
In order to reduce the energy consumption of nodes in Wireless Sensor Network (WSN) source
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tracing, this paper deploys sniffing nodes for source tracing. With the expansion of the network
scale, this method will greatly reduce energy consumption compared with the traditional source trac-
ing method. First, a multi-hop network based on the Collection Tree Protocol (CTP) protocol is imple-
mented. Then, the sniffing nodes are arranged on the basis of the multi-hop network, and the encapsu-
lated information is changed to some extent. Each node encapsulates its own ID and sends it. When
anode is added to the network, the sniffing node can sniff the ID information, and then send it to
the PC through the serial port. The path information can be obtained by analyzing the data received
by the serial port assistant on the PC. The experimental results show that energy consumption can
be greatly reduced by deploying sniffer nodes to trace the source. With the increase in network size,
the advantages of this method will become more obvious.
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Figure 1. Overall architecture of CTP
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3.1.1. EF CTP MBS HEL

ARV 2 Bk N 2% e Bk T CTP By, BRI, 1 56 75 ZE7E“ multihopsend 73X 43 T () Makefile ”
o S A

COMPONENT=multihopsendAppC

CFLAGS += -I$(TOSDIR)/lib/net/ -I$(TOSDIR)/lib/net/ctp  -1$(TOSDIR)/lib/net/4bitle

include $(MAKERULES)
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Figure 2. Multi-hop forwarding flow chart
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Figure 3. Flow chart of sniffing implementation
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#$1d: mib520.extra,v 1.1 2008-04-23 20:31:58 sallai Exp $

# The MIB520 uses the same protocol as the MIB510, so we

# just include mib510.extra

MIB510 = $(MIB520)

include $(TINYOS_MAKE_PATH)/avr/mib510.extra

£ ubuntu H1 dev U TR ARAE 7RSO, BAETHRENLI A SR A, Fh devi/ttyUSBO Oy USB
FER 2, 2 USB B L 4] LIS FH %o H 04 .

root@zyp-virtual-machine: /home/zyp/tinyos/tinyos-release-tinyos-2_1_2/apps/Ba
tation# make micaz install,2 mib518,/dev/ttyUsBe

mkdir -p build/micaz

Figure 4. Schematic diagram of code download
B4 RETHTREE

AR T L mib520 4 feas, FRAEHIE USB 5 1, i%4n FE b BENS Sk USB 2 1 B3l i
Mo FERFEF I 23R 753 E] devittyUSBO, [RIUL 75 2T USB ¥ 5 L1/E, HHUbRIWT.

B, FIH sudo apt-get install minicom iy 4% %% minicom, J£F|H sudo apt-get install Irzsz iy 4 % %%
Irzsz AP . 22358 5 BC B minicom.

Wikl 5 iz, 1847 sudo minicom-s, #RJ&, 4% Serial port setup.

[configuration]
Filenames and paths

File transfer protocols
Serial port setup

Modem and dialing

Screen and keyboard
Save setup as dfl
Save setup as..
Exit

Exit from Minicom

Figure 5. Select serial port settings
Bl 5 EFHEORE
Wik 6 fras, 1P A K Serial Device 15244 [devittyUSBO; {77 iB H

WK 7 fros, &%, 2 minicom S, R )5, HENBCE SCHERTE H 5, 14 “Filenames and paths”
SRIG 4y kS A, B 1224 Download directory A1 Upload directory 4: mib510 -->PC £l PC -->mib510.
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Serial Device : Jdev/ttyUSBe
- Lockfile Location : fvar/lock
Callin Program 3
Callout Program

Bps/Par/Bits : 115280 8N1
- Hardware Flow Control : No
- Software Flow Control : No

Change which setting?

Figure 6. Set serial port device
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configuration : |
o P ————— - Download directory : mib510 -->PC

File transfer protocols - Uplc.:ad d?FECtOFY : PC -->mib510
Serial port setup - Script directory ‘
Modem and dialing - Scrlpt program ¢ runscript
Screen and keyboard - Kermit program

Save setup as dfl - Logging options

Save setup as..

Figure 7. USB and serial port conversion
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Figure 8. Node successfully sniffed data
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Figure 9. Sniffing path information
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