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Abstract

In order to solve the problems existing in current network security situation assessment methods,
such as fewer sample data of situation elements, insufficient assessment accuracy, and long train-
ing time of model, a network security situation assessment method based on deep forest is pro-
posed. First, in the data preprocessing stage, the situation element data obtained from multiple
sources are fused and quantified, and the original situation element sample information is con-
verted into the effective features of the intermediate forest that are more suitable for the deep
forest. Then, the features are input into the multi-granularity scanning module to extract strong
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characterization features. Finally, the feature vector is input into the cascaded forest module after
feature optimization for layer by layer training to complete the network security situation as-
sessment. The simulation results show that the proposed model has higher accuracy and recall
than other traditional network security situation assessment models.
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Figure 1. Structure diagram of deep forest
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BEATLAR PR AT A RE R e S R FH 78 AN FI I RER, G RIS | H B RAE IR A R KA, 22 il 2
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% RLFE 44 (Multi-Grained Scanning) #8715y 1 H5m AR, 7E T B B BOMFFEMGH — E b . 5
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Figure 2. Network security situation assessment model based on deep forest
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Table 1. Network security situation assessment level
%= 1 MERESEITHFR

SHER B SHRH ik
1 LA [0.00,0.20] PIZCIRBLAE TS B LF- 7] 2%
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3 ERS§ren 54 (0.40,0.60] PR — e, B RT RERE AR — RE 1K
4 T fE (0.60,0.80] PUEIR DU ZE U RT REAE R S 451 K
5 e L fE (0.80,1.00] W2 AR ZE B AT BEE B™ B B
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A5 BLARIEAE K 2% vh ot R4 B SR s X Y 3647 . {6 Netflow, Snort Al Nessus 25 [ & W i #5444
ANFEMRSG2%, IRICY AT RS 48 % WIS h a8 AT FOA I . A0 H B 55 B (6 Sigar A S2m 3RS #T N
&Rt AR S . 356K Python 3.9.12. TensorFlow 2.8.0 ll Matlab R2019a #E/T1/i 5., M4
4 Intel(R) Core(TM) i5-10400 CPU, 16GB W17, NVIDIA GeForce RTX 2070 8GB &+, #{ERS N
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4.2, SHERWRE

A SCAE A Netflow. Snort. Sigar A1 Nessus S5 8038 U 12 (i B4R . A=A H B AR5 5
(1 H B SRR NS AR e RIEEARE S 7 AR E. Sk e AR
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¥ B 2R (Precision) 1A 7 42 7 1F 6 P-4 A AH B 2 345 0 B RE A B0 |5 TR 4 3 A A N A A 2
MIREASE LG, FIRRN

Precision = L><100% 3)
TP+FP

o TP FoR I TEAE RSB RIREA R, FP RN ARV M NS S5 R A R =
H 151 2 (Recall) FiiR 145 Y TE A Al 9 b 182 245 34 S5 0 AOARE A KR o S il 2 285 345 S5 0 O AR A B0 1Y
e, IR
TP
P+FN

Recall = T x100% 4

Hor: FN RREF RS AT B SR SRR E
F-score LB 5 FE T RGBSR A A AR, W3RN A
Precision x Recall

F-score = 2x — x100% (5)
Precision + Recall

FERIER . A B R A F-score iy ) 15 W X 25 22 4 25 AR A TR HE A
4.4, ERE5 54T

I A SR EE AR MR DF 58U P 2571 CNN FIBEALAR MY RF BEAT XS EE, 2B AR A
BRI ] R 5 RO LE B 2 B

Table 2. System resulting data of standard experiment
2. fERIE RS REIE

LAY FETHZEI% BEZ % F-score
RF 82.19 82.35 82.27

CNN 84.38 84.41 84.39
DF 85.77 86.03 85.90

HZE 2 (i HER TR, 5T DF IS 2 S H A RS R . A B F-score 3 & T HAth 4%
SR, XFEE RF ASAD CNN A7, DF B RS R 0l e 5 1 4.4% A0 1.6%, BRI A5 S T 4.5%
F11.9%, F-score 737l E T 4.4%F1 1.8%. 15 B IR S AR MR 2 ELAG B vy 19 9 2% 22 2 25 A PPA A 12
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WS /R TNE R SE U B BeA e H B RN 5N SR LA 70 2 4e B i ARt T ——
DL 2 22 42 J5 [ Bk 70 26 15 97 90 7 R0 JRIE O Y K S AR RE Ll N A B IR U S BT T B0 R T
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