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Abstract

In the current network environment, data security and privacy threats are becoming increa-
singly diverse and complex. So the single use of information hiding technology or image encryp-
tion technology for information transmission can no longer meet the requirements of safe and
reliable transmission, and a method combining information hiding and image encryption is
proposed to protect the data in two layers. The first layer uses the improved least significant bit
information hiding algorithm to embed the secret information into the carrier image, and the
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second layer uses the ElGamal encryption algorithm to encrypt the carrier image. Through expe-
riments, it is proved that the method can accurately extract secret information with high imple-
mentability and provide a higher level of security for the data while improving the data embed-
ding volume.
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B R L AT = T SRR BN IA BTN e 4 4 5 IR Ul H a2 L. R LR AL,
XHEGE BRI R T E R A IR B NATIHE B AR 3 2 vh JE I T2 A2 AT Sl 1 1%
B FERA e, RS ARES TANATE, S oG BT ARER R B, FER%
SR DR A NI R

W AR T B A A A D AR DR RS S AR AR R O B PRI 7T, H A
AR ENURA R 3, AE BRI, (5 B RO A Az 5 AR T 46 17, BARR IR
LT TR AL A A RS I ) 7 SRS b (5 2 [1] o A5 R AR A eI s SR W, B At
BBk, i BIAR. IGA. REREWSIABBAENF T, URBMEGE, b5 2aefxK
W [1] [2]. BEAE By A AR A S, AR A, A (i S i 2 R B 15 S BB AR AT 15 12
ffeda, CTCk e L SEERIMELR, A A E IR B T4 G177, RIS 22 45
FE B EE, SRSCOUE Ml RER st TSR, (EROE T AR ME R 2 A, Sek SR R 2
Bikzm, BXPEAREAT I, W PIE GG MR PR ORGSR, SR T R AR A
RE A At

T B A JE G R RE e P 4B on s A I R & A PR AR — P s R [3] [4] [5] [6] [7], AI& T i ity
REATE B RAGE, HBPOTEREIE R )G, REBABGIATHE, ARitiisEeE, ek
JE R AR IR T XUZ R, SO T 1 2 A [8]

BT RREIL, ASCHRM T — M 5 B RGBT GO 3 A 45 A 1 5 i, 6 SR AR 1 A% B B
D= A At A 2O e S e AR A L (9 T VA RN BB AR BB, SR ElGamal il 59200t 34k
PR BEAT Sl n s, s s Jm IO RO A D A5 B EAT A B, 3R 9 2 45 5 1K 7 s T 1 B A e

A,
2. ¥R
2.1. B

wn>1, afin B, WAA—PxQ<x<n-D)ffifF: a¥ = 1 (modn), /2 & = 1 (mod n)fJ/»
BH x, FRONatin . WEHFE a* = 1 (modn), MRAEKKKEHE, & @ ()& FEN—ME, H & (n)
2 afbin FIFTEE, FRahn — ARG,
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Hatin BN @ (n), HHEAY xE @ ()RR, 5 a* = 1 (mod n)Rkar, BEETFR a s n AR
JE T

2.3. BRI EIRE

Wp REH, g pMAET, W g g% .o ¢° PFEmod p Fi=AE LB p - 1LHIFTAE, FTLA
SEE yell, .., p—1JEME—HI xe[0, .., p—2f#ifFy = g*(modp), #x Ntip FLLg NEy HIE
ot EL, B x = loggy (mod p — 1),

Mg, p, X CHIRE, Ry WA S, (HWRSH g, p, y Hp IRK, K x WEHEH H .

2.4. Elgamal BB R %

ElGamal fin# &% & # Tather EIGamal (3545 /K « 55 5L/R)E 1985 4EHE H i — AN T 3E - Ffi/R 2%
FID-H)ZZ e AER R N i, B2 — R T B HO B N E R R, 5 RSA Hik—FE, #AEEHT
BHRINE MBS 4 . (HRPENEFA—FE, ElGamal 525 T B Hos Bn) 8, 1 RSA Hik3 T kR
H50 53 e DRI A 1) 83

5 RSA ByEAHLL, ElGamal BEMIRE i, MR 08 FAR R ARLEH, A R 0 B ST In s,
YO G322 2 S AHIR, A RB L 7 /2% m] B B B s, Rk, ELGamal Hik153 3
Tz N A[9] [10.

24.1. BEENFEAER

1) BENLER N REH p, HERp-1HRKEHHT. HEFE-MEpMAKE Ty, FHpRign
It

2) BEALER—NEE X (ERNEE, 2<x<p-2;

3) 4 y=g*modp, By NAH.

242, MNBE*

1) K M ity —ANE 0 B p — 1 Z 18] (8% m 1 AL A S

2) BEMLHhIEE — NEEHr, 2<r<p-2;

3)Cl1=g modp, C2=mxy" mod p;

4) #3CH(CL, C2).
243, fREEZE

M2 LA 33 M, M =C2 x C19% mod p.
3. Ef&mE
3.1. EfRmERE

HrEBRFE S CFEEREZNERR, E2HEAREERH SR ERENMA . KL, X
BB AL FL A5 B AR @5 h 4 . B RN st 76 )k o R — 2 I HE, 1 ECC,
RSA Zina S/ T — IR AR i BRI SC, (3 ARt ™ AR BN TR B ) %50, I8 B B AR
FHM . AR, TEHMOH R AR R BIE MRS, R RS — A58 B 0 UGN A 2 R B %
K1 s
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Figure 1. Digital image encryption and decryption flowchart
E 1. HFEGmEEREE

3.2. HIRBHAL(LSB)BIFKENE L

LSB (Least Significant Bit) 477K FP 52 —Fhi FH 7 BGOKENEE R, T EHC7 BB B
SR, DUSEHURRBUERY . S 00 50 B se B B0 R 45 H K. 120 e B AR & R AR 3L
£ (Least Significant Bit) S A /K EIfE K., B IBEFR A LSB $7 /K By

LSB % /K BB I B A AR B AR RN IR /K EDE 2R kol LU A 1 2104\ 21 8 7 MRS 3R ) i
AR, WITSEBUE BB B R b B A 1, Hx MR S B N
ANE G RI[11] [12].

3.3, EERIRHMAL(LSB)#FKENHEE

R4 1) LSB Hr /K., did MR R MR B 1 LR AR S5 2., 15 B IR B Ak
AR R, X T ANBRBUCH Sk il, XL AR (38 2 B T LB T AN HE R 1)

ST 2B A RN EGIERE, By bt RS R ERRB 8 i i
HILLRRRL,  FERIEA Fim i ek 8 i I ERARAL, SRERAFLE(E . FRATHER], X T#HERE, —14
BRAEMBASHAL, BUSARA A ARSI B, 52 HA A4 00, 01, 11, 10. FRubz AMEARmA A2 F
BHMAE . RANFEERIRNG L, FFR DRy R bR, HEWmAEKIER, HAS
[FFE 4 00, 01, 11, 10. DASLHERE, 43RA1FR BOERLE(E SR BIBAR G G iy, DA T kAT 5
E UG BN o BEACTRA B R %15 B 25 N (a, b), BRI EER] 23 DU M SLSE T 15018, Bl(a, b)
AL R(0,0). (0,1). (1,1). (1, O)VURMHH AT IFiE

1. HikAEE(a, b) A0, OV HER, BB RMEBICHAI N0, 0 O, DGR, AFEk(BEHA
J9(0, 0)) B A& i A A Hidhs (18 F 4B J9(0, 1)) BV AT 56 BifE 2 RN

2. HHAEE @ b) N, DAER, BB FAERICHALN0, 0)5 (0, D)IFHE, AFEBESUIEZEE
J9(0, 1)) B B i i AR A Bt (18 F A8 790, 0)) B AT 56 BifE B RN

3. AMAEE @ b) N, OV HER, BB RMERICHA N, 0)uiE (1, DIEME, AFBs(REE
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(L, 0) B AAE SURARA B (R = (L, 1)) B AT 58 LS BTN «

4, HIRAE R b) N, DHEAER, B GRRERKMAN, 0)8E (1, 1)IFHE, AFBRIEZERE
(L, 1)) B AUE SURARA EE (15 2= H (L, 0) BRI T 58 i fE BTN .

DA EFRATHE I T VIR R R A 0L, ERHME Z A AR A7 28 2 A8 50— S 15 100 T B AT 8RN PR AL AR
FEE. A%, b, DECEQ, )AL A, BB ERACHALO, D)0, 0)KIA ARk, Toik@ids
M BURAME A TR RN, 2(a, b)>N(0, 0)E#E (0, D)HILLE, BRME R AARHL N, 1A,
0), [FIFEHICTIHE I AAE SURARALAS BALSK TS B RN, ShEE, FRATES 5 #EAR R4, SRSEHE L
AR SR BB o B . B SR T

MPRATIRNFLEAE B AL AN A BB R B ARALAE R, BI B SCERATTE ISR 0 DA SO, 3R
TR ARRALE N 00 FRATIR AR5 B 008 SR A B S R E N RARALA FIR, FRATADE AR A
BN 1. B4, b)A(L, 1)EE L, O E, EENRRBALHAL(0, D)FI(0, 0)FILL AR FI 2 (a, b) (0, 0)EL
O, )MAA, BEEME RO N, 1)L, 0)r .

SO LSB KBNS, DL—E B AL, AT SEPUE o — AN B RUAL, NI AL S, S
TN AAMEZRIRAN 4 LLEFEE, 2 4 MEEHN 8 LLAFE B HIHAR, Rt 175G LSB i NHIAI 2
&, HBEARES T BACE AL, TSRILEJE A LSB - /K B — R Rk 1 o
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Figure 2. Image encryption and information embedding flowchart
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(3) CRHEA BRI &AL R R

(4) WaBAk UGG R Ry B ORI, RIS AN R A I RARA R B AR A 5

(5) WRLEAG BIAT PR 4L, HHTE BN, BAMREESH 3.3 #i5;

(6) KR ANFREAE BB AR B I — A TR R, ENSGHAT ElGamal In%, BAAEES
# 4.2 35y

(7) ¥4l ElGamal % 5 MG R EEEA R LM E .

5 R, EBRESE BRI EZL IR T

(1) Bl 2N FL (5 BN i 3k A

(2) X EAAEG I — B R EHAT ElGamal f#%, BIAFIESR 4.2 345

(3) ARAEARIRALHEAT Fb 2 AF B HEHL
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Figure 3. Image decryption and information extraction flowchart
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FERGIAS B 20, FEX AR (E BT 1 HUC BB, RIE T B i et X BRI H A

Arnold B #t, B #ritFEr] ()R R:
Xn+1 _ 1 b Xn
{yml}_(a ab+1j[yn}m0d(N) @

Hr X,y RoRBHAKEEFERIOME, X Yo RRERZFHERME, a, b ASHL n
TR MR B AL N G (T 505 RS TR ARSI EIR, FreLEATATHE M ASE
T N I1EHL), mod ARLIZH

2ot Amold 222 Ja EE B R L B 2 EHHES, XGRS BARELICE, MMl 13 K&
BRI RCR . B RAT N — DR, RORGNERI R 2 Bk AR A L%, BAnTS% 3.3
7o FEXEBRATIRA R RN, FATEFAE A GO TEIEATE RN, ZHERRERA T K
AFE, B R 2 D

gt FoBTRE, SERt 7 ME S ARG, AOX TR S BIRA KRR BT ElGamal N Ja A 4a 1%
Wesi, ik i CAR B e i o, (RBAR TAR IR AR AZ 1k, Bellom e B A s AR B0 B, /5 ZEEEAT &
R B A FIRL (5 B SR U AR . 72 SRR IRAL RIS B R $2 1, AT dbAr A s MR ROSR L, $RIL
JEHEAT ElGamal fif s i ] Wk & IR an Bk 45 12

4.2. BEERM#RE

KH] ElGamal N5 St 4T Em 25, A% ElGamal Sk JERE, 20 B R+ e 50 )
SCHE . A R AR

(1) EHENMREHp, HERp-1HREHNT. FEBE A p ARG g. ¥ p Fg ATF;

(2) BEHLER— MR X MENEH, 2<x<p-2;

(3) itE y=g“modp, By NAH:

(4) KA SCHAR g — AN 0 B p— 1 2Z R 1K m VR AR RN B S

(5) BEMLHLIER —NEEH r, 2<r<p-2;

(6) & nE 5, KETT¥AR CL, C2;

(7) KiETk CL RKIEAHMTT, ¥ C2 AR FIHEE S MIHE.

Zt, shoeR T BEAE B nE R, R R A EIGamal % BT UG MBS, i
BB REERNE RN, I RS SR

(1) BT BN B — A E R R

(2) BB RMEMRS C2;

(3) HHM=C2xC1™ mod p, B} AT figf5 S b B SCHE

(4) ¥ sCHEEE R S B R

(5) P

5. SEWEERS S

ACEIS KBRS UE, P EEI IS T RAFIRCR, 75 58 UE BBl AN 5 hn 5 1 kA
by ST RS AS BRI AT RS HETC IR R I . S8 43X LA Cameraman. Goldhill. Lena. Peppers DY
K/ 512 x 512 B G HEAT 85 R U], BAREUR A 4 Fros. (S B EHR AN 5 Bros. Prf sci
I/ MatlabR2017b R 401 & 34T 1 H LB

25|
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Figure 4. Carrier image
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Figure 5. Secret infographic
5 MEESE

5.1. EEBAY4IEIE

HARSZIGAE B s, MR AR SCRI RS VES & 4 A2 (E BT B 15 2] /) MG an 14
6(@)~(d)Fram. K 7 s DY IS EIMG 433 3R 7~ B AR TE #R AR B G A Bk Al 2 15 B 22 5 3EAT 2 ) 45 R 1A
8 FIE 9 1) (a)~(d) 43Tl Xt 87 1) A i 2 G RN S B R 2545 IR o
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Figure 6. Watermark embedding
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() Cameraman (b) Goldhill (d) Peppers
Figure 7. Encrypted image
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(a) Cameraman

Figure 8. Decrypt image
8. MREEK

(a) Cameraman

Figure 9. Extract watermark
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5.2. Giit4E R MRED T

(1) IE#E
TSI TR I AL 0 85 BRI IR 2 SR B B IE AR PR . A\ bk Sizger 6 B EFRAT W] LUK IR,
X T fif R I BRI R I SR /K EME B, SR MBIV G . 1 SEAF R 5 gk AT Ui B, FRATTR
AR RENC, RERBEATEY, NCHTHREA LT
M N )
ZZW‘J xW
NC — i=1l j=1 (2)

M

33 W)

i1 j=1

Horbr Wiy AWy FIGr 5 JE AR 5 RIS IR 25 (5 S X AL B R R R A HBUE R SO &
BRI, B EEGE 1. RIRARIER 1 TR RIAR, FTRNZSRIRRE s 52 ek R A 15 8 RS HE SR U
A=A

i 15 /S o

Table 1. The effect performance index of secret information extraction

® 1 EERREINRMREES

K% NC {&
Cameraman 1
Goldhill 1
Lena 1
Peppers 1
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(2) MAFEXLL

X AR SR ARAT AL (LSB) 5%, — MEEAEDURAN — FURp Bl 0 T A SO i 10 et (AT 2%
Ar(LSB)SLi%, — MBI X LUARFONRES e P AL R 345 IR, X+ —RIIK/N R 512 x 512 K/
Rk R, AR B 5 fa A GO NANR, BARRS ELEE SR W% 2 P

Table 2. Embedded capacity information comparison (bits)
+*® 2. MABEEBIEE(ELE)

K% Cameraman Goldhill Lena Peppers
SCHR[11] 512 x 512 512 x 512 512 x 512 512 x 512
AL 256 x 256 256 x 256 256 x 256 256 x 256

AL, FATTEST Fk B A BE AT T IS 8T 1B W TE RN A(E AR R G ] AR,
R Bl (8 RS i BRI 3047 T PSNR EHATHHE, ST TF—IEK/N RN M x N B, HitEAN:
MaxVaIuezj

©)

PSNR =10x Ig
MSE

Horp MSE AR 1 S5 40 BR -5 B0iE 25 BRI U5 22, EnT DAELRE St PRI AR 3515 S AT
XRIGEAR R GERIVBEE R, BEAREGRAGE R 2 ZERE, EritE A0y

MSE =3 30 [1(xy) = (xY)] @

NI (x, YRS BN AT, AFR (X, y) R R, v (x, y)ARIVEE RIRA LS, A5
R, )RR E . MAXValue 1RG5 W KAE . XFT 8 471K B S ki, MaxValue ¥ 5 KAE A 255,
PSNR MEE R RN EHEG S FEGEG M zER, HEBRK, REREGREERN, N 5—
AN B T R (5 R BRRREE . 36 3 BT K12 RRE /N A B ik MG R A AR IRV Sk kAT i 2 s i
BLH) PSNR fEITLE, MR AFERATAT LAE A SCRIVEARR T H AL Fh, PSNR {EH &, ARSI TH
VIERTp L = R

Table 3. Comparison of PSNR values
% 3. PSNR {&xitL

K14 Cameraman Goldhill Lena Peppers
CHR[11] 51.16 51.15 51.14 51.15
CHR[13] 42.53 4254 43.05 42.99
KHEE 54.16 54.16 54.15 54.17

(3) =AM

ElGamal N5 502 1) 22 4P 32 SR T B HOM Hon) UK N HMEPE . 7E ElGamal &g b, IR
GEAGAN—ANEEE, AR SGEATING . IS RE 0 Fe A A SR RAAR . 33 K 3 BORN A il
AR RGP IR, AR B ORI ] (1) A A A A TR N e AR R . W T RENME R ANEE, ElGamal
H R 2 RS HEREOE 5, AR RFERAEIE . X i A A LLIE S WL N S 1% R
(ELORAE Tt AR IR A o TN I PR 2% (R 38 3 23 3 BH (A BH) A BE AL A ) T X e 250 5 R
AT, W0 T AR AR . 530k 14 [14]FTSERL 0T TAHSCINT B, e 4 Fos, S00F T AR SCHE
HEEAE SN,
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Table 4. Security comparison
4. REMTEE

T K Zatk BAL
SCHR[14] Ji T EPKE LEglis
A K He T B O H ) B

6. 4518

BEXS AT AT, {5 2 Rl e PG B TE 2 /2 T SEAE MR I e, 3841 7
—REIT R, Aie A B RGEAE G E SR, DI IREIR I LAt . 1A DO I SR R
SLRREATAR BB, RIS MR RACP AL A N OG R AT E B R, ot e BATE 1 BRI
2 R, S5EAD LEFEHON 1 RREARAELL, 18m TR &, ST imA s, HiTR
PEek T BRI R, X B AR R AR B, RN AR R B RT3 T ORAE TR A5 B A AT
WA BEAh, (6 ElGamal Infi s Sikxt BEREAT NG, et , KEHEMEREDnE %
W, RGP P EFEA R E G IR A EE . s, R IEm R4
REIE L B A0 (0 FMR BHs o 2 AR TR Bon SO /L, 9IRGB At T Emgoi 2 att. Bids s
F R AN BRI R, RS LE A  RE R DR A A5 B R A AN S B, DTG AL T 5 1 i ) 22
K.

ARG R SR IOUE, ERD T EIER AT . EOEAE SR, Bl 2 B e UL BEION
i, XGRS R, B, RORI AR 52— P X s e

E&WmE

% H ARl 754 (61370188); b 5t i ZeZ AL 0k 77 1+ 8139 H (KM202010015009, KM?202110015004,
KM202310015002); b 3¢ BRI 27 5 17 1 ) Bl <10 H (27170120003/020) 5 b 5% BRI 27 e BT 15 ] BA 150 H
(Eb202101); AbaC BRI 2R 1 1 5 34 0 H (27170122006); A6 = 55 20 F 2 4x 2022 FFEALIH] b PR
(MS2022093); b 5% E il 2 e I 28 % (7] 22 4 35 & 27 R e W0 H (21090123010); b3 ER R 2% Be A 9 A 2k R
FRERIH( (GRS H K ).

&E 3k

[1] Chang, C.C., Lin, M.H. and Hu, Y.C. (2002) A Fast and Secure Image Hiding Scheme Based on LSB Substitution. In-
ternational Journal of Pattern Recognition and Artificial Intelligence, 16, 399-416.
https://doi.org/10.1142/S0218001402001770

[2] Desoky, A. (2008) Nostega: A Novel Noiseless Steganography Paradigm. Journal of Digital Forensic Practice, 2,
132-139. https://doi.org/10.1080/15567280802558818

[3] WkiH, BoRtEE, WUHZE. BISCEMGRaTdiE B SRR 0], B E B R B4k, 2022, 27(1): 111-124.

[4] 53K, JA. %3080 (5 Bt 7t it R RFIR D). T E AR A2 K208 A FH20R), 2021, 27(2): 40-46.
[5] PEHAUR, WSk, FhANE. BTN B TG B R EE SRR [3]. IR EL, 2021(19): 94-98, 110.

[6] Rip. HeTEG NI 85 B R EEA DT ST [D]: [t 2278 3C). BIAt: AR5, 2020.

[71 B4 A. hnaEss g e W5 S RamUT 8t K [D]: [t i3], fRoe: HAb iR %, 2020.

[8] Das, R., Baykara, M. and Tuna, G. (2019) A Novel Approach To Steganography: Enhanced Least Significant Bit

Substitution Algorithm Integrated with Self-Determining Encryption Feature. Computer Systems Science and Engi-
neering, 34, 23-32. https://doi.org/10.32604/csse.2019.34.023

[9] RZFA4E, pbk, TEF. ElGamal s ARG TR AR EAR RN ] TS B4k, 2005(5): 86-88.
[10] ZFilis, Xz, JETHE 2 ElGamal s (R s & A8 00 SR HII]. St 50145 B, 2006(12): 70-72.

DOI: 10.12677/sea.2023.124062 649 B TR R


https://doi.org/10.12677/sea.2023.124062
https://doi.org/10.1142/S0218001402001770
https://doi.org/10.1080/15567280802558818
https://doi.org/10.32604/csse.2019.34.023

eV, T

[11]

[12]
[13]
[14]

Tyagi, V. (2012) Image Steganography Using Least Significant Bit with Cryptography. Journal of Global Research in
Computer Science, 3, 53-55.

P, WERR, TR, T BACA B RET/KENFARD] BRI TFE2ERB 2R, 2005, 19(1): 30-33.
A, ARVEE. 2ET Armold EELRIIDE MG TE B RGREL]. BARTTHE ML, 2019(12): 68-72.

Singh, S. and Attri, V.K. (2015) Dual Layer Security of Data Using LSB Image Steganography Method and AES En-
cryption Algorithm. International Journal of Signal Processing, Image Processing and Pattern Recognition, 8,
259-266. https://doi.org/10.14257/ijsip.2015.8.5.27

DOI: 10.12677/sea.2023.124062 650 B TR R


https://doi.org/10.12677/sea.2023.124062
https://doi.org/10.14257/ijsip.2015.8.5.27

	基于ElGamal的改进最低有效位信息隐藏算法设计
	摘  要
	关键词
	ElGamal-Based Improved Least Significant Bit Information Hiding Algorithm Design
	Abstract
	Keywords
	1. 引言
	2. 预备知识
	2.1. 阶
	2.2. 本原元
	2.3. 离散对数问题
	2.4. EIgamal密码系统
	2.4.1. 参数定义和密钥生成
	2.4.2. 加密算法
	2.4.3. 解密算法


	3. 图像加密
	3.1. 图像加密概述
	3.2. 最低有效位(LSB)数字水印算法
	3.3. 改进最低有效位(LSB)数字水印算法

	4. EIGamal加密隐藏算法
	4.1. 信息隐藏
	4.2. 图像加解密

	5. 实验结果与分析
	5.1. 算法有效性验证
	5.2. 统计结果及性能分析

	6. 结语
	基金项目
	参考文献

