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Abstract

Aiming at the shortcomings of information loss and weak effect in the current finger vein image
encryption, a new encryption strategy is proposed. Firstly, an image smoother is used to obtain
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the size of the vein image to determine the image range, secondly, the method of bright and dark
regions is used to obtain the representative feature information of the image, and finally, the key
information and the plaintext of the image are encrypted by using the quadratic Logistic mapping
and Baker fusion respectively, which improves the security of the image encryption. In the simula-
tion experiments, the algorithm correlation analysis of the three indicators are significantly im-
proved, while compared with the one Dimensional Chaotic and Uniform Non-Degeneracy Discrete
Chaotic in the statistical analysis of an average of 12.7% and 5.6%, which verifies the effectiveness
of this paper’s algorithm in the image encryption.
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Figure 1. 8 x 8 image smoother
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Figure 2. Hybrid encryption sequence of both
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Table 1. Correlation of two neighboring pixels of captured vein map and encrypted map

? 1. REFIKE S MEE R MABGREXMN

paaL! T kR LR I
IKF 51 0.9132 0.0034
I 7 ) 0.8915 0.0029
Xf F 77 17 0.9275 0.0023

Table 2. Comparison of time complexity of capturing vein maps and encrypted maps
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J7 1A T kR AE B (%) I (%)
KT TH] 75.25 38.15
EH T 66.45 36.35
X 77 18] 91.37 64.74
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Figure 3. (a) Acquisition of image diagonal; (b) Encrypted image diagonally
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Figure 4. (a) Acquisition of image level; (b) Encrypted image level
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Figure 5. (a) Acquisition of images vertical; (b) Encrypted image vertically
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Figure 6. (a) Gray scale image of finger vein from literature [5]; (b) Gray scale image of finger vein from lite-
rature [6]; (c) Gray scale image of finger vein for this paper’s algorithm
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