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Abstract

In recent years, fraud detection methods based on graph neural networks have attracted much
attention due to the rich relational information contained in graph-structured data. However, for
graph data with severely skewed node label distribution and multiple relationships, traditional
graph neural networks may perform poorly. In order to solve the fraud detection problem on mul-
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ti-relationship unbalanced graphs, this paper proposes a relationship-aware graph neural net-
work-based model (RA-GNN). First, Top-p neighbor node sampling based on node similarity is
performed on target nodes to improve the problem of imbalanced node label distribution; second,
within each relationship, a node-level attention mechanism is used to enhance the influence of key
neighbor nodes on the central node embedding, and aggregate neighbor information to obtain
neighbor representation under each relationship; Finally, an edge-level attention mechanism is
used to adaptively learn the importance of the neighbor representation under each relationship to
achieve relationship-awareness. Finally, using the edge-level attention mechanism to adaptively
learn the importance of the neighbor representation under each relationship, the relation-
ship-aware neighbor information is aggregated to obtain the embedding vector of the central node
and applied to the fraud detection task. Experiments on both benchmark and real-world
graph-based fraud detection tasks demonstrate that the proposed RA-GNN apparently outper-
forms other baselines.
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BEE B PR R R, VEAT N H 8K, 45N . b T B i ok 1™ E I A B 4 2R A
BEERK . AT HBCRMATTIRVEAT N, B ANIESRR[1] [2] [3] [4]. AtLZ24[5]. BRIT[6] [7]540
B TSRS RERIRVERIN 7775 . BT IRVEAT N B 2RISR 4, A B S50 R s IRVET N
HEEERKR, REEGRVRVERNRMEE 8N 2 MEER. KL, BB Z a7 N RIF a8
FH B 25 A o ISt 3 eh (R SRVEAT 00 R AT A8, At B T BRI S VEAS I ASE 28 [8] [9] [10] [11]

—ANRVERSI ) LS A0 R L S R DAACT S R OC RIAAE . BE T IR VERS
IS AE DX J3 BRI 7 S o 1 ORI AT R, AR okt 8 T ] B e BT s SR, B, A
1E H-RZE G HE T R IIRVERS 5 [12] i MRAR I AE B e B R A () A% # [13] . $RH AE 2RI ik
HOR AT B R PP [14] 5

Bt & P #h 22 9 265 (Graph neural network, GNN) & &, 1 GCN [15]. GAT [16]#11 GraphSAGE [17]% .
BRI 2 (1) GNN BRI 32 N T HRVERRIIAE S5, 21 SemiGNN [18]5& —Ffr=f2 i 5 1 e ) - A 24 Y 245
BT GINVE R I AN [F) 220 (1451 2K R KK 3 7 4 Bl R VE RS o B R R R . GraphConsis [19]52
— PR URVERT I BRSO — 8 RRIEA— BRI O¢ R A — B 1) A B4 M 4% . NCI-GNN [20]2
— P A FH Bl A AL S S A 2% R ORI B IR B I TR SR QT AT 22 )R B OE N IR A I B R R Y 4%
CARE-GNN [211J& —AMEF 6 P25 IR VEAT NI B 2 I 2%, A SRAL 27 ) K58 GNN R il . &
T GNN R VERT I8 S B G AR R AT s S B, D BRI SRR N, 85 R 73 SR EAS I T s 2
BT . SEGNET BT EMEL, 5T GNN 7775 R85 DL 51 A2 W B 10 05 AT 4, 3
AR R MRFIE TAE AR bR i BAR [22] -

SR, AEIRVERTIIAE 55 b, JRVE Y s R e /> T RAEST . filtan, 7E Yelp W3k b1 FSLvPie 3L
PEEE YelpChi [23]71, (A 14.5%MVFEE R Fie, 1 AT MRS, A TS Rk S RE S
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W2 HERMEAR T, X2 GNN BERLIE AP o] U MR AR 22 I SR IR o T4k, AATIEO) T odt T
& GURFAIE 2% (8] R RSN STAA87 1), A5 199 5 S D7 ¥R AT DA A3y SRR A A . H SRR B I SR R KR
P, I SR 08 i 5T Bl R BRAE OB B0 R 3G D B R A R B, i N D $ T R (Synthetic
Minority Over-Sampling Technique, SMOTE) [24], F i& & KA (Adaptive Synthetic Sampling, ADASYN)
[25]55; RCRAER N ZHOERFEAR IR I — 2L 5, (2 BRI/ DEFEASEAE Y, W1 Easy Ensamble 5
15[26], (HR R RAE AT R S EE A HZE B LA & 1 1 . F BT 8 A A R AR
(AL R P AR I A0 AT, i AR BRI D7 VR [27] 80 EE T 0 ST TV 28] . BRORME SERFAIE 23 ]
R AN M B 2 IR 3 TARGF AR AL, A2 B T Ak 2 PR 5 R 5t o 1001 RORR A8 40 A AT 47 ) PR i 42
W28 Y AN A 19 B 78 7 IR R

BRUCZ Ak, ERMIB R T, —AN fUEH 25 2 PR R AHE, Flin, 7£ Amazon [29]1Fi8
ARGt WAVPRTTRRHE — M P IERE, WATReHE M k. B — K IPRAERT, Mo 5iX%
PRSI IS I [F B o6 RIER R S — KPRt e RE 2 R I, AR —/NMRVER P AT S KA 2 K
VEVR . W R BRI P BT A KR, HERAAS NP ECTF e R R & T XA T W
5 Ri[15] [16] [17] [30], MITCi AN i BE AT 3R ENAT B 15 S, 95 e B h L 8 1 = 3 1l S R
W R, MR EE & RIEGE S . HULRT L, ERH 5T A B 4 SE R, AbBE 256
RN BIARJEST A W R — AN B AR A5

NT g EARW R, ACRBT —MEH T2 XREAPHEHER GNN VRS I A5 5
(Relation-aware graph neural network, RA-GNN). — 5 TH, X T B H 5 sibR 28 40 A7 AT 6 i i, 15040
JE 5 RS BART SRR, A Top-p RAFSEIS BARY R G ABfE T RS Si— 5, X T
Z R ABEMNEERE W, S5 8 TSGR R = AU, B ISR )RR R T IRE,
PR TR RBAME B R A . AR STER /MNMRVER A R BT T KRESLRL, 300F T Frde sy
RA-GNN (114 Rtk

2. HEXENX
2.1 BXEAFATEHHE

GE—MEG=(V.E,X,C), HAV={v,.v | RFWHRES, £={8,..&}) FrEE R MRRIL
Bt X={X,. Xy | BT HNFHEREES, CRRTHIREES. HERGT, CREITMME
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T GNN PR VERT I 92 57 A2 — AN E B BT S0 AR5, AT E SR IE R G IR G — N2 R R A
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Figure 1. The framework of RA-GNN at layer |
1. RA-GNN 7£58 | B = EAEZLE

3.2. EFHSHEER Top-p $BERH

FE R 2 8 RAFET B, IR s8R 2 TR s, AR A EEE RS
R HAR RIRIR, SRR ZRI BN AF R 1. 32 GraphSAGE (15 &, ANSOxH H bR s itk
AT ABJE KA, 5 GraphSAGE HH il i KA A ANF], B 18 245 AR UL [ Top-p RAEJTEXT R — =
RN KA T EFRT REAT AR BAR RIVAESS |E, KA r T HARES S u BARUER 7205 X
H:

0} — ool _IRD _ RO [

Sr (V,U)—exp( Hhvr hu,r 2] (2)
o, ||, TR |, . TR E R S T AR AR A5 2 5, R A 4 X A
%ﬁﬁﬁ%ﬁww,iX%ﬁ@ﬁpwqaq,mmmWQme4%Eﬁ%|E%%ﬁm%E%ﬁ,
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£ 3.2 R PATE A mARLUEE K Top-p SRAE T 20F a1 sl BEAT &I J KA, 35RO 2% pl
AR JE AR ST R A, ARG RIIRIR . EG R R M BT 5 G R PS80 4 P A i iR
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RIS JEE T X PR Y RN BUSZ I o ASSCAE T R U RS AT R R R 050, N E AR
JEHT R R, JFEE T IR AT AR R R RN R G . RER PR SINAR S SR R S =2k
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WATRIN(S], ROUT DL AT H AR REAT AR, BRI SIS, (EXR 1 F,
UL ZESS R A U T S
W R )

el = LeakyReLu(a(')T [Wgﬁ"héfﬂ

Horb, WO RIS, 2O RS R FAUE R, || FoR R PR,
softmax i 5 SEVE A 4R HEAT BRTEE AL ARSI A8 15 15 U 1075 200 R AR

exp(el )

N AN ©)
Ay
PINILICH
MEEL R, KR T, WBEEDHREHRAN:
hiy =% ayw, n]; (5)

3.4. BETFUFEBRNNHHXRERE

FE—ANZRAE N, W RZEAFREE R RIEE WS AR S EE, ERAENRARNNT A
RonZh, TERAFERRATRAEERETRS, BRI R RRRERR. X TARKR TR A
RN, FR AP SR, R AT et 1 55 2 0 R R OCBER P B S I E AR, MR PHE
ARG, WRRIHTEE R RN ATHCR, AR R 2 1 RIERE /1. O 1 BLEE N
R AR A AR SR AR B He 7 MU AN DR AR BT A 5 AN RIRR BE 8 U R, AL AN T 7E
EAPU, R AFRSCR, SEHORRBRIA RS SR, RV IV 3 L] i 21 3 ) 2 > AN [
KA T RIRE, 8RB B R HCE R, BERESKILTY 25 B IA RN, A3t T e

S B TR B
15 3.3 B R AR (AR, A5k RIOTERE F11E4 M-
el) = LeakyReLU(q(')T [Wﬁ(')hv(') ”\Nﬁ(')h(ﬂ) (6)
b, WY TG g st o) R R, 6 SRR AL R R
(1
expl e
[f)=soﬂnmx(é”)=—————£——lr— )
Y, cexp (e
U P07 A B A0 o i e T L S 2R SRR (1 2 MR R s
R =Y g h!" (®)

reR

FUAE Y, Gl 5 NDGER NI RE R & R A AR EEM R R R THAEEL, 454 3.3,
VS 1 A O s AR BT LA T 2CEAT BT
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L£=-Y[y,logp,+(1-y,)log(1-p,)]
veV (10)
p, = MLP(h{")
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4. SRR S5
41 KWiRE

4.1.1. HIEE

RS T PIANEIZ B TRV I 0 A TT B 82 4617256 . YelpChi [231/2 M Yelp Rk F3KEL
(1 FH P ot 8 R TR (PR i B . Amazon [29]05C8E 1 F P 6 7 Zh3Eh 3t ) SI% A 28 (0 72 il P S 4
R BB R £ o RS RO, For, 15 100 4ERRAE R, IR ELT S B AR 07 E“1”,
0 FRFEIZT AR BT AL LARFIZ BUONIVET . BRIk Ah, R Z M E =R R . XA B
RIS HE B =R R LR £ 1R,

Table 1. The statistics of datasets
= 1 HEENSITER

e TRE HRVEN s s L3 KA KR
R-U-R:[Fl—H 7 KR KPR 49,315

YelpChi 45,954 14.5% 3,846,979 R-S-R:[Rl—7 il AH R B 2% (T8 3,402,743
R-T-R: [—7= M 7ER A REIVHL 573,616

U-P-U: B/DFE—AMHEEF IR - 175,608

Amazon 11,944 9.5% 4,398,392  U-S-U: —HANZEDLHE—NHENTFHFIH, 3,566,479

U-V-U: B APSCAAAARE e s ) 5% 77 1,036,737

41.2. MHCER
ASCEFE T JIAN ek 5T GNN IR T30 UE A ST AT H Hi 1) RA-GNIN AR f A 24Pk
GCN [15]: —ANEET3i PR A AR B A B EUH A B o 2 [V RFAIE 1) B A AR i 22 I 4%
GAT [16]: — M EETVERINMIBEAT T SR G BRI
GraphSAGE [17]: —/MET-ARIERAE 45 A 25 3R & 4 1 H gh B 2R 2 ) k.
GraphConsis [20]: — N F T A RS VEAG I A A7 7E AN — S0k i) B AP e X 245
CARE-GNN [21]: —/N T e i VEAar ] b A7 78 1R Dy 2B ] R BT 22 D 245
4.13. SERGIAEE
AT T R ) S0 PR BTG B 4055 2 B .

Table 2. Experimental environment configuration
2. IWINBAE

SEEGFR R [
BIER R Windows 11 64 fir
CPU AMD Ryzen 7
GPU NVIDIA RTX3060
W17 16G
IS python 3.8
RIS S HERE Pytorch 1.12.0
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AT FERLE R ) R B S BN 3 .

Table 3. Experimental parameter setting
F 3 LUWBSHRE

Batchsize {1 NN 1024
Epoch BRI EL 100
Embeddingsize A AR R RN 4 64
Learningrate S 0.01
Layernumber FIfh & 48 250 1
Optimizer it 2 Adam
Testsize D Hafs LA 0.4

4.15. FNIBFR

E T 3V ARSI B4 B A7 7E O S OB 0 A AN P47, DRI TS (R0 VR AR 48 B AS I 3 23 ol 22 B R RE AR,
M e B2 7073 S AR B DB AR 1) 73 B8 Ty o ASCIERELT DUAN - TIRIEH M IR PPN 8 A SR iy A Y (1)
PERE, EA11 772 Recall . F1—score #1 AUC o EENIFATHEFR#SFT LA TP . FN . FP FITN 1HEARH,
HATPREIES, PN M, FPRMEIES, TN REME. WAh, it i HEIERE TPR FUE i
FEFPR, UL FPR S, LLATPR AHHAT ALt ROC #iZk, Hizk FimANf%& AuC . Fik4s
FRETHRE L A ((11)-(14)

Recall = _TP (11)
TP+FN

F1— score = 2x Prec_ls_lonx Recall (12)

Precision + Recall

rPR-—TP__ )
TP+ FN

FPR = —FP (14)
FP+TN

4.2. 18EELE

ASCHE YelpChi 1 Amazon $d 4 E IR RA-GNN PAK FLN 3T GNN )36 28 B AU 76 S VEAS AT 55
HfIPERE . % 4 AR T FTARBITEIZAT 100 ANEARE BIG FIVE Fiabr . TTRLE H, ASCHTHE 1) RA-GNN
TEFTA PN AR NN T HoAth R 42

Table 4. The performance comparison on YelpChi and Amazon

%% 4. £ YelpChi #1 Amazon ##EEE ERYER 4 REEL 55

" YelpChi Amazon

Y

F1 AUC Recall F1 AUC Recall

GCN 0.5533 0.5281 0.5211 0.6598 0.7478 0.6680

GAT 0.4649 0.5744 0.5386 0.6851 0.8102 0.6748

GraphSAGE 0.5471 0.5464 0.5266 0.6495 0.7635 0.7036

GraphConsis 0.6070 0.7285 0.6208 0.7837 0.8407 0.8450

CARE-GNN 0.6138 0.7705 0.7038 0.7857 0.8730 0.8367

RA-GNN 0.6616 0.7859 0.7077 0.8228 0.8862 0.8527
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TEFTA B8 F, GCN. GAT 1 GraphSAGE Y REfE[FIMY Bl iz T, BRI EdR £ A X &
HIRE— AT GCN. GAT LG B 77k, EAFE IR VERdE S DB I REA
PAREI AN, FINH20 TS MASNEELREE, KU RETE BT Xt LA o
7). GraphSAGE & H A MREIMEMEE T RALRIT7E, /iR AT AR AE . {Hi2 GraphSAGE
TE KA I ORARE ] 52 /N AT IS, 0 TR 1 L, 2236 if S8 25 R AT PR L R . GraphConsis
CARE-GNN & 5 Fl e S 30 1 26 T 2 52 R B AR VERG I 5 925, 40 1) S 0 R — 350 A0 Oy 25 il . 1
CARE-GNN Lt GraphConsis 5 4 >R FH 17 AR25 AU FEE 5 R0 0 B RAE AR, Rk S st s ) P e o
ASCHTHER] RA-GNN 7E 56 5 AR ARJE 15 s Al T s ) R A AR EERRE ARG R, fERRE M
LG B IR RBEAIMNE B A . EMMNEIEE LIS gs RAER ¥, RA-GNN BT Lk Ara T
PR
4.3. jHREAFR

N T BAE RA-GNN H AN s b B, B RGARJE S BT s BRI R RIB AR = 77, d
I3 S B P A HOR B8R FAG R . BB BR Y R BT ALIEN RA-GNN, » RS RROC R IR AN
RS HIREALE N RA-GNN, » 72 ] 2 F1 7R 1 1E YelpChi Al Amazon ds 45 b3t 47 FAR L T Bl 78 45 51
MR FATT ISR, 5 RBRPA BED IRV ABIRIAALL, RA-GNN E=/ANPPN RIS B3 B A BefE
RO, VXM ERBE NS A SR TR R R . M YelpChi Bodl 4 L seat g b a] LUK I, Pl
BRI B R RS, EME MRS N R . Bribz b, 78 Amazon BdE 45 RERG 5 42
HE H RA-GNN FEB R R RBANE R G, TR T ARRRMEZEELENEL, SBMEZ XA
BRI E . ] IR A58, SIANREMEE BN RSB MG RIBE A HIER T, #e
A5 BT A 2 I 28 76 22 06 R B L R VEAS I 1 B

: 1.0 :
RA-GNN,, RA-GNN,,
0.8 . JRA-GNN, . [ IRA-GNN
RA-GNN RA-GNN —
— 08|
o 0.6 o
3 3 .
%) %)
0.6 |
04+
0.2 . . . 0.4 . " .
F1 Recall AUC F1 Recall AUC
YelpChi Amazon

Figure 2. The ablation study results on YelpChi and Amazon
[ 2. 7£ YelpChi #1 Amazon ##E 45 FAIHRETR 4R

4.4. BYHBM S

N T VPl RA-GNN FEAFRIIZRZHCT 1PERE, ASCIERPI A EZEAGE S5, /£ YelpChi Hffi£E
FREHAT T SHEURESE . 18] 3 /R T RA-GNN fE YelpChi £ 55 FOC T PUANEE S H0 A PERE . A%
3(@)H, FRATU S B It &K/ $ETE FL R Recall, TiikF AUC SIS R I & 3(b) &R T AN
(B AR NGRS I AT RS, 7T DURBILEFEAE 64 I, EALAEARIN B B g MK 3(c) T LUR B,
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IEACRECN 40, 60 A1 80 I, AEAUVERERATEONIIE AR, BLNTEARUEIIRE I A & B SRR
PERE; B 3(d) Ui S RA B EAR/NEURK, 252 R BN 0.01 A LTSS R .
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Figure 3. The parameter sensitivity analysis on YelpChi
3. YelpChi #1185 ISR M 24

5. &

N T IRTH R 2R AE 2 50 R AT I o SR BRVEAS N R RE AR SCER HE — i3 T 50 A BN 1) Pl e kA
ZIRVERI IR RA-GNN. 55, 10 AS T4 B P A2 AR IR IR SRR A B 22 S ORI IR0 A, o F A1 ik
AP R PR Top-p 4BJE T RUREE: I W TRABDEESHEMCRNE, A AZER
TR B AR A5 2., 33 AN ) B B FEE P 0 J 1 e 3 FEAS [ RSB, 58 5 B 408 Jo 19 k] v a4
RARNIIGEM; e, REEROCR TR RIIARRE I, LS R B o Bt 25 5] R ROk R R
AU, BEGAREhO R B AR A N B R i FORVEAS AR 55 o AR SCHE LS VR A DN B0 £
YelpChi 1 Amazon E#EAT 1) 2 Sk, SEIRAERAERM], Fritth i) RA-GNN B HAR LA L R A R
GFEVEREINE RS, IF LT A AR DA B35 O 9B ACR . R — R 2t RA-GNINREF 21 A 5t
TEZRANTHEENAESH, IR R ZIVER S5 A7 78 B A
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