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Abstract

With the rapid development of technology and economy and the emergence of mobile intelligent
devices, the development of crowdsensing networks has been greatly promoted. Among them,
trajectory privacy protection methods are a hot topic in the research of crowdsensing privacy
protection. Although there are various methods for trajectory privacy protection, there is still a

XES|H: Foooth, BEEE, skibe, @F, BEE. BB R PUT R RARY Tk &S] BT S
i, 2023, 12(6): 826-831. DOI: 10.12677/sea.2023.126080


https://www.hanspub.org/journal/sea
https://doi.org/10.12677/sea.2023.126080
https://doi.org/10.12677/sea.2023.126080
https://www.hanspub.org/

Foh &

problem of improper privacy protection in crowdsensing networks with large-scale participants.
Therefore, this paper analyzes the security of the trajectory privacy protection methods of
crowdsensing, which is of great significance for researchers to conduct research on the trajectory
privacy protection of crowdsensing. Firstly, this article provides a detailed explanation of the se-
curity issues faced by the privacy protection of crowdsensing trajectories. Then, the research sta-
tus and existing problems of existing crowdsensing trajectory privacy protection methods, in-
cluding false data, anonymity, suppression, and perturbation methods, were summarized and
summarized. Finally, a summary and outlook on the future research directions of crowdsensing
trajectory privacy protection methods.
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Figure 1. Crowdsensing privacy threats
B 1. B8 RRENRRFAR AN

RER RGN 28 h 2 53 F 2 ARG EGE T e Se B 2 i A, TR AR E, BE
Wil B R A R P R, B2 5% LAANPIEEERRNS 55 NEAFEE. Z8Tm
P B AL DR E BT T DA LA & 4 1

(1) Z5EPLPETT LR M E A, FRS 5ERLME  SlE £IES 5% 1P L,
XL L E AR IR IR AR T BE B e OGBS . FKIEEIESE AN ARRRLE S plant ks 5
F UL A TP I TT RS DGR YE, T DA AT X AN 2 5 R R

(2) MELT BARRE X IE A E R BN S S &AM . G, 255 Ky 5
X B B UE R IR E A AT T DR L5 ] AR i 2 5 3 (R S AR B4 2

() ZE5ERRE LSRR PN S 5ERAMEE . BdrE E4E € 0E RN, KEE
SN 2 5 50 E % D BN, S ANRERIE BRI A By 90% H =R I [ BEMb A1 A
B EIM A B, A [RIAEALE S, BB IRA 5 KW %2 5 mT s e K i i £ Hob
FHSEH AT NPT .

3. BERMPMTIFARIPRIA T

FRT, BEREA UL AL IR ITVERZ 2 T2 RE s B RE, R RN Pz B AL PRI J5 37T BL
B BCEE . B4 . AR R PRI B

3.1 ETREBENHBREIFRF T E

B L RS AL DRI BORRAE A A AT B LSRG A8 N — 5 BRI, (8 Bty 2 o W S S
WAE R, VAR PIZEESAA[4]. You S8 N[S]HeHH T IR RERS ™ AR I T 58, 209l A e 5 LSk
3B AT AR S [R] 1 2 AN I SE I PE B 5 SR i, (EARIB AT RCR B, AEAE R I
RIS IL L IFAE T o Dai J 55 A [6]4 H 1 — R BMBEIE UL AL TRA 518, AE LSRN
ﬁi%ﬂ%#@&ﬁﬁﬁﬁ@&%&@%%i%ﬁ%ﬂ%ﬁ%ﬁiﬁﬂ (BRI R IE AR IX SIS
AT R BRI 17 L ﬁ$£AmﬁﬁH%ﬂ%ﬁﬁﬁﬁ%ﬁﬂﬁ@WﬁL@ FeBR R AT B e (38 AT 2L
o 2Rz AR N[BT 440 8 3 2 8] B 1 55200 R et A7 7 Lk %, S VRVE SRR 7R BRI
ZEARANILE 55 J) Bl A S R 5 R AT AT IR B RS AL ORI ) H D

Zr LRIk, H AT AER O P B AL PRI R S B I A R SR AR AR AU B X R e AT R
ALERI, (B AT I BCA s 1) -5 S A I 22 KD, ek mT LAARAE 25 3 7 S A5 S I AT (e 15 2

DOI: 10.12677/s€a.2023.126080 828 B TR R


https://doi.org/10.12677/sea.2023.126080

48

EOf

A B 5 A P 2 R AR R ROR, SRR 7 HUE W R, teAh, B T REUE UL AL R BOR
FE SR AR AN T R R B PN 28 8000 SR S 1 v PR TR R X 2% o AN

3.2. BETERNNERRFRIFFHE

PURRE B EOR, AL AL VBT Y, (SRR S PUE S IRPE IR P . Tan 28\ [9]
PE T HT k A TS AR, $RE] k-1 SRR BRI, AR B0 DX sk ) BB P 0 L
BEATRERIAL R, PRAE 1B MRS AL RSP KFH AT FIPESRK. Chen &5 A [10]38 125 F&AS [ i B L BB A A2
1, K s — A5 PR TE I A5 S FE BB AR . ARG, B th i B A HUL Bl e, MR B AL R
b 4% 7 BB 28 (Y A o LA b AT A, 3R 7 HUB AT 0 B o R N [L1]IEFF k-1 > 75
PHESSH AR kK B, KB S fUE KRR RS . XA 59 BARE B 15 m A B AL OR3P AL
FAEZBEAR IR T . Gao S8 N[12]52 1 1 B RVE 1) 72 A B RS AL DRI L], T3 sl i D 0%
SEMUE B AP AL, AR5 S FE BT A B B 2 B AR TRVE T XK, fRea /8 H AR IR i
T XIEAT RS R R AR, RENRIEPE AL I8 T 20% DA E R PR AR K .

ZREPTA, HATIEE A BORERAARY T R, T EOE AR A UL SEBU UL R AL IR, (H
FEAE S BRI A% SR AR NARTE 2 5 38 AR 4% T sRASRIEAT 202 . BRAI N 1 05 (85 S e 1Y) Ak
BRI, BUFaAA PRI 75 2 H B R vl AR e, R i £ S i B 44 X, R RS 5 E
T B A R TR B Dol > BRI PR SR B RE o AR T A LS rh I N AR IS 1 77 3 v i T RE AR AR —
RS HER L, BT ARV B DR 7 20k P s Pesh B — @ Ve N, - B e 2 vl PASR
BRLE R, HR TR AT — R LB 2 A PRI R AL DR AT (B2 [
A4 I AL ORI AR B A4 (190 L DAE R 524, P DA T B 4% I LB BB DR VR 7 22 5 LAt
ARG {3 R e fey AT A

3.3. ET s HERRFLRIF 7575

ST POL A RS TT %, RRIES 5H K SLPRFREFVER AL g . Bl 5%\
NEC—REPES, EHT . BT B AL E A T BB A BURR, TR ALERATIZAL S 5%
i, AKRABEREIX OB A, ERRATE NI — & . X MPUBR AR, PO A e,
BUIER R, DR LR P ] 92 i A S B RA Dy P2 A 328 % 3T 9~ 1 e 2 BAORAIE R A (R RICR - Laan
SEN[LBPR L SIMITEL SR I T — bl & R 7 MR X RN G B R R BERA R v S L 7 5 P
RZRIN Laplace M 75 SR AR AP B RS AL o VE IR W AF N [LATE R T 35— I 23 e 5 (15 RS (A AR A R 2
] I 2 B ROR DR FH P ISR o

ZR L PId, SR 2 T B FERL DR 73, R T 2 T s AN [ A I PR B AL PR 7 T 25
BIRE—ERE LR TS 5B PR L, (E S T B2 R AL PR 75 R MR 0 L 5
Ik AT I L I R T, SRAF AR SRR O B B B R B B, = 3R
AGRAP KPR B 1 748 2 0L T2t A A 5 A ) B T P 0 BB R PR T, T i ORAIE LT P T
Yo BRAh,  EARNS G HTAAR I PE s BEAT I, (E R Gt 1A A2 05 2 1 SRR I AR AT AR 2
53 AL BRIV T 4] A B e AL DR P T R T VAR T SRR Moy, DRLAE AT T rh R B 41
AR S HABE AL S -

3.4. BT AN RIATE

Pezh i AR B ININBE L 75 A e EL A, B, i REALE AR U O], B A& & N T
i B R R AT 5. R RABOR R i M 3 T IR B AL PRI T 15 2270 FaRh A il i

DOI: 10.12677/s€a.2023.126080 829 B TR R


https://doi.org/10.12677/sea.2023.126080

Foth &

e FB R tEiah B e el W, T Iah Ve B e DUE RRAA TSR], P A RIE TR R . 20
FeRh i IR AL B BE AL B, 7T Ay AR h U R R A 22 7 Bt . SRP B e, B =T IR5%
WO X IR B AT AL B, IR A =T IR S SR EE, AL ZE 7 Fah, R HE A B ) B R
5% A S A S, WA RESE =T IE R AR AL R . DAL, S a2 2 BE AL H R
TR A S5 S IR A )T IR AT B AL DR, AR 2 73 e R SR P AL S 5 2R AT B AL DR

Tz S N [L5] BT X HRAE I o B AN St 40 A1 HE DN 25 5 2 A BEAA I 0 17 L, SR 1R B AR $h G 2R
KT ERR, HRAE T B R Z I 58 R i BRSO, A7 203 e 1 B 3 AR SR IR R I S
HE BRI, XYL N[16]8 56 Ml ] DBSCAN St Bl /- il bR & i, ARG 4 GRS HA A1
M ZE 70 BT IR X NI AT 22 73 BERLPIEBh o 2R 55 N LTINS I 910 415 2 A A7 2 LR ARt B B Uk A
FEREAT G R 7y 5 3 220 BALL B ORI LA SEDUAL B EAL DRI - MR RE S N[18REHL &322 2 A 5 Z 70 B
ATFIEA G T — R T2 RAA R PUL AR R TT 58, AR R T B & 4R — € W SRR 1 L

gL, A T ISR AL DRI T i SPLER 2 SRR S, O TR B
ARYFR, SO FUE RIS IR 7 S TR FIW A5 B X3, FIWTASRIBS AL Z, AR ez 4
KIS 5H I RARY . 53 TEREE AP BAL TR0 b ol T P50 75 72 22 BER A IS I A 1) 05 24T
FAL DR AR T IR RIS AT AR A B e 5 5 T HE 44 AU B 5 R AR B B0 53 AT LA I 35t P AL T3
SRERAE P B R /NE R 3R iRy 1 U T R 5 3 T ] A I R A OR3P D5 1250 U B 5 92T AR
R EARSTHGE A 0 SRR . R T s I IR UL AL R A B TR FUE IR N

4. BHERBAMHTRFARIF T EZRKHARTE

H AT BSAA PRI EARBI FUAE A5 T ARG T — e i HERE, (2 E A e RRYE, e 5
5EPUBFA R TTIEAFAERE LT [

(1) ZRUEAGRY: BUEPIEEATZ 2 AR R B — MR, RBES5HEAFNLE
RBUREAR, PARIEHEN A F A TR, T AR P IR AR B A R AL, S E R A
bR 7S A P

(2) FEARLORI AN i B2 He A2 I TR R0 2 (R4 P52 _E BATARSCE, AT IR FUA 5 RE B2 Al ) 4
[ J& VAT 5 e A 18 J& 1%, RS AR A T80

(3) FTAPEAIZOH 1A BRI — DR U IR 24, A S B2 FECF G A
Bome MAh, RABGRIEAT, BRI & R, Ea it B fmEmtE . R A R
WH AR AR R R, (A 3B R T .

BEE R RN M & AT AR, 253 BB RERL DRI 18] RURE 245 3 3 KR 41X ik ],
R RN B AL R T3 AR R BB ST T A1 40

(1) AEARRKBHR B S 5 EHEPLRARI LIRS, N TIRES 5E S 5RAESNNBRE, NMEE
HZH5HENEREL, WERES 5ENARBURE S ERAER, RECMEIIRAA R

(2) BEXTHE BEAL DRAP AN ST AT AT PSS HEBA 10 [ B, AE 24T 55 8 B FERL R4 I 25 FE AR S
R 2 SR AR R R, REAT 22 5 1 (025 AR UK X I SRR . (RTINS R LSS A IR S o S M S Ao 2] 5505
TR R R AT

(3) H AR APUIL FALRI BT FC B AR ORIE 1 5 i A BEAA DRI KT B2 IR Al BT, AR R R
(RITF 7C H AT DA S A S T e A DRy 7K ST 5 3 T A 1187 o ORIk BB B PR 5 mT F PR AP

(4) HTBEAE BRI S 5 25 1 H O, T BRI I R RA ER A T 15 B I8 AT 838 1) Bt S 45 31 5%
V. BIRT DA B8 G e 3 o A S B e P RE A L R AL DR IP SR R S BLIB AT R 27T -

DOI: 10.12677/s€a.2023.126080 830 B TR R


https://doi.org/10.12677/sea.2023.126080

5. 45

BB R B PE A RS, E2 NS E5ESSRBAES T, HERATZ5HNRA RIS
BT AR R IRS 5 EHEPLRART INERS 5H A BRI FUE . AT
S 5FPUBA R IR IR, EEMEE 7255 AR G I PUL AL A, JLUCR A TR
KOG RL DRAP T IR0 TEDUIR, B 1 iR B BRI UL R A R A AR A . B, AR H AT
THEAF LR ) O AR R PUIE B AL R T I AR KRBT FU T AT T, NRRITE RIS

E&WmE

MRV B S A BOF UE TR — B R T H (SIGY20220351) Al 2023 4 i 4 K R 7 T 45 U R
(GIB1423438).

&E 3k

[1] Zhang, J., Yang, F., Ma, Z., et al. (2020) A Decentralized Location Privacy-Preserving Spatial Crowdsourcing for In-
ternet of Vehicles. IEEE Transactions on Intelligent Transportation Systems, 22, 2299-2313.
https://doi.org/10.1109/T1TS.2020.3010288

[21 fE®, A0, BAS, X%, DR BRI SR R, R SEH0]. TR, 2021,
44(9): 1949-1966.

[31 A, Ik, #hEA. B FRA R FELRA 0], THEHLRFE, 2022, 49(5): 303-310.

[4] Li, S., Shen, H. and Sang, Y. (2020) A Survey of Privacy-Preserving Techniques on Trajectory Data. In: Shen, H.,
Sang, Y., Eds., Parallel Architectures, Algorithms and Programming. Springer, Cham, 461-476.
https://doi.org/10.1007/978-981-15-2767-8_41

[5] You, T.H., Peng, W.C. and Lee, W.C. (2007) Protecting Moving Trajectories with Dummies. 2007 International Con-
ference on Mobile Data Management, Mannheim, 1 May 2007, 278-282. https://doi.org/10.1109/MDM.2007.58

[6] Dai, J. and Hua, L. (2015) A Method for the Trajectory Privacy Protection Based on the Segmented Fake Trajectory
under Road Networks. 2015 2nd International Conference on Information Science and Control Engineering, Shanghai,
24-26 April 2015, 13-17. https://doi.org/10.1109/ICISCE.2015.12

[71 X, BRaty, B0, S5 pyik g g o B B P us i fA R[], tHEHLN, 2020, 40(2): 479-485.
8] ZER =, FRE, B, %5 3T EAERE SN P AR L [/oL]. THENL TFE SN, 2023: 1-8.
https://kns.cnki.net/kecms/detail/11.2127.TP.20221108.1458.006.html

[9] Tan, R, Tao, Y., Si, W.,, et al. (2020) Privacy Preserving Semantic Trajectory Data Publishing for Mobile Loca-
tion-Based Services. Wireless Networks, 26, 5551-5560. https://doi.org/10.1007/s11276-019-02058-8

[10] Chen, H., Li, S. and Zhang, Z. (2020) A Differential Privacy Based (k-y)-Anonymity Method for Trajectory Data Pub-
lishing. Computers, Materials & Continua, 65, 2665-2685. https://doi.org/10.32604/cmc.2020.010965

[11] oRpk, FER, AR M ZE SRR k B AL RS 77 0] AL BB K% 274k, 2023, 46(3):
109-114.

[12] Gao, Z., Huang, Y., Zheng, L., et al. (2022) Protecting Location Privacy of Users Based on Trajectory Obfuscation in
Mobile Crowdsensing. IEEE Transactions on Industrial Informatics, 18, 6290-6299.
https://doi.org/10.1109/T11.2022.3146281

[13] Lan, W, Lin, Y., Bao, L., et al. (2020) Trajectory-Differential Privacy-Protection Method with Interest Region. Jour-
nal of Frontiers of Computer Science & Technology, 14, 59-72.

[14] TEIR'Y, DKIE, ATRREE, XSS, PROC. T E R A PUZ AL GRIP T VAD]. HHEALM A, 2018, 38(11):
3252-3257.

[15] Rz=fk, M, BEZ, B0E, B, 327, sk, — Ik i St M2 4 B SUE # HLEI[a]. it
HHLEEAR, 2018, 41(2): 309-322.

[16] xIJl, Bhaise, FHH, 2B, Eahdh. 2T 2% R 2 A R BRI 20 R FUE R HLEI[I]. Rl
A ST, 2022, 22(25): 11091-11096.

[17] Zutis, fERRTE, £33, & BT ZE0BRARZESAL BB HEI[I]. 815 5%4WR, 2021, 42(8): 164-175.
[18] BRI, fH2R, 754, FMRT. BT ZE0 RN RY 7 E[J]. 15 54R, 2021, 42(9): 54-64.

DOI: 10.12677/s€a.2023.126080 831 B TR R


https://doi.org/10.12677/sea.2023.126080
https://doi.org/10.1109/TITS.2020.3010288
https://doi.org/10.1007/978-981-15-2767-8_41
https://doi.org/10.1109/MDM.2007.58
https://doi.org/10.1109/ICISCE.2015.12
https://kns.cnki.net/kcms/detail/11.2127.TP.20221108.1458.006.html
https://doi.org/10.1007/s11276-019-02058-8
https://doi.org/10.32604/cmc.2020.010965
https://doi.org/10.1109/TII.2022.3146281

	群智感知网络中轨迹隐私保护方法安全性分析
	摘  要
	关键词
	Security Analysis of Trajectory Privacy Protection Methods in Crowdsensing Networks
	Abstract
	Keywords
	1. 引言
	2. 群智感知轨迹隐私保护面临的安全问题
	3. 群智感知轨迹隐私保护保护方法
	3.1. 基于假数据的轨迹隐私保护方法
	3.2. 基于匿名的轨迹隐私保护方法
	3.3. 基于抑制的轨迹隐私保护方法
	3.4. 基于扰动的轨迹隐私保护方法

	4. 群智感知轨迹隐私保护方法未来研究方向
	5. 结语
	基金项目
	参考文献

