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Abstract

Local differential privacy boasts several merits, including the absence of a trusted third party, re-
duced interaction, and high operational efficiency. It has garnered extensive attention in recent
years. Moreover, key-value data has found wide application in real life, and the statistical analysis
of key-value data constitutes a key research focus. Nevertheless, existing local differential privacy
estimation mechanisms fail to take into account the situation where the data domain undergoes
changes at any time in practical applications. They treat all data uniformly, which not only wastes a
considerable amount of bandwidth but also leads to relatively low accuracy of estimation results.
In response to this issue, a method and mechanism of key-domain independence are put forward,
considering scenarios such as real-time additions and deletions of the data domain and processing
different data in batches based on the real-time key-domain situation. Theoretical analysis con-
firms that, in contrast to the existing local differential privacy mechanisms, the proposed scheme
can achieve precisely the same protective effect for key-value data with a changing data domain at
any time, and has certain advantages in communication cost and communication efficiency. Finally,
the new scheme was evaluated on a dataset, and the experimental results show that the proposed
mechanism can effectively address the situation where the data domain changes in real time, and
can effectively reduce the estimation error compared with the naive approach of treating all data
equally, thereby improving data utility.
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Table 1. Comparison of mechanisms when adding key fields
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Table 2. Comparison of mechanisms for key field deletion
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Figure 1. New song chart data collection process
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Table 3. Statistical information of experimental database
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Table 4. The number of communications when the keyfield change
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