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Abstract

How to protect the privacy security of users and location service providers and improve the real-
time location performance has always been a challenging problem in indoor location services.
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Based on this, this paper proposes a solution that combines Kumar-Hassebrook distance, semi-ho-
momorphic encryption algorithm and its security point product properties to protect the location
and fingerprint data privacy of users and service providers and improve the real-time performance
of positioning. The KH distance is used to match the similarity between the positioning user and the
fingerprint data in the fingerprint database, and the nearest K nearest neighbor reference points
are obtained. A semi-homomorphic encryption algorithm is introduced in Nearest Neighbor Match-
ing to protect the privacy of fingerprint data of users and service providers. At the same time, the
privacy protection of the fingerprint database coordinate data of the service provider is realized by
using its secure dot product nature. In order to reduce the time overhead, clustering and fuzzy clus-
ter matching are introduced, which can improve the real-time positioning and blur the judgment of
the real cluster where the user is located on the server. Theoretically, the security, time overhead
and positioning performance of the proposed scheme are analyzed, and the performance evaluation
is carried out in the public dataset. Compared with similar encryption algorithms, the proposed
scheme further reduces the time overhead without reducing the positioning performance and se-
curity.
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Figure 1. Overall scheme diagram
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Figure 3. Experimental environment layout diagram
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Figure 4. The number of nearest clusters affects the positioning error
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