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Abstract

Reversible Data Hiding in Encrypted Images (RDHEI) is an important research topic in multimedia
information security technology. This technology can not only transmit secret data through encrypted
carrier images, but also recover carrier images without losing information and accurately extract se-
cret data. Vacating room after encryption (VRAE) is a common framework for RDHEI, but its embed-
ding capacity is low. In this paper, we employ a block-based stream encryption method, i.e., bit-by-bit
stream encryption using the same key within the same block to preserve the correlation between the
pixels within the block. To enhance security, the ordering of image blocks is scrambled using the en-
cryption key K.. During the data hiding process, the number of consecutively identical high planes of
pixels within a sub-block is calculated using that number as the block label of the sub-block. This pa-
per introduces parameter T and compares it with block labels to select the optimal compression strat-
egy for different sub blocks. Specifically, for blocks with labels greater than T, the same bit plane com-
pression strategy is used and labeled in entropy encoding form; For blocks with labels less than T, a
compression strategy that preserves the difference value is adopted. The experimental results show
that the proposed method achieves significant optimization effects in embedding performance while
ensuring safety and reversibility.
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BEE ~ it EPOE R, Bk 2 r G EE Y b= R IRS A A, £ BRI RRE, XEER
MilEERENE. SRR BTS2 TR Z 2R 8. Bk, R 2 EAREE I 24 2oy — T HE
55 N 7GsG RGO, PGB P BT I . eAh, AR LM
W EUR IR AOME B, T ROBLOR S R %5 AL sl S I A 2 2 T RE . i R IX — K, I I
A AT {5 B BS B AR (Reversible Data Hiding in Encrypted Images, RDHEI) N1z 1 4 .

HHl, RDHEI £ ZAEHFAELL: H1% A0 B ik A\ 226 (Reserving Room Before Encryption, RRBE) Al
TN & B H ik A\ 2% (3] (Vacating Room After Encryption, VRAE).

1T RRBE HEZE X0 AH QI8 3R 18] B AT B0 1 AH SV IR W SC BUEIEAT ot e 4, BT RRBE 50508 ' g
LIS . WA PTA &R 485 UG INE, JFRIESEAR R « Ko Bl aid SR U S 2
B N G b T F T RN BB 22 18] o Bt Bl R 22 R N S35 B I3 I PR B0t Rl 22 n 25 & 1%'43,
TR A 0 25 i 1 s BEMBOR R 4 U o« BRWCE IR B B PR AT (0 B B3R IR R PR 9 25 . Puteaux A1
Puech [1]4 H7E FilAb B F b B 46 MSB ~F [ JF A8 ibn 2 . Yi &8 20 214 SRk EG R v, Kkl
ML I> R RS, 38 e 4 i ORI S AR T B A T S 8] o Yin 4525 35 [31E A FE K 8 4
JEARARREZ AT, BRI R 8 A R S TR R 8 Az —@E R AT LU, bR Id S A R 1) = P
M. Puteaux 1 Puech [4]3&H T —Mid AT %, %7 FIMEEAFIHEHAT Al 0%, DATEMRAD 25 38 oA il
FIZN IE A IR Z2 KR 3R
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BENEMOME R I AR S, a8 B R R LI BEE 5046, [F3ET VRAE ) RDHEI $i%
RN RIFAE . {H VRAE 5L BAG Hm <M. AARITE & RPUTnEigE, LHESIMRN B
5 BRARICIRN S M I B AL E, K B E IR 5 IR B e k. 20025 9 T #¢ VRAE BE
MR &, 2t T8 T8 T o doks B gm e 5, MNERTA 2K E R 2z RS HEAES
MG RY, RIS EA A SIAEEEIENE, FRAAEGRESE B T mSEEHE. X
I L RE S O B T U PR 2R (B B AE OGP, B3 Bk o K R P A DG VI RN S ). Liv 58 A [5]3@
AN ik, TEINE YR TR . A TUAR A B R OR 7 VA 2 R 5 5 ¥ el 2 (A . Wang
Hl He [6 @A FHBE LA S B AR R AT IR ki 5, (REF T B AR R A7 F TR AR G . Qiu 2 A [7]
15 F B ML A0S B N AR AT AR I PR U SE 5, AR ZR R ZE N /T 5 R . T — DR THIR AT RE,
Gao %5 \[8]7E Wang Fl He [6]f5:m R 45840 BE BAKEE, (HA4E T3 NS 0), 52 S 00 H 3 s i)
AN

ARICHH T — T L5 A TR AR S (1 I0 25 3T (5 B R s R AR T PR HR
B B R PR ol J5 s PR - S P AR D e e B 2 i 1 RGO BB, i T L 1 BRI
RRIMBERCR . A THRAEAENERE, ARSI T WA RS 77 S0 FHEEAT AL B, JRBE 5N T (EA
JE4 5 R RSB R, DASRBUR AR RS RUR . SEIR S R, P i IR R N R BT T 2%
T Wang 25 AHH I J5R[5] [6] [8]. Bk, AR TAEGIH S F:

(1) RGN &gy B LN A A4S A R Bk, SLIRUE, % A RE TR B PR NI &R
WLSFTH B R AH e, HLRE ARIE 22 A

() BT HWNGZIESAF W AP TR AR YRS, FER A5 AR B AT hrid, PA/IME
WS B K

(3) BINHESH TIENGERA RIS IR N R, T4 5 48 SRS 1% £ St

(4) B ITEEF ARSI kT sens, DARUEH RS . 45 HER W, Frit s RDHEL JjikEf
R 7 AR T B 35 T VRAE ) RDHEI J5i%. % BOSSbase [91 544 A BOWS-2 [10154E4E,
2 th i) RDHEI J7 72 1)-~F 2414 28 8 Ao Hi N 25 57070l 9 2.3268 bpp 1 2.3197 bpp.

2. B

ASCEERERIE | R, FEAN A 1) ERINE WA N R G
TN, AN TR AL SRR . 2) SR KO WA 6 A5 PR AR 47
U 5 T TR R A, R0 I SR R S A e 3) B SRIS PG Bl
WP RFAT O, e SRR 5 B T AL B 4.
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Figure 1. Framework of the proposed algorithm

1. BURiER

K 2(a)s 13 2(b) 7R 1 ARHEDINK IS Barbara [z HAN A BRGNS B & R i BRI A
FRRAEANIHN BT RM TGRS, SN RG24 A BRAARUE, Bt
R REHT, VIREAE — B LR BRI 5 2 . BRI T B, Konw EEL
PRNRANREEARE B, IR RN RAGRICTIE. ER, RS MRS HIEZ M EE.
WJe, XA 2N T BT HUE SCRME KT8, K P R 3 E 808 255, AR 1 &R By
0. [ 2(b)f@7s 1 LA 5 AT R E TR SR, wlEl 2o fs, KGRRECHPREI. Rk, §
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Figure 2. The images processed in the first encryption stage and its analysis results
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Figure 3. The images processed in the first encryption stage and its analysis results

B 3. EmMEMRAERNERREE DTSR

M 3(a)~(c) il AR Y, RARBEHT IR RdRs BRI A 2 . DRI, Pt Hh AR s i< e s il DR Ak
Patetmn 2 ek, RN B gARE M 8, WIeakiea A BB EE .

22. GAEGRER

TE s sk, @ AR BRI B AL, ARG R P R AR DS E AN TR o AT A
—FHA G R A RS HEATINE B, 277 U R MG R Z AR, B 4 BT
2x 2 B RYINE iz Forp, R EGEON[179, 180, 169, 174], £l N%5 J5 4% N[209, 214,203, 204]. 1E
DT, EE A ME R S S AH R AP I EcE N 3 %G, S FENACF IR R AL, 08
3o IR T INERT G, ATE MG R W BRI A A RN F A S e B, BIORER T T
DAL 3% A7~ THT 2 T FRAH DG
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(17910 (180)y5 (209), (214)y,
(10110011), | (10110100), e | (11010001), | (11010110),
(16910 (174),0 01100010 (203),4 (204),4
(10101001), | (10101110), (11001011), | (11001100),
(a (b)

Figure 4. Example of 2 x 2 block level encryption. (a) Original block; (b) Encrypted

block

4.2 <2 RFRMERB. (a) RIEFR; (b) MEBEFR

MG R R B BRI, (B AR R i A b,

T3 R T R 1) A

A PR A AL RN T S B . AT AR BB IR, B R B R, SRR R AT
AEE . G s FoR, e BB 200, 183, 182, 193]J@/R T EAE A EIIFH . E 5(b)F &GRS
AP HRT N ZE A, 58 =L CGE— R A TE NS00, Hb 0 R IESEEME, 1| #orfis. R
(AL 2 PR IR S 8], Bl AN R R TR A 2 LURRI RN 285 SR T A58 FH AR [5) 87 ~F- Tf R4
J7 ZR(EVE S(a) A B sy, THRNEAN ARG R AR 1 LERR NS E] .

(200)y9 (183)y9 (200)y9 (-17)19
(11001000), | (10110111), | @y | (11001000), | (00110001),
(182)y (193)19 (-18)19 (Do
(10110110), | (11000001), (00110010), | (00100111),

(a)

(b)

Figure 5. Example of difference expansion processing in 2 x 2 block. (a) Encrypted
block; (b) The block after differential expansion processing

5.2 x2 FRREET RALIERG. () MEFR; (b) EET RAEERETFR

1) F4iJ5 58— ——HH [ 1 s 4 G

4575 58— JE R F AR ZR B 9 AR O A1 1 8] AR SR R A BORETBCE 22 IR 2 1) . 2 11X
FRMEAE I BRI A T Serh i m A7 75, FATRAZ IS 4877 RAEN E LR G771, R4 77 % —RAEN
Xz E T RZEAN T

4 BRI RN 3, B MBEIENS BB R, EBRARBIREAZE, FR=MEENET 3 L
ATRME IR (5] 6 RN A 2x2 IR INIR R G, P AEAZH R R MRIE G SRR R K ;
C,(j=2.3,-,8xS) HERIBH AR, @@HIMEE . BTN

d, =dif (P,C,),j=2,3,-,SxS )

A dif (a,b) R[] a 5 b AR FRA AL ECRR 5] B, dif (77,86)=5, A4 77 =(01001101), «
86=(01010110), -

P |G

c, | ¢

Figure 6. Composition of pixels within the 2 % 2 block
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i FHERFRZE mark o8 4HT15 2 C ol T RRABUME B RsiE, HatE AR y:
mmsz—nmx@MiRJCJ%j=2;ngS (6)
A, B max WHURCKAEIZ S, N TR NG B, Rkl HE R 2 miL it rhsid.
2) R4 R - ——ZEEmD
BT 4677 R — 20 T k6 U PSR E S E Ba e B 46 . Rk, REE4E 7R —1F
FANFE. BT EZEME, AW
D, =P ~C,,j=23,,5x8 )
X, DRBHEBE P 5B FR CZRMEME,
D, =max{|D,|,|D;|,--,

szs

} )

R, Dy FRIEE {|D,|.j = 2.3, Sx S| B 15 Do Heft D 3B, JURITHHATK
BEEN M. SYAIGE C Me,,, Be,, APHD | MBI o, FEHAETEL, | RFRHH, 0%

i,j,1
NAIEEG e Ee ., WIF RN Z .

1.7.8 == 6,

TR Dinax KT 63 I, MR 4877 2=, 3ok ik NS0 AL E 75 2k brid,
DAME TG 2R F EE AL SR G R . BARIIFR G P BR T

AR TR Do 24 Dinax > 63 I, ARICAL 51 =05 24 Dpax <63 I, 1= 1,

A2 B =0, HHTFIRAES AR IR, B0, k8 AT PR 3.

ABE3: B =10, HHTTHRAT DL S A . 3 R ZEE X TR B A AR T -

ZEIRAGRWE | FoR, AT AN RSG5 R LG B & . B4 Airplane. Barbara.
Peppers. Boat. Lake. Baboon HIMIRSZES HF KB, HARZEEMTI0, 174 (1, 31X 8] L% B iz >+ HAh X
[IVE ], ORI 6 N E X RARREL |1 4 DZEEXE . K0, 1], (1,3]. B, 71=AXEEIE N
[0, 71X [a]

Table 1. Difference coding table

1. EEmEER
Dimax [0, 7] (7,15] (15, 31] (31, 63]
(e 00 01 10 11

3) B8 THiE

R VA AT, I LURNEAE AN RS, R BIRAE T R. S5 T AREIREAS
T3 RS BRI FHT T ARAE AT M, MR 3R AR LE RN AR PR AR, SRR 0900 8 Fh
L, BION 14 24 34 44 5. 64 7o MY KFEET T, FHMAHES T E 7 RS L8
BT T, THUE RS T R AT RS . WHURSNT T X, AR TFET TIHEIRANECh
N-X 8, WFR ARSI &0 B A RO AR 0)iH B E.

EC, = %marki ><(S2 —1) —C 9)
A mark, RoR5 | MER AT 5% — BIHIIPAFEE, Cran RRPRICHAREHFER S, EC A
R TS~ I 4 R B A2 ) B R N B
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EC, =(S* =1)(4X, +3X, +2X, + X, )= (X, + X, + X, + X, )x3- X, x1 (10)
L, Xov Xy X, Xy X, RIRERA T Z A X FI[64, 2551 (31, 63] (15,31]. (7, 15]+ [0, 7]k
BEH X, + X +X,+ X, + X, =X, EC, N ZE RSB LR B MANEE . &2, THFEA~R:
T =argmax (EC, + EC,) (11)

T

e EGEgaET, BRI A LR A X EUE AT Mtk 5, DA e iR BUE M s S50 T.
Pl Barbara B A%, HeRSFEE N2x2, 2 TIEN 2 W, E4EtEaemi, XTMNIEYE T & —KHubR
ZEYRLRANEE 2 iR .

Table 2. Block label codewords for image Barbara

%% 2. [El{% Barbara FYIRERZRLF

Hupras 2 3 4 5 6 7
fith 5 10 11 01 000 0010 0011

BPRIGPARZE mark KTEET 2, ZRMEAEAETT % . LUE 7() 801, &7 BEIBR2E 5T 3,
KRTZHET, EHIEGTTRE— BARBRIET 3 CBOR N A 8], AR SR E R 2S5 11 %
BRI BB R A B AL, R THRANBOME B & THROPARE/NT 2, MREF TR . £
7(b)~ B 7(e)h, BB R RS s B (38 L ATHE 5 T BUE I Z g it — 2P Ik
4i). B T(0)REREN 0, ANT T, P ZEE RIS, BNEBEREK 5 AR ESH G R E
6, 55 3 frQGE: mEfoNS IO RZEERAT AL BRI E ORI, A7 A 4k B
B RGNS ARBUME BAL MRS 00N BB s ARy = — A BiZse, N T RENE I
PRE 2T He, RHEARESM(E AL NSRBI 5 B T LB AR L) . [ 7(c) P ERIREEDY 1, TRl
MZEESS, EHRANFHEEE, R&BH 3 WREsh 2, M2, HEMERGT %R, U
RANHINE R Z AT 0 3 bekpasla), HIRAMBNE R G, BHEEsN 2T 3 s, BRI AL
Redb o T R4 7 R . Bl 1A% 0, B D, =116 > 63, {81 FH ZE(H AmAS AT JC 2 AR IR N 25 1],
ENEAB RN RS s B, 51 B 0.

D2T40
47 58 47 186 166 126 B 166 168
01111 11010 mark=3 00101111 | 10111010 10100110 | 01TTT110 | Dmax=40 10100110 | 10101000
43 47 Hof R0 11 171 47 197 40€(31,63] 223 165
01011 01111 10101011 01111 11000101 | 10000001 1L 11011111 10100101
D;=-31 D4£37
(€)) (b)
D,=-23 D, =61
68 68 183 190 ) 190 1
01000100 | OTOTTO11 |  Dumax=23 01000100 | 10110111 10111110 | 10000001 BT 10111110 | 00000001
<> 23e(15,31] 131 48 @ (74 | TEBEG 91 74
00TTT011 | 01010100 T 10 10000011 | 00110000 010TT011 | 01001010 01011011 | 01001010
D3;3 Dy=-16 D;=99 Dy=116
© (d

Figure 7. Example of compression process
B 7. E4R3IERG
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B, JRHOTEIET AL A B T 9D F R T LA P22 (R R s I Bl e R
mm&%ﬁﬁ,%ﬁg%ﬁﬁﬂ%@@ﬁ%@mﬁ;mﬁ&mm@ﬁ,%gtmﬁﬁﬂﬁgdmmﬁg
SR SRR R ST, HOh 1 Fem e e PR 22 (L2, T3 0 s R FRU R 0 B T
SR R AR B, DU N S T4,
2.3. eEH

6 P4 77 25— T B Y M P, P FE 7 2 — 0 SO I S M S 34
Wt LASTHUEUR S A T SBART 16 EREMIMATS, [ S(o)U S5 T AT R A

B B 8(c) AT Bl S AT ST RS A IR . X — R AR e AL E R SR R R e e . Al
BREHEE B EMRICA Leero

1 2 | 3| 4

5 6 7| 8

9 [10] 11| 12
13114 | 15| 16

(@ (b) (©

Figure 8. Example of block rearrangement

& 8. REHRA

2.4. BIEERE

FEEE Loer HHZ I LLN 2D BR5E RUAE B TR A

DR BE . fER] Ko s pE s -

PR 2. NHAIRATENE, R ERKAE R SRR E/T LBl sk

AUR 3 R 9 BUME RARIF N 2 7 B AR S TR o 1 S R X 2 R AU M e el
FAEAL, B G RN A8 A B IR B S BAR N, BLRCSAT 4 77 58 — I B e (i B 15 AL G
FER BN . UL R TR UCE A s SRR 0L, WiBh I A R A BUA R . RJa A
2t Ko IR AR A B MR Lo IR AL RN IS RE, # DR 1 FEAAT AR L U5 T AL PR
TEOL, HMCE e oA K B2 4R BB O HE B S OB 2 K04

12 | 14 | 15| 1

| O] Of
oO| O O] O

O| O |

WERER | LM ERK

e K {60 A e
SR JE 43 B BROKE | BROGEMEEN | B
R | ng['":"] )

Figure 9. The embedding order of auxiliary information and secret data

9. HHENE R MM EBIREVERNIRF

2.5. BRI EZRE
10 JEon 7 Bm HR B S K B2 1) B R AR HE B, DA Az & .
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st 1 EBCAETV AR EOL T, BB A T4 SxS KA ESHSER. HE, M
HI LA Bl B P 2 PR U R 2R, ERER. RIBERER, PO NI RPREE. )
B THAREE, RUERICH ] 9 BRI G B . HR4E UL EE S, SR B & L A Sl . ik
B R R T A 8 B B R WCE T BRI UE B

Wt 20 HRMCEIA Ko, At/ it BE W v R SREEDURE 55 B i o Hiodle,  (HJEIE KR AR 3 AR

Wit 3. BMCEIIAT Ko, A/t m] DAVR SR H i 4 1038 e Vel 5 1L I3k g o b o s

Wt 4 BMCEIIA Ko AN K I, Ath/dth mT DL R SR OO R 2 i 46 (3 FI £

— . + R
AR

g
1IN I
_
4>. +  mmwmREss
ERIMANE BkE

v, “',‘
BHKHK, R - mEREEER

Figure 10. Flow chart of data extraction and image restoration

B 10. BIRERMSE GRS RIZE

3. SKEER

AT — R LRI UERIE R ERE . 1E 2.1 A, E AT UIRROT AR R et 2.2 W T
FIERI R 2.3 ATHE T R RIHRANERE . A ESE T XN I S AR HOE B 1o A
150, JERR T AREIE ST A N VRAE AEZL Tufh EIR L RORT Heas . Seie EE20R A 7 7S i@l
REMGLIE 11), 43504 Airplane. Barbara. Peppers. Boat. Lake Al Baboon. It4b, Aitt— S IGUE ik
(38 I, 7E BOSSbase 9141 BOWS-2 [10]1 MRS F#EAT T 525,

Figure 11. Six test images
11. 7RI E %
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3.1. REMDH

FITHE 5 I Re s R B 2 (5 B S AR UG 1 e itk . ERR BB FE s Bl (5 B Je i i n
SR (KT I b o RIAE 700 10 2 6 08 MK A A mp BRI R 358 4 o s 500 sl S 52 380 (K n 235 PR
WA, BT HE = Ak U7 H R KM Ky, R TCVE SR B SR 3T R 2%, IR i B R AR 1
%.

1) BBt

F 12 43545 H T 46 Barbara &L 1% Barbara & UL & & RN Barbara FIfIME R (H /04 AT LAE H
Ji46 Barbara B IG R AE 7 A A B ERHE, TIN% Barbara [E5 & F 0% Barbara B[R =AY
51, HAMELCAIX 3o MEL T B0 A Jo A h R s R 0 Bk 25 . DRIt 28 Bk Re e A 2B 1E Bt
AR B I B S P 2%

0 o

@

Figure 12. Distribution of pixel values in different images

12. TRIEGGEED

Y EENSY
e RS BRI M E B e by, HE AW R
=—> p(x)log, p(x,) (12)

i=1

AR, 5 BIRRIBENUYE RN € PRl . 0T 8 AL AERR M &, BRI ERL 8 i, &
7 BRI A B L, T AT 3 M AR B EUCA 25 2o 38 3 Jom TR IR . s G DL &5 ik
I R BRI . SRS R, I EHR A S R & BHR s 2w T IRG R, IF HeGR i KA 8,
i&*ﬁé’rﬁﬁ?ﬁﬂ%ﬁ%fEl%iié‘fé?‘iﬁﬁ‘]ﬁ%l'ﬁo UEAh, SKEREERGE R, BRI 2 x 2 Kb
Ry, HREIE Bl BEE ORI RO, hn s RGN & A R R R B2 B IS, (B R
TIRIGE G, %?ﬁﬁmjﬂES ZEREW], THRSEX EGRSERRm B, ENEFRAEAR RN T
PIREAT R HER LR 0 s R

Table 3. Information entropy results between test images, encrypted images, and encrypted images containing secret data in
different sizes

# 3. FRIRY TURKEGSMEESG. SHMZEEGEESHESR

2x2 4x4 8x8
3 JR UG B — P — — P - P
nEEE SEmEEG nEEG SnsEg o nEEg SRnEEIg
Airplane 6.7025 7.9989 7.9963 7.9986 7.9920 7.9965 7.9851
Barbara 7.4464 7.9993 7.9971 7.9988 7.9942 7.9976 7.9929
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gk
Peppers 7.5937 7.9990 7.9955 7.9987 7.9934 7.9975 7.9891
Boat 7.1914 7.9993 7.9929 7.9989 7.9956 7.9980 7.9899
Lake 7.4842 7.9992 7.9941 7.9989 7.9883 7.9974 7.9752
Baboon 7.3583 7.9991 7.9955 7.9990 7.9895 7.9989 7.9918

3) MRNEHT

4 585 AR 7RG ER SEA R THRGS N B B AN BR . SR E BRI PSNR
(AR EMREL) 5 SSIM (SRR AE) Bt . PSNR BN, TP IS 2 R 22 57 0K, AR ARG 72
ANIENRER B PSNR SE5rf, ARG FIRKE G S s BEG . S abine & EE B2 /0 T 10 dB,
R A6 UG 50w G s A s R 18] i 22 A RO 828, LT ik AN 88 s 25 T 2 P& b R
BRI BN R . ok, &5 Fi SSIM Bt — P30 T4k ARSI E G S0
B SRR E R R S AR E ST T 0, RUVENEL ) L LF AR UIE, Fe80 Rl 1 Bt

HH RN 3 SR AE DR IR RGP 2 L B8 i 14 22 4 D77 i A 8

Table 4. PSNR between test images, encrypted images, and encrypted images containing secret data in different sizes

# 4. FRIRT TUREGSMEES . SHMZEE KIS PSNR ELER

MK E B R mEE G sRmERG WREg RS mEEG SR EE
2x2 7.9946 7.9883 2x2 9.3010 9.2996
Airplane 4x4 8.0267 7.9188 Boat 4x4 9.3116 9.2841
8x8 8.0313 7.9379 8x8 9.3124 9.2677
2x2 9.1531 9.1016 2x2 8.2247 8.1917
Barbara 4x4 9.1543 9.1236 Lake 4x4 8.2149 8.2043
8x8 9.1651 9.1476 8x8 8.2199 8.1965
2x2 8.8599 8.8907 2x2 9.5415 9.1686
Peppers 4x4 8.8611 8.8911 Baboon 4x4 9.5581 9.1420
8x8 8.8632 8.9011 8x8 9.5742 9.1563

Table 5. SSIM between test images, encrypted images, and encrypted images containing secret data in different sizes

#= 5. PRIRYT TUREGSMEES . SHMEZEEKE SSIM ELER

WEg R mEREG SmmEEE WRKEE R EEG AR E R
2x2 0.0054 -0.0019 2x2 0.0064 0.0182
Airplane  4x4 0.0147 0.0101 Boat 4x4 0.0038 0.0094
8x8 0.0005 0.0025 8x8 0.0160 0.0179
2x2 0.0044 0.0026 2x2 0.0053 0.0049
Barbara 4x4 0.0116 0.0094 Lake 4x4 0.0107 0.0156
8x8 —0.0094 0.0101 8x8 -0.0192 -0.0235
2x2 0.0024 0.0049 2x2 0.0077 0.0073
Peppers 4x4 0.0101 0.0126 Baboon 4x4 0.0105 0.0184
8x8 ~0.0009 0.0014 8x8 0.0249 0.3151
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3.2. MO

LL Airplane BIGOHY, P 13 fRoR 1 BT TTEA ARAORL B RCR o s B AGM 25 Bbn a PE AR B ML R
PRI AR, 6 B 00 AR AEAE Hrh TEvE gl M VP, T AR AR RS 1
KRGS EGEGEE 8, X 4R IMEE] T PSNR HEFRHIIES .

(b)

Figure 13. Four image forms of Airplane
%] 13. Airplane B 4 FHEIGFES

7 6 RN IRE EG NG B H PNSR A1 SSIM {E . /STl sk G 515 200 VK & -IME 2 18] ) PSNR
YT+, SSIM T 1, WEEEGSEGEGE &M, IEH Tt Sk B A nr i,

Table 6. PSNR and SSIM between test images and restored images in different sizes of blocks
# 6. NETFRRT TURXE RS REERER PSNR 5 SSIM

2x2 4x4 8x8
K%
PNSR/dB SSIM PNSR/dB SSIM PNSR/dB SSIM

Airplane +o0 1 +o0 1 +o0 1
Barbara +00 1 +00 1 +00 1
Peppers +o0 1 +o0 1 +o0 1

Boat +o0 1 +o0 1 +o0 1

Lake +o0 1 +o0 1 +o0 1
Baboon +00 1 +o0 1 +o0 1

3.3. BRAMEED

FHITIEE RS E T EAWFIESG T ROAEGHatr. B TREAFENZESR, SRBGSMHES
B TEAEAR. B 14 N7 IRIHREE H RSB v 252 WS T 5N R Z X &R . fEE
% “Airplane” #1, X4 T=3 8, HKAZRIAR] [ HAME 2.0936 bpp; EEIME “Lake” 1, T=1H#, AN
AEmfE, IABHERKIRAZR 1.2982bpp. TEEE “Barbara”. “Peppers”. “Lake” 1 “Baboon” i, T=2 fll
T=3 I MIRARAL, i 7=2 BN R RER LT 7= 3.

Kl 14(b) 7R T 1£ BOSSbase [9]F1 BOWS-2 [10]% 4 F thBE L 3% 400 7k BRI, T 5 1808 7 A
&t 7E BOSSbase i fEh, &S TH 2 WEGEERE, HIKZEHEGSH T 3. MIE BOWS-
2HRIET, T=2MEGHERE, RHEAENEAESH TN 1. 4 THEN 6, Pt E b EIG
M ESNE.
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Figure 14. The embedding rate of test images under different parameters T and the distribution of the number of combined

parameters T in the database

14. REISH T TMNXEGHBRARRBRETHEHESSH THRENHIER

B s TR T, 2 mark < T, SR E4677 58 — 3R 58 M N B8 (197 BRBCRAE X
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Figure 15. Distribution of block numbers after further compression using compression scheme 2
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Pt 5k DL U T U NG R i A B A T, IR T FHURSI R R AR 5 . 5 7 41
H T SRR EHGAEAS A F R SE RIS I i &R A . TEEIME Airplane Fil Peppers 1, THR T REE N
4 x4 B, WRNZFE S, 00N 21532, 1.6289. AT HA THREMAEIE, “FHRRS A2 %2 8, A
HRINIAE

Table 7. Maximum embedding rate of images in different sizes of blocks (Unit: bpp)
F# 7. PEIFRRTTERAZRKIRAERERLL: bpp)

IEEMETE S 2x2 4x4 8x8
Airplane 2.0936 2.1532 1.6281
Barbara 1.3153 1.3010 0.8712
Peppers 1.6236 1.6289 1.0839
Boat 1.4239 1.4108 0.9134
Lake 1.2982 1.2233 0.7282
Baboon 0.6075 0.4267 0.1570

% 8 NI A R T VRAE HEZR M S B 00 R AR AR LS . T SR e 8 S50
YW BE N AEMERES E. LS Airplane. Barbara 1 Peppers 1, Frig kR N ERE et . 7ERIE
Airplane. Barabara. Peppers. Boat {4, LT RN F AR B SHE[8 140 Al & 0.11 bit/fE R 0.11
bit/f% 2. 0.07bit/fF 5. 0.02bit/E 5, XFT 512 x512 K/AKIEG, MAEET 0.1 bitdg B A 5 %kt 3
5L Z D 2R 26214 bits T[] X F UK Boat, ARFIEIHRNFRALLLHIE[8] M B E 45 Rt 0.01 bit/
%2, L2 2621 bits 5%, 7E K Lake Ml Baboon 7, H%[8]1F I SRR ALERE, HURAT;
. fEEE Lake 1, SLIE[S1HIR AR LA 71141 0.03 b8 R, B 2L 7823 bits; 1 7E K% Baboon
W, BR[SIMINR LA IR E 2 0.2 bit/fE 2, L2 5 H 52428 bits.

Table 8. Comparison of embedding rates of different algorithms (Unit: bpp)
7 8. PRIBARERNRLE(BAL: bpp)

TR E 1B Fu 5[11] Chen [12] Liu %5[5] Wang %[6] Gao (8] BTk
Airplane 1.28 1.68 1.58 2.02 2.04 2.1532
Barbara 0.81 0.85 0.88 1.16 1.20 1.3153
Peppers 1.00 1.35 127 1.51 1.56 1.6289

Boat 0.92 1.06 1.20 1.28 1.41 1.4239
Lake 0.90 1.05 1.07 1.23 1.32 1.2982
Baboon 0.37 0.29 0.46 0.30 0.81 0.6075

1 T3 [817E KR Lake I Baboon H IHR AN PEREAR T s 7772, R 75 3@ 14— 20 S50 SR E A A
B AR . T SEIIX — H AR, £ BOSSbase [9]H1 BOWS-2 [10]%4f 122 BEHLE L T 400 7K &
Bo 39 JEIR T HVE[R)S AR AR X P AN e R N PERE XS U o B3R 7V P8R N R A B K R N 6
PIE T 5094(8], HA PN F M E T Gao £ 0.0712 bit/ff . 0.0654 bit/ g %

16 £:1] 7 BOSSbase [9]F1 BOWS-2 [10]##5 4 X 400 7k i EHZ 1 #2650 A 5 H BETE RN
B ARLAR T LE A 8]0 SR EIARSL I VEAE K 2 B A A e 0t B (1 e A P R
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Table 9. Comparison of embedding rates between BOSSbase [9] and BOWS [1

0] dataset:

2 9. ETHIEE BOSSbase [9]F1 BOWS-2 [10]HIRRNZRELEL(BI: bpp)

s (Unit: bpp)

T EVEITE S 7 2N 2N
. BOSSbase [9] 2.3268 0.8064 4.1552
P 5 1
BOWS-2 [10] 2.3197 0.4073 4.3537
. BOSSbase [9] 2.2516 0.8404 3.8313
B8]
BOWS-2 [10] 2.2543 0.8268 3.4942
55 T T T T T T 5 T T T T
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Figure 16. Embedding rate line chart based on the BOSSbase [9] and BOWS2 [10]
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4. &g
A T —FEEIIET VRAE [ RDHEIL J7i%. BRI -HUN® 772, ] Rethls SR 4615 2 2 [F]
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