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Abstract

With the explosive growth and increasing complexity of network traffic, efficient and accurate track-
ing and reassembly of TCP flows have become critical tasks in network traffic analysis. Existing tech-
nologies exhibit significant shortcomings in network traffic analysis, including limited capabilities for
parsing multi-byte encodings and low efficiency in flow tracking. To address these issues, this paper
proposes a TCP flow tracking algorithm based on Bidirectional Flow Unified Identification and an Im-
plicit State Machine. The algorithm resolves the issue of bidirectional flow redundancy inherent in
traditional five-tuple flow table management methods by designing a Bidirectional-Independent Flow
Table Management Mechanism. This mechanism increases flow table space utilization from 50% to
100%. Simultaneously, the algorithm employs the implicit state machine to achieve precise detection
of UTF-8 character boundaries across packet fragments, achieving a parsing accuracy rate of 99.8%.
Experimental results demonstrate that when processing 10 Gbps traffic, this algorithm significantly
reduces CPU utilization and exhibits superior performance in both parsing accuracy and processing
efficiency. However, the stability and reliability of the algorithm in highly dynamic and uncertain com-
plex network environments require further improvement. Specifically, its scalability and adaptability
still need optimization when handling large-scale, high-concurrency network traffic.
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1. 5|15

BEE SG Tolk H M DL R PIBC N PSR, ABR TP I T RAE 2025 42083 3.3 ZB/H, HHil
ik 80% [N FH Z i TCP PSR ER [ 1] PIZ8 IR ATV N N4 22 A s PEREARAL AT P AT R i
ZDEAR, ST TCP i sEh A STt th 7 s 2k 2 ORGSR+, TCP i A e
o 2P gmaag B, I X AT T RAE 2 A g A AT AR B R T AR B2 . X i
T R A B AR Ak 2 4, M DU U BS54, RN HERR R A R .
#4n, Wireshark 7EALIE 5 Fr (1) UTF-8 45, A GeMA R Gk R EELY, $5RZFL4N 5.7% [2]. [FIR,
BT H A AL U R S T IEATER R U AR W, 580 R 2 AR 2N A W2, L
5 2 1 T D £ PR IR S R SR [3 ]

R FARBRER, ARSCBUT TR — Rl BB TCP MUEEREIE, B e B 2 (8 A H
R, R 2 7RSI R SR AR M B IR FE . 2SR A R B L A
O RS AR AT 735, DA G b 7 e T O 6% B ) SR B 23T 7 R

ARSI BT 55 BARILAE LA R JLAN I T :

(1) F&H PP JE MR BENLA o i 5 T T 307 FE B AR R AR RO, KRl R
] TCP Vil B)[F —Im K& B, IR 2 [ R FH 2 WAL G 50% 2 T+ 2 100% [4].

(2) M EZA RARSHUFSMIE R, %457 B8 SIS (.43 1 1) UTF-8 4510 FERE Bk, b
HE 2 =IA 99.8%, A UYL T I T BAE 2 15 Jn A AR AT 77 THI FRI TR Aff 1 ) 5] o
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HRICK A

() WITAEES P X HA R, X — BRI WAL EE TCP 43 i S UK 2 275 /7 b i) 5t
HE— BT T 2 7 R AT R R I AR
2. BFER
2.1. [BIREEN

TEEE W &g, TCP FIBEHIGE ZBhik. A T HAE 2 D nT Fi 45 B 5 TR 4775 B
BAR . ZETRMARNTAENI AL, W1 Wireshark 4b¥E %) - UTF-8 “FAFIH SRR LN 5.7% [2]. [EINF, &
T TG AL e 45 37 EARAE SRR TU A o), S0k R 2 A 20T B RcR 2 R [6]. XLt
) LE e Y 28 IR U N IR Y, MDAl A SERT R SR . DRk, ASCB R —Fh 2L TCP i B
¥, CURTHA R 23 AR 2R 2 25 g A AR AT VTR R, R I AR 28 T R AN 4 B E 1) B2 UV 8 o
2.2. BFRBE

(1) % [H)A F AR
MDA W MRRF R SHAE S, MRTRNBENN « EGRRE BT 4 5

SC
AR R R 22 1) S 2R L AR A«

=NxS8x2 (D

traditional

scC NxS @)

traditional —
2 A A 23871 50%.
GopIX AR IAREE: WA A BEE T Z 0 XRDA B, FINAEAE IR 7 BRSO Ny,
G b X A5 (A 2R -

S Cbuﬁér

A B I X KN P B B SRS, T R ) b X S ] o A

G RE I IEA, IR AL A ) 5 AN 2% H (7] A ST B U)o S e 3 8 BRATL
T e T B AR VR AR GRS, R AE )/ S ) TCP i ) [F] — i & 4 H . MALJE R EE
25 ()R AR T 50%, HUFpsiAiin .

= Bbtg/' x meg (3)

NxSx2

fege e R = oo @
AL B AL = 1003 )
e

(2) Z 7 AR AT R R AT

# TCP T ZFNWFMERECh C, IEMBITNZ =/ ECh C A TR R 30

correct ’

e C
%ﬁiﬂ%ﬁﬁ%%zJ%ﬂﬂm% (6)

B0, Wireshark FIENTHERRR 219 94.3% [8]. A IR MEELR FSM BRILE & AR sk gz v X B4
B, eSS B IRTHRT AR . LS AT R R B A R

+a

mwﬁéﬁﬁmmmzzgmagﬂwaum% (n
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Hf, aC,,,..., A B 3G P IE BT 2 210 AR SE0 25 R B, AL 5 R RENT HER R AT E TH 2 99.8%
[9].
(3) MR AT ] 57 A% BE A A
WIRERH R E A n, WBARNMECN B, W& RECHERRINT, , » WIS AT, 0, » 55
MEEFT %, e KA [H KA O(1) , ABLEMIRIEHL N EMBER R FEAC[10]. AR H BTG
FMERFAE TN, 18RS A R EORI P RAC BN, 3 PRI R, T AR . HUPRA T
T =T +T

query hash collision (8)

o, T, SANKELREERR, BT, =k L (kNFEE) T 21 FA5H) TepStreamKey, T, =21k
(HH) PP FRAC IR 7] T, ST RO T B=n/ B MK, & =075, WEAMHFFEIMRE C =4 .
LB T, = coL (c NHEHD), B REPNIE T, ., = CeT,,, =0.75«c (c A%H). B, L&
MERET,,, ==O0(1).
FSM fEHTI ] 2% B . R BT KN L, » FSMOREHERIRECT BN T, /575 SAEHTI
[R5
T L,+T

Parse — Pkt state (9)
(4) L R E AR
B TCP F AN S = {5,,55,.05, } » BLIFIERE SONMIARIF A S %A d, = 5,,, —s, - BERFLF SIRAI
FA43 A5 d, ~ Poisson(A), WIF 55 BT FFMEZ Py, a0 N

e A
})disorder =l-e i];); (10)
Hdt, m NRVFIERRELT S FE(AR LN 10 M) e85 R @ U A IELL T 5 S MR KK S
S SEIE. WEAENa, WFRTHEE R HL:

R=(1=a)(1- Py (11)

SKRIRIERM], 1E 5% EBE (a=5) THILFE(1=2), HRAEEERR,,, =96.5%, 55Kk
MELH R, =96.2% RE/NT 0.3% [4].

3. Eagit
3.1. #ulB4E

ASCHR K TCP B EASAE, SEVHRRE DA 1 Frs, TEESRAH LLR RS ms kAt b it 2 5 B AN
Z AT RN I R

(1) I JE R 2 3 HEATL )

R T oA U LA TR IR AR SV, K IE R0/ R) TCP s B[R — iR 46 H o X Fb
TiEfRYE T A4 e AR B A R R TR B R 1], A RERTH VIR S A 2, JEf SRR A
T FNAES A

(2) BEHA MRS HUFSM)IL AL 5 JEi%E 247 i X 8 4H 572

F i g FSM AR SIS 4070 o if) UTF-8 AR FURE B, JF it JE S g vh X H A 5k b
H TCP 4y i SR 2 2 AR M . Z077E e R T 2 AR IO HER R, B0 T BRI e R
FIIERTE
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Figure 1. Algorithm design flowchart
1. BEERITRIERE

3.2 HEDBR

(1) MEVIEEN

1) BIEMARHTAEMRERAE, BN%EEE oods. WEnEMEEaR151%.

2) 58 SUIE R FE R BRI IR SR, T 2l BRI R A i i

(2) VbRIRA AL

1) XFFRAHELAR TCP i, I AcAFEE.

2) e e rRIE 1P A H 1 1P R/, U8 IP /N B IP, BE YR IP 251 H 1Y 1P Hysum 1 /hT
H i 1, WP TR e Al A0, 223 1P AT E 0 1P e U0 H o 1, A e m) e 4 Ak
NS A
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AFass w
FHISEM

FEIS ST

HREFEA

( FrIsEnDmE

i '
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Figure 2. Out-of-order packet handling flowchart
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BRegent: EHFISHF AR RS ShEARI. S gt X T HRES R, B IE N A
Ri: ZETMEEELF BB RS R IT A). BLP AL ERRAR, Wk 2 Fior.

(4) WEL M EH

1) (2R B e A SEAE SRR T HEAT 2

2) tREWE] existing 26 H, WEHT % H PR MRS RG] 51%.

3) WRARE MBI IATHRH, ARG R S0 1 DL E R SR IET & H o AR O, IR IR
WS UTEER L S RS B, BRARIET 26 H o R BN, A 3 P

pie=Ecze

&

EMKBER el 2=

fi

EIEERE TR MRE(EFEE?

a
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Figure 3. Flow table management mechanism

3. METETRNLF

(5) Hm i@t 5 HA
1) ST EED, FH FSM BT 2 25 Gn i b -
PHRMIRE IR IR ;
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Figure 4. Multi-byte encoding parsing state machine
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Figure 5. Non-contiguous buffer reassembly

Bl 5. IFESERXESR

DOI: 10.12677/sea.2025.144074 848 W TSR


https://doi.org/10.12677/sea.2025.144074

I 45

03 BE AT B G X

LIRWERR 2 R EERE, AIFEM X EEE, B FSM BB AT T . RSP X
WAE, WK s s

(6) VAR EIKS H

1) ERATE R RS H SRR B, AR5 BR R B 0T SR TG R

2) MR H R IR 5% B, R R ER R A R 4% B IR HE IR

4. SCIGUEE
R SEIR IO UF VAR TS eI, MOREEMEA . BESEIL. PEREIIA. ST HES, W

6 Fso
PRI
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Figure 6. Experimental validation flowchart
6. SEWIIERIZE

4.1. SISt

(1) Kt

S A8 F (AR SR G AT SR S B AT RE MR . AT RIR T CAIDA (Center for Ap-
plied Internet Data Analysis)Fl ISCX (Institute for Security, Communications and Information Technologies)-
KRR AL T 2R BB 4R, 40 HTTP. HTTPS. FTP. SSH %5, H EAT AR 1M 4 IR BF1E,
BAEAFEI R 9 SR B FATRERBAR RN T 2 MLbrm a5, kM. Hif
oty WIS AE, R 1RO PRSCE R B BN A AR R R AL B B,
ESEHEAT T IEVEAARE . ST KR T R AMA S B SIEA, RN AREREIR. i,
HH TP Mok M 155545 8, DUMETRSRRSEi i, flan, x5T CAIDA #dlade, T H I ahEdE b
FAAERR o HE AR A S B L, i B e TR TRIAEZS G720, B IE T4 2.3% M4 5%
PRAEEEEE, JFERT 1.8%MHEZHHEM[12].
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(2) XFHeEE

Xf E BE AR LLR T LA £ i 0 R e 1) 7 9

1) Wireshark: {EJyfse) 2 A8 H BT I 2% B 0o Ar TR, HORE A BIHE T2 i) TCP ARASHLSE
B, CEFZ MUY, (RAECEIRRE PR A B m) o AR VR 35000 2 1) R B3R AICRD 22 7215 S B e i K
RETTRE S A B S 22 1) ) f

2) PF_RING: —HMNZBE IR AHIRAELE, ik T8 DN IR g X veit, W 73R E
TRRCR, (HHRE ARG EEA T H UL, B =5 2 5 bS5k

3) SDNPBloom: & THriEAN IS JELE K DDS B2 AL EE, 8 i Al A B P 28 0047715 s i
P2 RS SR I PRI TUAT,  BAFE R 26 o] TG 7y 18 R BRI AN 2 [13].

4) OMBF (One-Hash Many-dimensions Bloom Filter): 1 SN Ay AL, 18IS 2 4 AN [F]  X A7 7] 2 11
WIS 4 A DR UE G A bR B3 ST RO BEALYE,  F — g 058 2 40 BT PR () A N [R], {HLPE AL 3353 0 X 4% 37
I, GO AT R I A R R A A R

(3) PHAltifEbR

1) WETRFAHE: GHEREAERCERTER, HEAL:
LB AR AE B

e R < S (12)
) B IR (RSN S PRI ERREOIRE, 154,
o T - OIS T (13)

MEFHFRH
3) AbFRFRR: . TR SRR AL [A] N RE S AL BRI R &, B4 Gbps (Gigabits per second).
4) WA SRR Y SHPANFREE, 5479 MB (Megabytes).
5) MREWILIR: AT EFEEEHRRENT I E, 2L (us).

4.2. SCIOHER

(1) MR A HZE: ARSI R T T 7 8% OB R AR AR S, R IR )/ A TCP i
ML B[ —m R K H, DRI R 25 AR FH 2 AL SR 50% 5228 100%. i, 7EALEE 10,000 %R 46
W(5000 FHIE - IR, £S5 1ET 2 10,000 MNRE L H[14], AR 5000 NMEH, A%
TE T PRRR A A, RS AR R, Wk 7 R

Q) ZF WAL HER R AR R RS FSM A SARE S X B, B2 715
T A BT HEAf 26 A\ Wireshark 1) 94.3%3&FH 2 99.8%, #&m 1 5.5 ME M. {ELFRMGRESY, X—H#
R e AR AR AT 2 B 2 TR, T B () e BV A . 2 T S AR T HE R
FXTELE R, A 8 .

(3) MFEFME: 7E 10 Gbps M2 98 T, AR CEIVERIAGER AR & 7.2 Gbps, #HLL Wireshark (4.1
Gbps). PF_RING (5.8 Gbps). SDNPBloom (6.3 Gbps)F1 O MB F (6.7 Gbps), #HEFtH T 75.6%. 24.1%-
14.3%M1 7.5%. TEEEMZER 5T, ASCEIERRHA T INYIE, REE 5t i BV i W 2 A8 T 1R i i
AWEHR TSR . ALBEFF ST EREE R, Wi 9 Fias.

(4) WAEEH: 7fEAEE 10 k BURAR, A XEEMNAZSHN 12 MB, it Wireshark (28 MB)-.
PF_RING (19 MB). SDNPBloom (22 MB)Al O MB F (16 MB), 4> K T 57.1%- 36.8%- 45.5%F1 25.0%.
b6 Ha B B3, A SCEIVE RN AE R OB SB BN, AR T WAETIRRTERE. WA
X G R, k10 Fros.
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Figure 7. Comparison of flow table space utilization
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Figure 8. Comparison of multi-byte encoding parsing accuracy
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Figure 10. Comparison of memory footprint

10. AFESAXTEE

(5) MBEEWIEIR: A HEIEFREEWIEIR N 0.026 us/Ik, L Wireshark (0.042 ps/¥X). PF_RING
(0.038 pus/¥%)~ SDNPBloom (0.032 ps/{X)A1 O MB F (0.028 us/iK), 435K T 38.1%- 31.6%. 18.8% Al
71%. IX AR AV B IR A 75 AR SRR A AL B iy I A B N e 0% B PR b S A E R, B TR
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Figure 11. Comparison of flow table lookup latency
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Figure 12. Performance under different network loads
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(6) AL FE T ITERERI: TEA RIS AT T, ASCHRZI R R AT 1 GE

ik #12%(10 Gbps): 7E 10 Gbps 4% %6~ , AR SCHILM AL EE AL &8A 7.2 Gbps, CPU FIFHZ A 35%,
WA N 12 MB. IR, 279D bT R R 155 99.8%, MR A HLEIR N 0.026 us/ik.

HHZE 671 %0 (40 Gbps): 7E 40 Gbps 4558, ARSCHEIEMAIE LRy 14.5 Gbps, CPU FIH RN
48%, AT N 24 MB. 21 4nid i R 2R AT IR FFTE 99.7%, R EUIIEIR A 0.028 ps/iK -

= 14100 Gbps): £ 100 Gbps MZEH7 58 T, ASCHEIER G &Y 28.3 Gbps, CPU FHZEN
62%, PAT N 48 MB. 2 1 it AT HER N 99.6%, TR EUIEIRA 0.032 pus/ik . AN[A] 45 471 2
THIMERERBIT ELEE 5, Wl 12 Fios.

5. &5iF

ASCEEH T MR TCP B EREE, BEMMAGRRE HA 2 T gt i b o SR F A TG 2
PRI R BEMLE, iR 25 B R R MAE G 1) 50%ITHE 100% . 18 i 321125 T Fon 4 5 07 EL A (R b
WA L, R T 88 T AL 3R B i BRI T A 1) 1), A T R A R4S R . [,
M R A FORASHUFSMYBRL, 25 &R sgrm X AL, 3271 1 27 1 omAn it vEmh 2. S05e
GERRE, ZBEIVEAEALTE 10 Gbps VER, CPU MM B ZERL, I EIAS] 7.2 Gbps, WA H
412 MB/10k £3, FHECTIA THRME . REAR SR EVEEZ A A TEUS T 2% 1 tkaeigrt,
{BAER LR e st M AAAAE— @ I RPR I . E R, It RN R ES S, FEmy kv aesz
Bl IR teAh, 0TS E A GRS ORI SRR, ST A I RO e 2 1 B 7 B Rk
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