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Abstract

With the rapid development of network technology, the importance of network packet analysis in
areas such as network monitoring, troubleshooting, and security auditing is becoming increasingly
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prominent. This article designs and implements a graphical analysis tool that integrates packet cap-
ture, multi condition filtering, feature extraction, and Excel storage functions. The system is devel-
oped using PyQt5 as the interface framework, combined with tshark packet capture engine, pyshark
parsing library, and openpyxl data processing library, to achieve the complete process of capturing
specific IP packets from network interfaces, extracting custom byte range features, and automati-
cally storing the results in Excel. The system supports multi-dimensional filtering conditions such
as IP address, port, and frame length, providing intuitive input verification and operational feed-
back, reducing the technical threshold for network data analysis. The test results show that the sys-
tem has complete functions, easy operation, and stable performance, which can effectively meet the
data extraction needs in network management and research, and provide high-quality structured
data support for subsequent data analysis.
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Figure 1. System architecture diagram
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Figure 2. Software interface diagram
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Table 1. Data capture function test
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