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Abstract

Elliptic curve point multiplication is widely used in cryptography, and its efficiency directly impacts
the performance of cryptographic algorithms and protocols. This paper proposes a parallel dynamic
sliding window algorithm to accelerate point multiplication. The scalar k is split into a high-order
part k; and a low-order part k,, which are processed in parallel to compute kP and k,P separately
before merging them to obtain the final result kP. Internally, each computation employs a sliding
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window method to reduce the number of point additions. Additionally, different window sizes are
dynamically selected based on the values of k; and k; to further optimize performance. Experi-
mental results demonstrate that the proposed method improves computational efficiency by ap-
proximately 36.5% compared to the traditional sliding window approach while ensuring correct-
ness. Finally, the parallel dynamic sliding window algorithm is applied to optimize the SM2 public-
key cryptographic algorithm, further enhancing its performance.
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Algorithm 1. Sliding window method
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Figure 1. Framework diagram of the algorithm (FBPSW) described in this paper
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Table 1. Benchmark algorithm performance time comparison
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Table 2. Parallel vs. serial algorithm performance time comparison
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Figure 2. SM2 digital signature simulation test results (10 times)
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Figure 3. SM2 digital signature simulation test results (100 times)
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TH SO 84N 0.47 MB.

Table 3. Space complexity analysis of the proposed algorithm
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Figure 4. Pre- vs. post-algorithm data comparison
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Table 4. Algorithm performance under different experimental conditions
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