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Abstract

With the continuous growth in scale and complexity of network systems, system logs have become
an important data source for fault diagnosis and operations management. However, existing log
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understanding methods generally neglect the structured characteristics of log texts and the associ-
ative relationships among system components, resulting in limited understanding capabilities in
complex fault scenarios. To address this issue, this paper proposes a structural knowledge-en-
hanced approach for network device log understanding. First, we construct a log knowledge graph
encompassing three-layer semantic relationships of facility-error-severity, explicitly modeling fault
propagation paths and dependency relationships among system components. Building upon this
foundation, we design a structured masking prediction task that employs higher masking probabili-
ties for key structured fields in logs, guiding the model to focus on learning semantic representations
of system architecture and error types. Meanwhile, we propose a graph neural network-enhanced
text alignment mechanism that dynamically fuses multi-entity graph embeddings through self-atten-
tion mechanisms, achieving effective alignment between knowledge graph structural information
and textual semantics. Experimental results demonstrate that the proposed method significantly
outperforms mainstream baseline models across multiple task metrics, validating its effectiveness
and generalization capability across various tasks.
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1. 53|

D 245 152 % (LT 2% EH 88 ACHATLRN 7 58 ) A B P H 7B A 2 MR % R G R IO 2 W e e RO ARG W 7 11
RERTTIR . X H E B IR S RS L ZN A S EER 4R 1] [2], X FRA RS H A
TEAAE AR B (B ER), A e A R AR A A BUE Can A SCAR SCRY), TR T Z IR 1) 45
e FkH &S TR ZE S A BERE Ty, RSO LHEfRRE ). fEIARE RIS R,
FH AR R B B SRR L 1 TB (3], T Wi R AR R, AR AR FEE BT RN
M DR FER AN T B, Ao SslEeE . Wim, KA HERAS AR
CLRCR PR B 2 40 0] PR AT SR (1 B R A7

TEILA 1 H G WA 55 v IR BE 25 20 72 S A8 oot 3 i 1) R A e 0 S5 BRI RRIE I PR R, O 4T
WA R I I0 . DA IR EE S ) JNE R E N 7 AW H—RETRamAE M 81 E, wEi
PHZE Y 25 (CNN)FIE R 22 P 28 (RNN) [4] [5] IXFET7HEIEH 45 & ik A\ (word embedding) =l 5 1 2 i 4%
K, B HEFR AN R ERIR, JEE A W 2 @A AR SCE I FPRRAE, M SEdl w4
RN EAES . RETNEHA AN E R o] R R RS, &R T/ A E8dE =, ’
TRIETHINGIE ST, W BERT [6]. RoBERTa [7]2 . iX K7 V:4E KA H AR1E S8R BT
TR, LA ST@ A mE S Ronae /1, Bl s 5 (fine-tuning)i& At H B U8 BT S . B THHAE
SR B SCEA S E LR T, fEZ R H ES TS R BERS, LR AN, T
M5 SO FFRE T HUT T R . TR, BRI 2 M AT AR R WDl Tl 28 2 5 H & 1)
SMTENRARS &, DI THRRALN H BB RE T .

ITAESR, KR Z W AU AR R R A0l TN SR 280 5 H SR I AU R AR 46 6, DAIE— D R FH A Y
FIBEARAE (8] [9]. SRT, B JFiETEAEEEE Mtk H B RHIAEAE I N B L 858, BUA il HEM
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NEE E R T OUAR, B A MR E . R T ZRE 5 B 8TE H B b b R I 55K 15

HRRRRE T, (HIUAG T30 R FH 8 P SO R, BB 4 Mtk H BB N TEZ 50 255 7 A i N,

HEARE TSR, HEJE ™% 1K “Facility/Severity/Mnemonic: Message” #&:UYE, fAFBHEAA

A 138 A BRI H (15 B3 S o W& I8 (Facility) bn iR T iR IR, #5285 (Mnemonic) 2wt T HAK

MR, XL S M B S Wi E i — R M SO . SR, R 19k A K 35 ST B A LA A

FOEKGPTA token —HLEMZ, ToVEXJr REELH AN 5L, SHOSEMAEARMIIZRZIE LA

S EMERG B HIR, U EECLR A H BT B2 MR R . HEFZBIFENLAAE, H

LW AR - RS0 &R B, HHRACHS “NBRCHG” fEARFESE R4 UESR AR : 2H47E “OSPF”

BT, HMEEGGN 2, ERR— A REAEREN . &, 7€ “LDP” BN, MHEMELEHN S 1

A — R R A AT R R R T — /N E R AR EIRS SR . SR, A U kI8 A 18] IO 2 TR AT A

i 2 0 B IR A8 B4 4 R A st . s, BRI AR oot H 76 R A AL B A
NT R IR, ASCHR T R T AR A SR Y I 2 1 2% H B ERAR . TEAR SRR

TR, FEMIG LA R -, £ HERARFERIE BB E N E 2 2 53, A

DS 2 ) s EAS B ik, FRATET T S5 A FE S U AT 25 (SMPYE I 51 N 72 BB A3 51 R AE AL

i, ZNA&$ESt Facility 5 Mnemonic 55 i M E 7B IHFEAD LSS, T 5] SAR Y 5 5 o) SCB 5 i L 1 (3R

TR BT, AU AR SCARIE SCROR A SO S TP R . 45w H B IR E 5 SO AR 5 22 R )

BEL AT SUAE BN EE A OB, H ST G i 85 2 = PR 468 1) e R v 5 PR A 40 I 0% 2 > (1) B L 22 1)

FONAFAE 3 A 22 e A SO SRR A, A M A RIRTC A R S S OR BRI fE . Dk, AR SCik

THT R P 8 ik 1) P SO SR AL, T8I 51N AT 27 20 FRDRE 558 46 A B4 B 45 K s Wi 81 SOARE S ],

IR F AR SZAH AL FEE 453 2K bR 20 PR ) — SARAE AN RIS T 7 — B, RN Bevt B3 SO S L AR 3 %

PR P VT AR B S A5 TR SR, T S IR SCAR TS S5 B S A iR (0 R B Rl A B R 2 20 o RS iE,

AT F EETTHR A T

o WIF T BT S5 AL SR BN AR RS FUNAE S5, i BRI AR SR AL SRS, ST ST B
MR, 5] FREAE S MBS G R, SR G SRR SR RS SRR )

o FRH T —FPER B IG5 0 SO AU, Gl R I 2% g E R AR R, Rt oI R S
EE RN FF L, SEISCARTE XS SR E A, SRR H & B A R 5 12 Wi
ELfRRE ] -

o (EANFINHEEMAES LT 7RG 5HEB T, LR ER, RONEEZA HERPTES
R ERT ERIEL L, A RAE T TR INENA S Bt ERNE.

2. HXIE

H BTSRRI BN, T4 AL G 1) 8 T AN A UT E 1R 77 3 e 381k TR B2 2 )
FiR . Zhang 55 N[10]52H LogRobust, Z5&7EEIHLEIFI CNN ot 7 HERRSY ), BRI 78
Xt H SRR AR FE R . Meng 22 AN[11]1# 11T LogAnomaly, [HIFf 25 5E H EE CMEBESH, LT
FEA R HERN . Guo 2 N[12]%i+ T LogBERT, iBid454 BERT [#) b F AL 5 B B SRt
%, R T ARG H E R RN AR FE AR R EIA R, 1A T RS HE TSN
KT VE RN T IR FE 2% SI(E A BN P B H RERRE T T AR 3, (RrE AT H B M B AR B AER T2k, B
Z X H BRI AR TE FIR N B .

Ny IR A G SR AN 7 VA B RIBR 1, BT AR R 4 & T AR H SR AR . Ma 58 A[13]#2H
7T RTEIE SR T 2505 S A KnowLog, B IR S0 SCRS HR BTN IRIE N B TOINZRBY B, 23548
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FE TR H SRR S (HZ 7R RN TR A d SRy, fEsehrm A sz BRI, 54k
P T R R AR SRAESE LUK [14], ZAEZLMN LLM F3RECE KA, I 7E 3 /N PLM _Es2sil H
HTRAR, ERA SRS R AT AR, R LM A2 BRI B Ml R R S A BT RRA,  IT DASLAE AR 2C AT 45
RIS A BEAG . (AERNZ, VA IR S8 VA 2N T HEAR G Br A Ml i 25 s,
UV RA L AR SR T R R A5 R

FIR B N S IR BRI, O T 9 SCAR B R . Peters S5 A[IS]HFR T
KnowBERT, ifiidsefiffettos BERT (AR R, Sui 2 A[16]%3t T Logkg, B AiREGkE & HE
(22 - B BAR TR R 0T SRR PE A2 R . Liao 28 AN [17142H! T LogBASA, 383 i s i 4%
A HEMGE, FIFHESBUR Transformer A STHL 2 4 FEAFERL &, B4 32TF T R W R AR . X880y
ERW, KRBT DU B e SCAR R R IS SUE B o AR EREE N — R g Mt i ER R R e, MY
AEEERLARAKRGEE, EREITALIEM PR Z . B iR e ST RS &, AEMN
FRAR T Mg R BT T R R, Rl et 9 2% H I 2 ) B L S MR AN B SR s @il
R g TR 0 28 H R AU AR I, JRATAT AR SR A B S MG B, RS AR RS il
K, MTHRTHE AL H 2 B fE 8

3. HEAREEMAE

T AR H R P LR AT B R, JRATEE T — A= R SRS, 2B (L
ST HE MR AR, AL T A R X 7

H A SN G = (v.e,A), S0V =Y, LY, UV F7 S 4 Wif(Facility). Bt
(Mnemonic) 17 T 43l Severity) ZFIKT, &= &, UE, UE, Friletr: AFr s AL RIS .

PR o 4 A R 8 L1 BRI R VT i T AR R
R RS B B A A I, ORI G E R A e 7R
PNGEH T I VAR S A . Bl I SR R 6 R B - e
ﬁ%&%ﬁiﬁ%%ﬁ%ﬂ%%ﬁ,m&%%%ﬁ%#%%MMJWMﬂz%g%%?w%ﬁﬁ—ﬁi
AR R 5 R G, BU w, = P(s | m) = < 0mS)

count (m)

HOR AL RS2 SO TP I AR AR p = v, — v, — 2 v, BREHE TR 59
P

path

X PR AL ) R AR RN A RATRE 08 B MR AL R 1 W eI . N, B%4% “IPRT — NULL_RDB — Se-
verity 3” [J##%4 P(NULL_RDB|IPRT)x P(3|NULL_RDB)=0.25x0.92=0.23, £ IPRT &iiH 23%
fME# 381 NULL_RDB %% 3 8™ H 0 3 16

4. 75k
4.1, EE{KIES

AR H B SR G 1 PR, BSOS S M A S IR BE R & o IZHERR G HAECER
R Ay FURERE DA . DA BRI TS, 0l Tl i &S B br o
L= a‘CSMP +p £GEA 3

Hha, pRTHEAFRESNBEERL.

= me XWms = P(Vm ‘ V‘f')XP(Vs |Vm) (2)
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Figure 1. Framework of pre-training

1. FRIIZRHESRE

4.1.1. BEXAKGRERE

HEMEASOR R, DAL gl b B E G 4 eV MR s . B &P PR e
TER S BAME T ], LS AR I 48 S (1 W AAA L OSPE) U0 SEFRATT ELEF F I 2515 5 A AL
B0 W A AT 01, B PRUOAIRNE R SR (OO V) n Ak U8 A3 4 5 18] (1) 56 8 (40 “OSPF” 1l Beg 4R 73 A
[“OS”, “H##PF ) A T fERX AN AR, AT 45 5 1] 2 SN B 4018 28 R R R [ 13].

TR RN B ESCR L, RS H 3 — 251 token, HEFHI 1R
{[CLS)4,. 1,1, [SEP]} A A2 as N o« Je b RBRARC[CLSIR A INTE A A1 TF Ko e de 24 (OB
TR IEAN 7 HITE XRR S . dafidas 1 Joil ik i i NI BIR N B SRSV RN, SR )EIEL 12
Transformer = 31T 1RZ il :

n = Transformer(h(l_l)), l=1-,L )
R3] LT SUBA token 27 H = (W, 1Y) .

4.1.2. FiRELRERE

BT 30 TSN HERIRERE, AT T A2 B N  gmig s, DL SRS T Ak
CEMFIAE BRI P RN o 1D 28 3 S M T 2 A S ML ) A0 B A SR R SR A SR, 0 8 I TR 45 4 S
WA RS MR R R

HFEFR RN Ave Y, RATHIEVIHRER R X, e R, By s R Gga s R Ge 5 AE w5 4

H R

xv = |:etype (v);frvtat (V):| (5)
Hobre, (v)e {01 45 ST one-hot ZHI(3 4. X7 B B PR 4L = M), 1, (v) e R’
T R ISR AL 1] &
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TR FIRAA T SOE S, AT T — MR E B RUR . AT (v, ) e € WM
m!) = J(W(I)h(,H) W, ~a.(,l)) (6)

g G J g

b n) e RY A v, 1A -V R R, W e RO RIIEM o B IORUEIERE, w, SEM TR

€

PRI H R B (MR BAR L), o) RFER A, 55 A

0 exp (LeakyReLU(aT [hi(H) Il hﬁ.H) Ile; J))
al!) = ™
’ Z exp(LeakyReLU(aT |:hl.(H) I h,(rH) Il eik]))
keN (i)

HAt, a e RY BTSSR ASHE, o RUFRHBN, N (1) TRy, AR ES .,
PRl 22 S R S8 L S A 1 L E S BUR LR . R S T BN

y

B = LayerNonn[h}l") + ReLU(WS,}h}’-” + Y m D (8)
JjeN (i)

S ) S B S

T S KB, B TN A R e R B T BRI . M 5 R T Ok
[ OSSR S B B IR RN S MR T G B B, T AR 1S
ST A BT H SRR e (5 e R ST R T P14 38 R 08 45 A 3 F 26 ZA 50 1 I L 45
SR Gt L EEBERUS, SRS T LB IS S B, BT Y s TR
W BRI, OREY T AR R

4.2. MINGIES

4.2.1. SEELERETNES

HESCARH B A5 F 5 8BS E R, Wik & briR (Facility) fl#5/E 1S (Mnemonic) 55, X L5 {4
A& HETE S BE AR . LG 5 45 7 (Masked Language Model, MLM) % X ¥ 21 BEH LA e s, 2
W& T SRS H SR R R B, REURIAE DA PO A AE B .

I SEAR G H B SR BRI RE 7T, FRATTBETE T 45 WAL HERD T AT 2% (Structured Masked Prediction
Task, SMP). ZAESSAETI SR fE b, fRsext H &) Facility F1 Mnemonic SEAR T 7E )] s HEAT #EHD,
R B e (R R AR, AT R el ABE 20 B 5502 S ax e S SR (1)1 USRI .

BN HESCERN token [FHIA X =[x, x,,-+,x, | » X R TCHEISR R L& m = (my,m,,---,m,),,
Hm, = 1 IR IC [ RS . HERDME 2 AR 1] 7o BT I 1 SR 200 73 il A

Phacility » X; € gfacility
p (ti ) = pmnemonic s 'xi € gmnemonic (9)
Dother > otherwise

A, W2 Prciiny > Prnemonic > Poner » X1 SSHATATC IR SEHERTD A5 BIFERD S5 (K751 X =[x, [MASK], -] o
AR IR H ARyt /MG SR R ENFERD T8 5 B2 ) 58 SRk -

Lo = -3 m, log P, (x, | %) (10)

i=1
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Hr B A SH O X PARAGIF TR TR, & AR5 I F 5o 1245 5% R B fie AR 7R B R
PR WHERS (1 S B SCAAR] TT,  $ el H RS 45 M A £ B I BE R e

4.2.2. GNN-XCE X F{ES

IR PR A R 2 R0 SCA B 2% 3 ) NG R A R S R A R A 2 2] H R ROR . SR, SCARGR s 35
AN A2 0 2 70 ) TARAEAN R R R on s ] v, B AR A A RO SCAS B A

N TR — e, FRATIR T B RRE I 2% 3G 5 %) 55 4F: 55 (GNN Enhancement Alignment, GEA), @i
TR FEAFIRME G oR, SIS HERIREE . 2SN 2 )2 B4 2% 5 & SR i1 2 B4R
JE(EE, SRR ERSCERI RIS BT A LSR5 45 # e ik

BRI S, N TSRS f ARSI m (5 EREAS,  JRAT T Sl i S 1R 1 1% 2 A 2 3R
ARSI BN TOR B B RS s TERRSRM NSRS € = (e hg | SRR TR A R AW L B 32 21 %
PRINI &

a; = softmax (WT tanh (W&, +0, )) (11)

att

Hrbw, eR!. W, e R NA[%SH, b, NWENE, tanh HREHT5IAAELE, softmax FI{RATH
SEARKLE Z AN 1.
FEFVE B SIS SR RN AT IR AN, 15 3 b A 22 2R S B AR RN -

N
R =30 (12)
i=1

H N Borns 5 E se .
N TR RS T BISCAR LR 6, JATEI T2 3] IR0 55 AR 4«

B = ReLU (W, b + b5, ) (13)
Hopw,, RS, b, B
%%, GNN-SCARFEAE S 40 2% B AUE XA :
N B
Loza =2, lielCP‘gz)th ) (1 - Cos(hitm N )) (14)
i=1

o RIGREEL, RRFEAR R EERIRENE G R SAITE, PU) R & 1 X R A
AR

A AL, AR RS AT ROt KR IEE T SR R RS BISCR RS, 1S SR KL
RN T AL, IR G SRR, USRI RAF RS AR, TR T 7 AR Xt
ok H B S LR e

4.3. TFESHITRA

FEFINGRTE R, BAVE XA F () F EAR SN WA 55 0 BN R R AT R . 5 T 2R B R AL,
fEFI[CLSIpRC R BRI R BN . £ TIHESS T, FATSEL T PR AL

B H BRSNS EILR R, AN — HE R

FEXHES (I H S ST RER IR, S Aot H S5 -

XT L H EAR S, AT G 5 B ) B A R R AR AT B . X T HENAES, 2
Sentence-BERT [18]H)J57%, 73 BISLAIGPI NI, FA ALt N LUERRZFORIAIE L, d BEER )
B, d RIHICRESR {1 -d} TP, JRRIHESE RN [ Ld:{1-d} | 323
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BRI, BATR TR AR R s, 55w Bm ol A 28, w2 iR 5 R R Bl
TR AR HOHEWT . FARSCILAR TRAE T — PRIk

5. SLI§
5.1. SLHNgE

EFING A A T 110M ZE1 bert-base-uncased HIFEAL . K Adam LAk #s[21 6 S Kt
I, H2E 21305 Se—5, BUBIEIRN 0.01. fERK/NEE N 8, Epoch W& N 50, FEGAY, FRATET
AT 55 HR SR FIAE SURARURAE i Ok pR B, PR3 H AT 55 R H XTS5 B2 51K Epoch #E >y 20 F1 10,

BT SEI6(E— S C 4% Intel Xeon Silver 4310 CPU @ 2.10GHz. NVIDIA RTX 3090 GPU % 256GB P 17
IR S5 2% Eoe i, #1E 2454 Windows Server 2022 Standard. SZEGIAEIHET PyTorch 1.10.0 ¥ 2% S HE
4%, CUDA WA 11.1.

5.1.1. HiEE
FEARSCH, H ST ST R 2% AT ZRB B, 3RATTHET-3CHR[13], A Cisco A1 Huawei
PRI BRI A TT ORI T 18,481 S5 P28 B2 a8 H AR, IR aG SC bl B H1 43 A WLAN =284
FE N AR S5 #EAT RO B BOm e DU AR AN R B H PR N IRAESS . RAEMARA, XL AR5 Aoy
N HHEAES AN A HE)M HEXMES AN HEXSH & - ARE S ). 3T a8
£, BAMER 6:2:2 BILLEIRI 2 IIZREE . JIERMMALE . 7255 1 o, JROTER M 1V HBIREARESS I 4t
THdE
Table 1. Statistics on upstream and downstream task datasets for network devices (training/validation/testing scale)

= 1. MR & ETORHE S BIRERN ST NERAEE MK AUHE)

TASK Switches Routers Security*
Cisco 13,495/4498/4498 7265/2422/2421 --
MC Huawei 3439/1146/1146 2539/846/845 --
H3C* 1241/413/413 1336/445/444 --
FPI Huawei 362/120/120 -- --
LDSM Cisco 49,954/16,651/16,651 26,975/8992/8991 1894/631/631
Huawei 7702/2567/2567 5977/1992/1991 4485/1495/1494
LPCR H3C* 2606/868/868 2837/946/945 2223/741/740

FRARZEWINGNH &

5.1.2. FifES

TAVE FHVIRERRGRL, DURMBIRUFSE RS R, e el byl 4R .

1) #HIFKMC)

MC Z—F HERUMZHE SRS, BIEVUNHERIEE . ZE5 A& — M2
BBt H &, AR R A FR

TAVE R B BB R E 6 5E, BB A RRAE N B SEAR 2, ARG 2 RS 4
[MASK] LA bR Ze it 75, % N : [MASK]-3-DUPLICATE_IFINDEX:%s has %d duplicate ifIndices., 7
SE AT LIS 25 38 0 R 343 95 SNMP.

2) Wk I SR 5 (FPT)
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FPI &2 — MM HE AR, H TR HERE KRR 2SR T HE i R s . & — 2%
RS, FA—MHETRHNAZ MR MALHE, Wl P lZ N MERER.

3) HEAHARE L ILEL(LDSM)

H B AR TG UUHC 2 —N HEXAESS, BEME S E HEMNE SUE TR 5B EAE S #RX 5,
NN HEFRGENS, oy B R,

4) HEFIW] e 5 KHE44 (LPCR)

H BT Re R HE & — N HEXNHFPAT %, B 7RG E H & 0] G R 51 R 4k B i ] BRI & &,
HIANAH SRS R EIEE, Ft AHTa R,

5.1.3. B

TATHs H BRI NS AR GURE 25 2] T R R T 4508 5 A0

CNN[19]. KM Word2vec B8 [20]2K 5 2] H & FIZR IR W) & SR J5 11X L 1) S A B A4 X 45 (CNN)
PASCRE FUFAT S5

BiLSTM [10]. BiLSTM J& HE oM 1 —Fi i 2 M 580, e B H & Sl i sl i N AL
W s, SRR N B TR )0 BILSTM A,

BERT [6]. BERT R/ E N —FhTRYIZR ML H B, BA RIFIE SRR, REIRIFHERIR
H &

Knowlog [13]. Knowlog B84 & —FhF MW E 77 SR R 1 H ERGR, W47 5 AT Rk AL B LAgEAT
H & B AR TR SRR AL

LUK [14]. LUK B8 —Fh H EHEAR TN S8, R LLM RIS AR, 7Rt 7908 N £k
SRS B IR0, BEAEAR LT R AN ANt H 2R AT AR

5.1.4. W I6FR

B BMONESAE N — DA PRI Z 2 AT S5, FEH BRI RIS BB, FAT I R 2
IR F1AE R VEAGFEF -

R I R (FPDAT 450055 T 43 N8 51, X8 H B B FARERI[13]. 52K FMELEA
], FRAVE F B R AR (0 P I FE [ 22V F N PPA AR b, A5 AR AR PRI B TR FR0I (R b 2 R i 4
AR 1 L] o

H B AR TE L ULAL(LDSM)YE N8 ILEC I — 07 AT 55, B MG & I LA & 2, JRAME
FHAER R AN F1 1590 1F I H b5

H & 007 8 JR K HE 4% (LPCRT: %5 H A4 - Precision@k A1 33 8 Rk (MRR)AE R VA 48 b5
Precision@]1 75— I HER 2

5.2. SEROZER

TANE EIRDYAMESS BadbAT T 5L8% . % 2~4 J87x T MC. LDSM #1 LPCR s34, FPI ()45
Wik 2 s

ARICARHINEE A WE T B AT IS TR R tERe. Wik 2 Fos, T ERRE A,
TEASHHURN S 2% IHER RN F1 155043 3108 64.70/64.48 1 65.18/63.82, R T I Al i (LA Y
Knowlog (64.07/63.75 Fll 64.85/64.08). {EH N b, FEAHALAIE s L HERIZE 730 86.18/85.22
F1 85.56/84.41, UERGZR L Knowlog T mi#R T+ T 1.29%. X 2 W 45 My AL 5 SR M ik B i Sy 4 Mk 7 B
fRIORHE token, W FRTF T AAINT RGN IR AIRE T
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Table 2. Result on MC
2. WROELER

MC (Accuracy/Weighted F1)

Methods Cisco Huawei H3C*
Switches Routers Switches Routers Switches Routers
CNN 56.89/56.85 57.46/54.92 74.52/73.95 72.78/72.23 69.49/67.55 70.72/69.71
BiLSTM 55.74/55.63 57.17/56.76 76.52/75.49 73.96/73.30 70.21/68.45 71.40/69.93
BERT 62.67/61.38 62.72/62.60 82.37/81.20 81.18/79.20 81.11/79.78 77.93/76.05
KnowLog 64.07/63.75 64.85/64.08 85.43/84.78 84.38/83.51 81.36/79.31 78.38/76.77
LUK 63.78/63.57 64.44/63.42 84.21/83.53 83.20/82.09 82.08/80.25 79.05/77.36
Ours 64.70/64.48 65.18/63.82 86.18/85.22 85.67/84.41 83.05/81.63 79.95/78.15

TEZE 3 1) H EFIRERE CUTHC 1 25 5 B, AR SCHR H 7R IAT 5% U T BRI PERE, 7E Cisco
BHREM AT ARG 88 1 HiEF] 95.42%/95.42%F1 93.29%/93.29% I HERZ /MM F1 fH. BRAME A I
HldE H3C LRI NS, LRI LUK R UER R =i Tt 7 1.59%, JEBLH ATty
R R) H G FX R B AAE SRR UTECAE 71, GNN-SCAX S B 45 M4 1 R g kiR 5 4k
SERL RSO IR AT I8 SO 5%, TS 8 BB A% o I B A H 7 PR S B B S

Table 3. Result on LDSM
5 3. HEMERIE X AR

LDSM (Accuracy/Weighted F1)

Methods Cisco Huawei H3C*
Switches Routers Switches Routers Switches Routers
CNN 84.04/84.04 80.99/80.99 86.05/86.05 82.37/82.30 83.29/83.19 83.60/83.59
BiLSTM 89.45/89.44 85.42/85.41 87.85/87.85 84.43/84.40 80.88/80.83 83.81/83.80
BERT 93.06/93.06 91.46/91.46 93.18/93.18 90.06/90.05 87.44/87.41 88.25/88.25
KnowLog 94.65/94.65 91.80/91.80 95.13/95.13 93.07/93.06 89.63/89.62 90.48/90.48
LUK 95.23/95.23 92.71/92.71 96.18/96.18 95.43/95.43 92.51/92.51 93.54/93.54
Ours 95.42/95.42 93.29/93.29 96.69/96.69 96.23/96.23 94.12/94.12 94.60/94.60

7 4 1 LPCR AT S5 45 SR SR B 1 AiTdi th 5 ik i sl ) HE 7 B 7 o 7 huawei 8N M4% 3 4 E#IAE] T
A, TCHRAEENTHHNL L, Precision@]/Precision@3/MRR 73 HiE ] T 89.43/97.03/93.53, #L LUK
SrERTE T 3.59% 2.56%F1 2.43%. FEFIERER R EIRTE, FEHlRAE Precision@l b, FRHIATjERE
% S IR S 45 8 H S B AR B ORI SR DR o T R T 18 0 45 47 o v At gk A 7 AR AR T IR 4 42 56
HIE,

IEAMES 2~4 1) H3C* 5 Security* X LeFililll R AR WA & H, A SCHTR AWM B A HIFRI.
1E MC AE55H, FATBIJEAE H3C ACHLANER th 2% B2 Jilis 2 1 83.05/81.63 Al 79.95/78.15, fRT-ArA
BT B3R 3 [ H EFIRGRTE ) UTECAT 55 #ERf Al L B4 e 1) LUK AR 40 R = 1 1.61%5
1.06%. fE LPCR f£45 EHUE T8 B2 (89 94/96.11/92.96). i idtix LeSz6F B T 1% A5 AL % A %0 )
LB ISR RZ AR T, H B SR KR R M R RSt TR R AR, IR G TR
PR E ARG Z B ZRE . X0 TSt A iR s 2 0 H I,
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Table 4. Result on LPCR

4. AEFMAREREHRLER

LPCR (Precision@1/3/MRR)

Methods Huawei
Switches Routers Security*
CNN 54.30/77.26/67.99 53.45/75.77/67.35 56.05/79.07/69.95
BIiLSTM 59.27/78.04/71.22 51.45/69.56/63.76 55.65/79.21/69.80
BERT 76.18/91.54/84.70 72.57/91.59/82.61 67.89/89.73/79.55
KnowLog 80.18/91.84/86.83 78.87/93.08/86.45 82.78/93.21/88.59
LUK 86.29/95.18/91.18 85.39/95.36/90.99 85.30/94.30/90.10
Ours 89.88/97.74/93.61 88.25/97.24/92.80 88.94/96.11/92.96

1EE S BRI R A(FPIESS Wil 2 FsdRAITHI VLA FPIAESL TR 24k, 1837
96.65%, FHELFERE BERT ALRURTF T 4.15 N E . X— B FRFAIEUE T 5018 K1 16 0 SR0E 75 &2 4%
PG ARBIE 55 A A

100%
98%
96.65%
£ o 95.83%
~ 0
oy
©
5 94.17%
2’ 94%
92.50%
92%
90%
Ours Knowlog LUK BERT
Methods

Figure 2. Results on FPI task
B 2. HPEMKIRANESER

5.3. jHEhSCIE

N T IS UEPTSE H TVE A Rk, BATH 2 2800 AR 55 ANE SCULRC AR 55 B P A dLRAR 55 MC AN
LDSM HEAT 7 RRSESs . S5 R4 5 PR, IANEEE]: (1) SEME, Pttt ImiEe e R i~
SEHL T TR RE . AR TR IR & FEERE T BE, IR B P i PO ZRAE S5 A BRI Tk (2)
FEBA SRIAE TS TNAE S5 (SMP) L GNN-SCAK FHAE S5 (GEA)FITE AL T, B RITERE T %, X R YA
H &5 HEA S KA RRBET TOINZRTT DA R H S HARRE . Bk, 1EBCA SMP RS R IL
T, BIRAE MC AES5 EN R ENIE, IR WRA G5 M AR TN A 55 7 I ZRBi Be s Bh R R s 7 1 H 3%
SCAIE5 R BN BE TS R o (AR R AR B LB, R AN R BRI 4 A R U 2L
P ATRFL . S5 TN R AL 7 AR AT X 7 H S R A R S R SRR (B4 BRIRAS . RGN A
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Message), {4 FLAEWS S HERAHLHERT 1 R BHUE B . b GEA RS HIIEIL T, BIAL/E LDSM {155 F
N BESE AR, BRI RE S AT RO iR B T I S AL B B S BSOS . LDSM AR A L
i AR PR S A G5 A AE S5 HAE S IR 2 TR X R DR 2R 5 T GEA AT 55 152 i i 22 248 52 0] S AL
REENIXFPXS R ZR,  RE ARG BIEAT BE A

Table 5. Result on ablation studies

5. JHRSKIE AR EUR

MC LDSM
Methods Huawei Huawei
Switches Routers Switches Routers
BERT 82.37/81.20 81.18/79.20 93.18/93.18 90.06/90.05
Ours 86.18/85.22 85.67/84.41 96.69/96.69 96.23/96.23
--w/o SMP 84.77/83.94 83.54/82.37 95.23/95.23 94.88/94.88
--w/o GEA 85.36/84.68 84.02/83.14 94.63/94.63 93.42/93.42

6. &5ig

FEARTCH, ASCHR T — R a5 A4) RITR G 55 1) U % e 2 H S BEAR RO TN 20105 S AR, eilm 17 HEH

AR5 BB PERE . FRATBE I T AEAGE A H S HER R A At E, A ROt R B DR H SR B
SERA RIS R, A H BRI R EMEAH . 2ET0NZE, A SCOTNEENAAE B TS it
T 7. SHEAMBIIZRERARL, ASONESLIL T Bde it TERE, XUEW] 17 H S B LR A6 P 730
T HEIFRNE R TR T UE B T IX S TR I 55550 TR AR B AR H A R, Rk, R
AR ERZHS H SR B P & UL RR S AN AR s A &, 32D e iR Thoos H G i B Be
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